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1 About this manual

IMPORTANT:
This manual is subject to change. Before using it, make sure you have the
current version!

The manual provides a guideline for the configuration / design required after
the installation of an OSC Server to run the OpenScape Concierge
Application.

The first chapters describe architecture and deployment options of
OpenScape Concierge and are followed by configuration of the switches.

Thereafter follow the basic settings in System Management and Concierge
Data Center to successfully connect a Concierge system to an OpenScape
Voice or OpenScape 4000 with or without OpenScape Contact Center
integration.

NOTE:
The order of the given information in these chapters tries to reflect the
order of configuration steps that are necessary after the installation.

NOTE:
The manual was written for technical specialists (e.g. personnel
responsible for integrating, installing and managing the software).

1.1 Terms and notation

11.1 Style

This section describes the terms and notation used in this manual.

Table: Style
Convention Meaning
Bold On-screen buttons and icons, menu items

Cursive bold Database names, variables, fields, file names

UPPERCASE Buttons (SHIFT, CTRL, ALT)

Italics Commands, examples, folder names

Courier Output texts and error messages, parameters,
source text
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1.1.2 Terminology

1.1.3 Notes
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The following terms describe actions that should be performed using the
keyboard or mouse, as well as the command button statuses on the screen.

Table: Terminology

Term Meaning

Press Press a key on the keyboard.

Input Enter letters, numbers, database names, variables.

Enter Press the confirmation key (ENTER or Return).

Double-click | Click the left mouse button twice quickly.

Right-click / Click the right mouse button once.

right mouse

button

Select or Click an item once with the left mouse button.

highlight

Drag Select an object and click and hold the left mouse button
while moving the object to a new position.

Drop Release the left mouse button to drop the dragged object.
This can only occur after you have dragged an item.

Active / Active commands are displayed as black text on the

released screen. This means that they are available to the user.
Active icons are displayed in their usual colors if
available.

Deactivated / | Deactivated command buttons and icons are displayed in

not released | gray on the screen, meaning that they are not available to
the user.

Button /icon | Buttons for performing functions

The following notes are used in this manual:

NOTE:

Identifies useful information which is important for the working process.

IMPORTANT:

Indicates a situation that could result in functional disorders or damage to

property.




1.2 Abbreviations

10

Table: Abbreviations

Abbreviation | Name Meaning

ACD Automatic Call Distribution Automatic distribution of
calls (call center
telephone system)

ART ACD Routing Table OS4K ACD routing table

BDE Borland Database Engine

CBC Concierge Button Config Concierge Admin tool

CDC Concierge Data Center Concierge Admin tool

CF Call Forward Setting in OSV

CFU Call Forward unconditional Setting in OSV

CLM Concierge Layout Manager | Concierge Admin tool

COS Class of Service

CPS Concierge Provider Service

CTI Computer Telephony Integration of telephone

Integration system and supporting

software

DB Database

DDI Dialed Digits Inwards Direct dial number

DIl Dynamic link library

ETB Electronic phonebook Part of the OpenScape
Concierge application

MLHG MultiLineHuntGroup Multiline hunt group in
osv

MoH MusicOnHold Music on hold setting in
osv

0S4K OpenScape4000 PABX / Telephone
system

OosC OpenScape Concierge OpenScape Concierge
application

OSscCC OpenScape Contact Center | ACD of OpenScape Voice

osv OpenScape Voice Soft switch

OCX OLE Control Extension Program module

PABX Private Automatic Branch OpenScape 4000, or

Exchange OpenScape Voice

RCF Remote Call Forward Setting in OSV

RCG Route Control Group Setting in OS4K

SDK Software Developer's Kit Development software

A31003S2250M1021076A9
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Abbreviation | Name

Meaning

SIP DN Session Initiation Protocol

Setting in OSV

VNR Virtual Numbering

An exclusive feature of
OpenScape 4000
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2 General

IMPORTANT:
This manual is subject to change. Before using it, make sure you have the
latest version!

This manual provides an overview of the required components and
configuration for OpenScape Concierge (OSC).

2.1 OpenScape Concierge components of Server and Clients

The following overviews show the essential software modules and
components of OpenScape Concierge.

OpenScape Voice OpenScape

Desketop Client
OSC Main Personal Edition
b = p——
!__ System

b —— CPS Worker 1 :
\ Management
PABX Link Node [~

___CSTA |
o] |
.
s
|
omvomanr ||
UEICIPIRTR T External Calendar External Calendar Node |————
Connector
____Bigeryeyl

OpenScape g Concierge *

Contact Center ;

‘ Concierge

Data Center *

PABX - DB
(OSV | H4K)

Customer | i = Button Configuration

Contact Data File I R

{ Concierge Updater
LDAP Directory

Layout Management

HiMed Informix DB 1 * Concierge Client and Data Center also have a connec-
tion to the databases

Description of the most important OSC Server components:

On top of the figure the service OSC Main is displayed. It controls all
processes on the machine and can be started and stopped using Windows
services; it is named “OpenScape Concierge Service”.

The MS SQL Server Express database on the main machine, with OSCADM
and ConfigDB for hosting Concierge data.

Processes called ControlConfigDB and ControlOscadmDB are responsible
for creating and maintaining the databases — these are not in the figure.

This database can also be swapped out on a dedicated machine.

A31003S2250M1021076A9
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211 CPS
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The central instance is the PABXLink Connector where all other function
nodes connect to and integrate with each other. PABX Link Connector is
responsible for synchronizing and controlling the single components.

The CPS (Concierge Provider Service) is responsible for controlling the
calls that are handled by the Concierge users / attendants. Without OSCC
the CPS is responsible for automatic push of calls to agents / attendants
(ACD).

The CPS is responsible for holding, transferring and parking calls as well as
for the pager functionality. When the call is assigned to an attendant and the
attendant speaks with the caller CPS is not involved, it comes back to CPS if
the agent parks or pages or transfers or holds the contact.

The CPS Worker is a worker process of CPS and is used for additional
communication needs in case:

- OSCC is used to monitor OSCC call flow
- OS4K Famos interface is used to read and set Class of Service
- HiMed is used to synchronise patient data into OSConcierge database.

Contact Data Provider (CDP) is responsible for (automatically) importing
contact data for the Electronic Telephone Book (ETB). Multiple sources of
different types can be used for that data import.

The Realtime Server consists of the Realtime Server and the Realtime
Node which is part of the Contact Center Node.

The UC node connects Concierge with OpenScape UC for displaying the
presence status and the media state of the UC extension to the attendant.

The Circuit node connects Concierge with Circuit for displaying the
presence status of the Circuit extension to the attendant.

The Skype node connects Concierge with Skype for Business for
displaying the presence status of the Skype extension to the attendant.

The Microsoft Teams node connects Concierge with Microsoft Teams for
displaying the presence status of the respective Microsoft Teams user to the
attendant (using the respective contact Microsoft Teams e-mail account).”

The Unify Office node connects Concierge with Unify Office for displaying
the presence status of the respective Unify Office user to the attendant
(using the respective contact Unify Office extension from account).”

The External Calendar node connects Concierge with external calendar
systems to provide external calendar information of contacts in ETB to the
attendant. Internal calendar information can additionally be stored in the
OSCADM by Concierge.

Report Scheduler Worker is responsible to process report schedules.

Besides the CSTA link the CPS (Concierge Provider Service) is the
second important connection between OSC Server and the communication
platform (OS400/0SV/OSCC). CPS is a central service in the system. Itis
responsible for the complete handling of the calls that are in scope of
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Concierge as well as for the handling of announcements for callers handled
by Concierge.

Calls that are parked or appended are connected to the CPS where the
caller can listen to defined music. Calls that are transferred are temporarily
connected to the CPS as long as the target device has not accepted the call.
This allows Concierge to always keep track and control of the calls until they
are connected to the target party.

In case the required person does not answer, the CPS is the instance that
decides how to proceed with the call. It is no longer the Intercept settings of
the communication platform that make the decisions in case the target user
can not be reached.

This way the CPS is always the master of calls for the attendant console.
This includes RTP streams to the CPS. Concierge defines the handling in all
possible scenarios and can report on what happened in every moment.

Finally the CPS also provides a simple ACD routing of incoming calls in
installations without OpenScape Contact Center.

2.1.2 OpenScape Contact Center Integration

With the optional OpenScape Contact Center integration the following
services are also required:

e Contact Center Node

e CPS Worker is mainly used with OSCC and is responsible for displaying
the waiting OSCC calls in the Concierge GUI. Also COS changes are
handled by CPS Worker.

2.1.3 Client Applications
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Concierge is available in two versions:

e Professional (full version)
e Plus (limited version)

Differences are clearly marked within this document, but the displayed
figures are based on Concierge Professional — so these might differ in case
you configure a Concierge Plus environment. The Administrator and User
Guide are available for both versions.

These client applications are used with OpenScape Concierge:

¢ OpenScape Concierge Client (Attendant Console application)

e Concierge Data Center (Concierge related configuration)

¢ Layout Management (Configuration of the Concierge client layout (look).
¢ Button Configuration (Speed- and Direct dial button configuration)

¢ System Management (Main server configurations)

Remarks

The System Management is the general administration tool for configuring
the OSC Server’s base parameters, like IP addresses, port numbers,
database settings and passwords as well as OSC applications settings.

A31003S2250M1021076A9
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2.2 Deployment

The deployment of an OSC Server can be distributed on multiple servers
(which can reside at different sites). The flexible deployment options are
helpful for load sharing amongst multiple servers as well as for flexibly
deploying redundant or standby scenarios, depending on the customer’s
needs.

2.2.1 Sites

A site defines a location, where an OSC Server is assigned to. Finally the
site corresponds to the PABX the OSC system is connected to.

One Master Site is configured, means the Main PABX, where the OSC
Server connects to. The system also integrates with an existing OSCC
system that belongs to that main PABX.

Additional Monitored Sites can be configured for monitoring the extensions
on other communication platforms by the actual deployment, like e.g. for the
Concierge’s busy lamp field feature.

Further server machines can be assigned to a deployment, but only one
server can be the Main Server in a deployment. The Main Server hosts the
configuration of the whole deployment and runs central components like
licensing and configuration synchronization processes.

2.2.2 PABX Connections

Under PABX Connections you configure the settings for the communication
platform that is associated with a site. It does not matter if it is a main site
or a monitored site.

NOTE:
Each PABX connection in a deployment matches a site.

For communication platforms with multiple exits to Central Office (CO) it is
possible to configure additional local trunks/ CO exits for a given PABX
connection.

In case multiple local trunks or sites are in use a database routing can be
defined that allows Concierge to route calls to target extensions in multiple
sites.

2.2.3 Contact Center Connections

The OpenScape Contact Center system that is connected to the Master
Site’s PABX can be assigned to the given Open Scape Concierge. The
OSCC IP parameters are required.

Also an OSCC high availability deployment can be integrated, and then
both servers are configured.

NOTE:
OSCC can only be assigned to the Master Site. Thus one Contact Center
connects with one OSC deployment only!

A31003S2250M1021076A9
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2.3 Redundancy / Standby deployments

HLM

OSC Main Server OSC Standby Server

Main Process

Main Process

C i C

ConfigSync Service

Concierge Primary Concierge Secondary

& e

MS SQL Database

Cluster

with OCSADM and -
Config DB inside S

Further scenarios for standby are described later!

2.3.1 Trigger points for switch over
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The Solution Level redundancy in OSC works in a hot standby mode. The
respective components on Main and Standby Servers are always active and
keep identical information. So Standby Server can take over the service
without any interruption, if Main Server fails.

The Application Level redundancy for OSC is designed as a warm standby
solution. If a defined “core component” for any redundant application fails,
this is recognized by the central OpenScape Concierge Service and a
switchover is initiated. It is foreseen, that all connections between client and
the presently active server will be switched over to the secondary or
respective primary server, if the secondary was active before. The switch
over can take some time (depending on the environmental conditions up to
some minutes).

NOTE:

There will be no automatic switch back to the Primary server after it is
available again. This is designed to avoid additional connection lost on
client side. A planned switch back can be forced by manual interaction.

The following situations will force a switch over to the Secondary Server:

Primary Server down (hardware or system level)

Network Connection lost (i.e. NIC or switch port defect)

OpenScape Concierge Service Service down

PABXLink Connector Process down

PABXLink Node Process down, Connection to the Telephony
System lost

Contact Center Node process down

e Concierge Provider Service (no complete switchover, but reconnect
to the Secondary Concierge Provider Service instance, connected to
the OpenScape Concierge Service on the Secondary server).
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The following processes are not used as triggers for switch over:

ConfigSyncServer process

CpsWorker process

Realtime Server process

UCNode process

External Calendar Connection processes

ContactDataProvider process

If such a service fails the functions provided by it will not be usable until the

connection was successfully re-established, e.g. no UC states if UC service
is down.

NOTE:

After an automatic switch over to the standby system it is recommended to
execute a manual switch back shortly after the Primary Server is back in
service to avoid

- additional communication flow between the Primary and the Secondary
Server and

- client connections on both the Primary and the Secondary Server.

2.3.2 Standby installation scenarios

A3100352250M1021076A9

Two installation scenarios can be a start point for a standby/redundant
environment:

Scenario 1

A new OpenScape Concierge project realization is implemented as a
redundant solution. All required servers are available in advance to the
installation and configuration.

Procedure

As the Standby server will be installed (see OpenScape Concierge, Server,
Installation Guide) and configured (within the System Management — see
from section 6 System Management) right from the beginning, all relevant
processes for the Standby server will be set and started automatically after
the configuration within the System Management is published.

IMPORTANT:

During configuring the applications as described in section 6.3 Section
Applications — do not forget to configure redundancy. Also see “Scenario 2"
under “Procedure for applications”.

Scenario 2

The Standby server has to be installed and integrated into an existing and
productive standalone OSC environment.

Procedure for OSC Server

1. Start the System Management application on the Main server. It is
important that it is active so the new standby server can be recognized by
the Main Service.

2. Run the OSC Setup procedure for the Standby server (see OpenScape
Concierge, Server, Installation Guide).
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3. After the installation and the reboot of the Standby server, the OSC Main-
Service starts automatically and as soon it has reached the
corresponding run level the new Standby server appears in the Control
Center tab of the System Management application on the Main Server
with its base processes (ConnectBalancingServer Secondary,
HttpServer, LicenseManagementServer Secondary, LogTranferProcess,
SnmpAgent). Those processes — except SnmpAgent - should become
green (with correct licenses) after a while.

4. Check in System Management the tab Installation Designer under
Resources / Servers. Your Standby server should be listed here.

5. IMPORTANT: Acknowledge the new server by Publishing the
automatically added configuration in the System Management. As the
data must be written into the Main server machine’s configuration file.
Execute a “Publish” by pressing “F5” or selecting “Action 2 Publish
Installation Data”.

2.3.3 Configuration of the Application redundancy

After completing these steps you have a redundant OS Concierge system,
but the redundancy is not yet used by any application. Follow the next steps
to configure redundancy for the applications:

1. Configure redundancy in the System Management under Applications
- Concierge. Mark the checkbox ,Install Application Redundantly® to
activate redundancy.

\” Install Spplication Redundantly

Primary Server Secondary Server

| @ rprosccem [ MainServer ) | & rproscees [ StandbyServer )

2. As soon as this feature is activated the Secondary Server field appears
and lists all available secondary servers with usage type Standard. Select
the appropriate server as Secondary server (Standby server) for this
application.

3. Publish the configuration with “F5” or by selecting “Action - Publish
Installation Data”. All application relevant processes should appear in
the Control Center tab under the selected secondary server per
application.

ConciergeProviderServiceSlave

ContactCenterNode (only with OSCC)

CPSWorkerService (only with OSCC)

PABXLinkConnector

PABXLinkNode

¢ RealtimeServer (only with OSCC).

Depending on system configuration additional processes are possible:
ExternalCalendarConnector, ExternalCalendarNode, UCNode

The figure shows all processes that should be visible in case the
standby server was configured for all above mentioned applications:
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| .= Systern Management - OpenScape Concierge

I Ele Action Tools [nfo

H® system Manitor - Test
! ServerData @rprosccem [Main]
. ConciergeProviderServiceMaster i
. ConfigSyncServer (Debug) System Status (SHMP)
. ConnectBalancingServerPrimary . Ready
B contactCentertiode SOLLAR
. ContactDataProvider [
. ControlConfigDB ‘
B controloscadmbe |
\
L

O5C System

| [ [3 Restart All Servers | [] Restart all service processes

. CPSWorkerService x Shut Down All Servers | [C] shut down all service processes
. HttpServer (Debug) I —
. LicenseManagementServerPrimary
. LogTransferProcess
B FaBxiinkConnector
B PaBxLinkNades
. RealtimeServer
D SnmpAgent
. ‘WebSchedulerWorker

! ServerData@rproscces [Standby]
. CondiergeProviderServiceSlave
. ConnectBalancngServerSecondary
B contactCentertiode SOLLAR
. CPSWorkerService
. HttpServer
. LicenseManagementServerSecondary
. LogTransferProcess
. PABXLinkConnector
B Faxiinkrodes
. RealtimeServer
D SnmpAgent

< > | Kl il | ]

+B Installation Designer \ &) Control Center |

nmanager - logged-on to ServerData@rprosccem Installation data updated by

NOTE:

Please be aware, that during time periods the OSC system is running in
standby mode (the clients connected to their Secondary servers) the
following processes are not active and the respective features are not
available on client side:

Basis: ConfigSyncServer — no synchronization between OSC ConfigDB
and OSCC and/or telephony system(s) possible.

ContactDataProvider — no import for new phonebook data into the ETB
possible.
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3 Prerequisites check

3.1 Additional documentation

Make sure you have following up-to-date documentation at hand

e OpenScape Concierge Plus, Administrator Documentation
or
OpenScape Concierge Professional, Administrator Documentation

e OpenScape Concierge Plus, User Guide
or
OpenScape Concierge Professional, User Guide

o OpenScape Concierge Server, Installation Guide

3.2 Staff prerequisites

3.3 General

20

The manual was written for technical specialists (e.g. administrators of the
OpenScape Contact Center and personnel responsible for integrating,
installing and managing the software). The following prerequisites are
required:

o Knowledge of OSV / 0S400 / OSCC administration

e Successful OS Concierge Service Training participation

Before proceeding with the sections 6 System Management and 8 Basic
Data Center configuration for Concierge, please check that all required
configurations and settings in OSV / OpenScape 4000 / OSCC are done and
the information about these settings is at your disposal.

If the settings in the communication platform are properly configured,
proceed with sections 6 System Management.

If the configuration of the communication platform is required, please see the
following chapters:

e For OpenScape Voice configuration refer to section 4 Switch
configuration OpenScape Voice.

e For OpenScape 4000 configuration or OpenScape 4000 VNR
configuration refer to section 5 switch configuration OpenScape 4000.

IMPORTANT:

The example configurations in this manual describe a configuration in the
environment of the lab. In customer’s environment other parameters are
required, like e.g. different Server names, IP addresses, number ranges,
prefix access codes, etc.

Only trained staff should configure and adopt the configuration to the
customer’s environment.
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4  Switch configuration OpenScape Voice

4.1.1 OSV connection

4.1.2 OSV connection

IMPORTANT:

The configuration examples in this section describe a configuration in the
environment of the lab. In customer’s environment other parameters are
required, like e.g. IP addresses, number ranges, prefix access codes, etc.

Only trained staff should configure the OpenScape Voice and adopt
the configuration to the customer’s environment.

In this section the OpenScape Voice settings required for integrating
OpenScape Concierge are described for scenarios without and with
OpenScape Contact Center.

without OSCC

The incoming calls to the pilot numbers all route to the Concierge Provider
Service (CPS) that is connected via SIP trunking.

The calls are queuing in CPS and stay there until further actions are
required; the calls for the personal line of an attendant also queue in CPS.

CPS assigns the call to the attendant or the attendant picks the call.

In case the CPS is down calls are handled by fallback hunt group routing in
OpenScape Voice.

with OSCC integration

With OpenScape Contact Center (OSCC) the incoming calls for the
attendants are routed by OSCC - also the backup routing case is handled
by OSCC strategies.

Incoming calls to the personal lines of the attendants are handled as
described in the scenario without OSCC. These calls are queuing in CPS
and CPS assigns the call to the attendant or the attendant picks the call from
the personal queue.

In the following sections the configuration of devices is described as well as
the configuration of the SIP trunk and the fallback hunt group mentioned
above.

4.2 Concierge Provider Service (CPS)

4.2.1 Features and functionalities

A3100352250M1021076A9

CPS

CPS is the central instance for controlling the calls that are handled by the
Concierge user.

Processing Queue

Calls that are parked or on hold, calls that need to be transferred or require
the paging functionality to be connected with the target person, all these
calls are transmitted to the CPS and wait there for further handling. That is
why this position is called the processing queue.
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As the CPS is an internal resource of the OSC Server, Concierge is fully
controlling what happens with a call and displays this information on the
upper right pane to the Concierge user.

In case of a standalone installation, where no OpenScape Contact Center is
in use, the CPS also queues the calls that come in via the pilot numbers and
allows a simple call push (ACD) to the attendants which are assigned to the
pilot number.

Transferring calls is controlled by CPS in a way that calls that are meant to
be transferred to a target extension are “parked” on CPS on one channel
where another channel of CPS tries to reach the target device. The
connection between both only happens if the target person answers the call.
Otherwise the call stays connected to CPS. The call can be controlled and
handled by Concierge user (even if the Concierge user is in a call with
another customer).

During the transfer process the call is visible in Concierge.

CPS acts as a media server for Concierge calls. Data Center allows to
specifying different types of music / wave files that can be assigned in
multiple handling scenarios, for example a personal greeting wave file can
be assigned for every Concierge user that is played to the caller as well as
to the attendant right before the call is connected.

The functionality described requires the CPS to be connected via SIP
trunking to the communication platform. All numbers using this trunk have to
be in E164 format.

4.2.2 CPS Integration / Backup Routing

22

For a proper handling in case CPS fails or the SIP trunk connection is down
a fallback routing is required. The calls which cannot reach CPS will fall back
to hunt group routing in OSV, all Concierge users must be members in that
hunt group.

Overview: Routing and fallback of pilot numbers and personal calls

Incoming calls are routed to the SIP trunk for CPS. In case CPS is down, the
call is re-routed to a hunt group in the local business group.
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Incoming Call to CPS Queue

urmber: 49 5050580 7582
43 5050580 3401

l

Local Numbering Plan Routing:

49 5050580 3401

49 5050580 34xx matched
me = LOCAL

=E 164 DESTINATION

-> Retranslation PAC to E164 Numbering Plan

* Example for multible BGs

Global Numbering Plan Routing:

49 5050580 3401

49 5050580 34xx matched
12 = E164NANP
DESTINATION

= = CPS Queues

Local Numbering Plan Routing:

49 5050580 3401

49 5050580 34xx matched
Code Processing

:me = CP_Fallback

MLHG

: 49 5050580 5510

Further Call Handling within CPS

CPS EP
—> registered ?

(Failure)

e— i

Re-Routing
Flag Set ?

Only Queues

End of Call Prozessing
(Internal Resources)

In case of a failure the calls will not be handled by CPS; the OSV will route
the calls to the local BG’s routing and a code processing takes place that
deletes the original pilot number and inserts the number of the fallback hunt
group as destination.

With this information the call routes to BG’s local hunt group for backup. The
fallback routing is only activated for incoming calls (pilot numbers and
personal line numbers). For the internal CPS resources the fallback routing
will not take place.

4.3 Concierge user device configuration

4.3.1 Configuration pages

The following must be configured on the terminals (e.g. OpenStage) used by
the Concierge users:

A31003S2250M1021076A9
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Administrator Pages -> System -> Features -> Configuration -> Allow uaCSTA = enabled
Administrator Pages -> System -> Features -> Configuration -> Server features = enabled

Administrator Pages -> System -> Features -> Addressing -> Conference = <valid code for
conference factory>

Administrator Pages -> System -> Features -> Feature access -> Blind transfer = enabled
Administrator Pages -> System -> Features -> Feature access -> Call forwarding = enabled
Administrator Pages -> System -> Features -> Feature access -> Feature toggle = enabled
Administrator Pages -> System -> Features -> Feature access -> CTI control = enabled

Administrator Pages -> System -> Security -> System -> Use secure calls = disabled
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e User Pages -> Configuration -> Incoming calls -> Handling -> Allow call waiting = disabled
e User Pages -> Configuration -> Incoming calls -> Handling -> Allow DND = disabled

e User Pages -> Configuration -> Incoming calls -> Handling -> Allow busy when dialing =
disabled

o User Pages -> Configuration -> Connected calls -> Allow call transfer = enabled
e User Pages -> Configuration -> Connected calls -> Allow music on hold = disabled
e User Pages -> Configuration -> Connected calls -> Allow conferences = enabled

e User Pages -> Configuration -> Incoming calls -> CT]I calls -> Allow auto-answer = enabled

4.3.2 Concierge phone settings in OSV for CPS fallback

Concierge endpoints are members of the Fallback Hunt Group
(in the example below the +4950505805520)

4.3.3 Feature profile for Concierge user devices
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Configure the Feature Profile for Concierge User devices with the following
parameters:

11 [timuc2]{ProCenter8] - Edit Feature Profile : Concierge ?
@) Here you can modify the current configuration of the services contained in this feature profile
General [m Members
Subscriber Features
Feature Name Click to select Features Add_
e ———
Sel:0 | tems/Page: 20 ~ |AL13
Name Active Assignment
Name Permanent Presentation Status [v] Aszsigned
Number Permanent Presentation Status (] Assigned
Call Forwarding on Busy Assigned
Call Ferwarding Unconditional Aszsigned
Call Ferwarding No Reply Aszsigned
CSTA Access (] Assigned
Music On Hold ] Assigned
Call Transfer [v] Assigned
Large Conference [v] Aszsigned
Call Completion on No Reply [v] Aszsigned
Call Completion to Busy Subscriber (] Agsigned
Last Incoming Number Redial (] Assigned
Last Outgoing Mumber Redial [v] Aszsigned
Done & Internet | Protected Mode: Off g v H100% ~

The relevant CSTA type has to be selected in the feature profile for the
contacts whose status is to be monitored by OpenScape Concierge.
Submenu “Call Forwarding Unconditional”:

e Activate via: All

e  Specify redirect number via: All

Submenu "Call transfer”
e Transfer Calls: All
o Disallow transfer to restricted party: No

Submenu "CSTA Access"
e CSTA Type: CSTA Over SIP
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NOTE:

In case the user is handling a Concierge call, his device is busy. Direct
calls for that device are forwarded by Concierge to the user’s personal line
number and queue in CPS for being handled by the user. Therefore the call
forwarding unconditional via CSTA must be enabled.

4.3.4 Monitored devices of office users

The relevant CSTA type has to be selected in the feature profile for the
contacts whose status is to be monitored by OpenScape Concierge.

Submenu "CSTA Access"
e CSTA Type: CSTA Over SIP

Submenu “Call Forwarding Unconditional”:
e Activate via: All
e  Specify redirect number via: All

If Concierge should be able to change/see the call forwarding entry of an
office user, server based features must be enabled in the terminal.

For those office users that require intercept function to Concierge, the Call
Forwarding feature "CFNR" and "CFB" in the Feature Profile of these users
must be configured. Configure the corresponding DDI entries for CF no
reply and CF busy.

4.3.5 Unify Phone and OpenScape Concierge Integration
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Unify Phone is a Mitel cloud-based unified communication solution that
allows users to make and receive calls using an Internet browser.

When integrated with OpenScape Concierge and connected to an
OpenScape Voice (OSV) communication platform, it enables attendants to
receive and make calls through Unify Phone extensions (without a need of
parallel registered extension). Additionally, attendants can change their
attendant/agent status between Available and Unavailable (either through
Unify Phone or the Concierge Client).

NOTE:
For more information about Unify Phone, please consult the Unify Phone V3
Administrator Documentation.

NOTE:

There is no presence status synchronization between Unify Phone and
OpenScape Concierge — the Concierge Client does not display the Unify
Phone presence status and does not change it.

NOTE:
The Unify Phone hold feature does not have the same concierge hold

feature functionality. It will not send the partner to the concierge music on
hold.
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4.3.51
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NOTE:

The Unify Phone transfer feature does not have the same concierge transfer
feature functionality. It will not send the partner to the concierge music on
hold until the destination extension is free.

NOTE:

When using Unify Phone as attendant extension do not use the same ONS
extension registered in any device like the Concierge Embedded softphone,
affecting the correct functionality.

NOTE:
The “Concierge Unify Phone Integration” is supported only when Concierge
is connected to the OpenScape Voice (OSV) communication platform.

NOTE:

The “Concierge Unify Phone Integration” is not supported when Concierge is
connected to OpenScape Contact Center (OSCC).

OSV Configuration for Unify Phone

Since Concierge operates using both SIP and CSTA messages, a flag called
“Private Data Presentation — V8" must be enabled in the OSV Common
Management Platform (CMP).

Note: For further details, please refer to Section 3.6, CSTA Application
Management, in the “OpenScape Voice V10 Interface Manual — Volume 4:
CSTA Interface Description”. The following picture shows the exact location
of this flag within the OSV CMP.
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& [brsposv001] - Modify CSTA Application uaCSTA
@ Here you can configure the settings of a CSTA Application

Identification | Interface Options SOAP Heartbeat Status
nterface Attnbutes

@ In this section you can specify the interface attribute(s) for the specified CST

Enable SIP URI:

Enable Consultation Call for
Connections on Hold:

Enable Private Data Presentation - {"";dcm Q

VE: e

Enable OS5V Internal Service
Events:

Enable Shared-Bridged Appearance
Events:

Enable Group Pickup:

NOTE:
It is recommended to use the OSV version V10 R3.34.0 or higher.

During a Unify Phone extension configuration in OSV, it will be necessary to
configure an ONS number (One Number Service) and an OND number (One
Number Service Device) for each Unify Phone. This ONS/OND relationship
must then be registered in OpenScape Concierge through the System
Manager.

NOTE:

The Unify Phone extension will operate as an Attendant Extension and the
corresponding CSTA messages will be sent only if its associated ONS
number is part of a Hunt Group, as shown in the example below. Also, the
ONS number must be configured as an Attendant/Agent.
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[WoWarcraft] - [BG_05CC] - Bdit Subscnber to Hunt Group35.., O

© Notsecure Rpz/Sironman.mnmarvel.sen.com.br/management/portal /A...

[WoWarcraft] - BG_OSCC - Edit Subscriber of Hunt Group : @
| 554181021160

| #1™
(1} Make modifications to the selected hunt group member
iseneral

r!‘ Changing the Posibon value leads to re-sorbing of the Hunt Group Members.

Position ?
Queue Priority 255
Busy Status Mok Busy-All Groups

Busy Stop hunt |

Can make hunt group
bassy

Can stop hunt group |
hunting

Attendant/Agent

i‘] Cancel

4.3.5.2 Configuring the attendant OND and ONS Numbers relationship

28

For attendants that would like to use a Unify Phone as an attendant
extension in the OpenScape Concierge Client, it is necessary to register
each attendant’s ONS number together with its corresponding OND number.
The relation must be entered into the concierge database using the
Concierge System manager PABX Connection Modification
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® System Management -

File Action Tools

OpenScape Concierge

Info

Basics

Customer Information
Configuration Database
Basic Services

Security

Resources

Servers
Sites

Applications

Conderge

Contact Center Connections

¢E] Installation Designer

~
PABX Connections
Site 1D / PABX Host Name PABX Protocol Version Routing Entry
‘S PENTEST 80.253.239.156 OpenScapeVoice 55413102
‘S 51102 80.253.228. 104 OpenScape4000 55414052
~
Routing | " Synchronization |URayE
o Add oy | Modify Re
r AddUnifyPhoneMumbers
~
ONS OMD
554181021609 5541810216091
554181021602 5541810216021
| ] Use Database Routing (Extension Matchi 554181021603 5541810216031
Run PABXNode Process under Separa
o Add o | Modity o | Remove
OK Cancel
- ! 10 |
i Undo Changes 1 ‘
-7 Control Center
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NOTE:

If an attendant needs to disconnect the Unify Phone and use the same ONS
number in a physical phone or in a softphone as an attendant extension, the
ONS/OND relationship previously registered through the System Manager
must be removed. Otherwise, the attendant will not be able to use the ONS
number on a registered extension as expected.

In the PABX Connection page called Unify Phone, the Concierge
administrator can Add, Modify or Remove a relationship between the Unify
Phone ONS and OND number. Below we can see a sample of add.

29



PABX Connection

General | Routing “ Synchronization |l
Wodify | Re 2 . :
UnifyPhone Configuration
r AddUnifyPhoneM : <
ONS ONs: |
554181021609
554181021602
1g (Extension Matchir 554181021603 OND:
#s8 under Separate
DK C |
N I ancel
|—————————
ONS
Please enter digits for OMS.
o Add |M Modify dhﬂmmed
oK | | Cancel
= |I B |

NOTE:

When the relationship was not previously configured, the attendant will be
able to logon in the concierge using the ONS extension number but will not
be able to dial, answer, disconnect, transfer or make a consultation.

NOTE:
Different from the Concierge Integrated SoftPhone, the Unify Phone Web
Page should be opened in parallel with the OpenScape Concierge Client.

NOTE:

The Unify Phone Web Page could be maintained in background if
necessary.
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Processing queue

4.4 Routing configuration in OSV without OSCC

4.41 DDI settings in OSV

All incoming calls are handled by CPS and thus have to be routed to the SIP
endpoint for CPS. There are number ranges for pilot numbers / personal
lines as well as ranges for the request pool and callback pool, which are
used to route calls to CPS. The CPS is fully responsible for the call handling.
In case the CPS / Concierge server fails, the calls will be routed to a
dedicated fall back hunt group that is used for Concierge only. All attendants’
devices have to be member in that hunt group to be able to handle the calls
in a fall back scenario.

4.4.2 CPS number ranges

As described above the CPS is Concierge’s central service for handling
calls. Without OSCC the calls to the pilot numbers are directly routed to CPS
and queue there for being distributed.

The connection to CPS needs two types of number ranges:
e one for pilot numbers and personal line numbers of attendants

e one for internal CPS resources like Request pool and Callback Pool

Furthermore if CPS fails, a Fallback Hunt Group has to be defined in the
OSV, where all attendant users are members.

In the following description a basic fallback configuration is displayed where
all types of incoming calls route to the same hunt group in case of failure.
The fallback solution is used in case of CPS failure for the personal lines and
service number (queues). These calls coming in via pilot numbers and
personal line numbers are routed to the fallback hunt group.

The internal resources like callback numbers and request numbers are not in
use when CPS fails. Therefore no fallback solution for those is required.
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Definition of number ranges for example configuration used in this

book:

Parameter

Description

Value

CPS Resources for the example in the following sections

Pilot Numbers Start Numbers that route to CPS used for Pilot +4950505803201
Pilot Numbers End Numbers (DDI Lookup table) +4950505803219
Personal Lines Start Numbers that route to CPS used for Personal +4950505803220
Personal Lines End Line Numbers of Attendants +4950505803299
Loop Number Used in Multi-CPS environment +4950505803300
Request Numbers Start Numbers that route to CPS used for internal +4950505803301
Request Numbers End tasks, like e.g. Park, Append +4950505803349
Callback Numbers End service (Park Slot Numbers) +4950505803399
Hunt Group for Calls to Pilot and Personal Line
Fallback Hunt Group Numbers, if CPS fails +4950505805520

32

NOTE:

The CPS Loop number is used in a Multi-CPS environment like e.g. when
deploying a redundant Concierge Server System. In that case the CPS on
the Standby server machine is frequently calling this number and expects a

corresponding loop back message from the switch.

This message is only send if the CPS on the Main Server is active and
running. If the call is not answered by a loop back message, the CPS on
the Standby Server assumes that the CPS on the Main Server is not

running and starts getting active by itself.

Please assure that the Loop number routes to the CPS endpoint in OSV.
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4.4.21 Formula for estimating the number range of internal CPS resources
Use this formula to calculate the range of the internal resources:

Range of request numbers: 8 plus number of agents

NOTE:

During the transfer from the client to the processing queue a request no. is
used. When the call reaches the CPS (arrived in the processing queue) the
request no. is usable (free) again.

The request range does not limit the count of calls in the processing queue.

Range of callback numbers: 3 plus the maximum number of calls that shall
be parked for the paging functionality

4.4.3 Fallback Hunt Group

Business Group

1. Create the fallback hunt group (e.g. +4950505805520) with hunt type
"UCD" and name it "Fallback Concierge V3".

2. The users, profile only members and hunt groups need to be configured
in the appropriate Business Group.

3. Create a profile only subscriber (e.g. +4950505805520)

4. Create a Hunt Group based on this profile only subscriber

&} [timuc?] - [ProCenter8] - Edit Hunt Group : 4950505805520 ?

Here you can create or modify a hunt group for subscribers. A hunt group is a collection of phone lines which are arranged so that wher
=" iz busy, the next line is hunted until a free line is found.

General Advanced Members

Pilot Identification
Name: Fallkack Concierge V3

Pilot Directory Number: 4350505805520 ey

m

Branch Office:

Pilot DN type: Pilot Dn

Hunt Settings.

Type: Linear (Starts with first member); Circular (Starts with member after the member that answered the last call}; UCD (Starts
@ with member that has been idle for the longest time); Parallel (All members are simultaneously alerted); and Manual (Members are
selected by a CSTA Application, such as OpenScape Contact Center).

Type UCD - Uniform Call Distribution

Allow calls to Overflow (Unconditional): r

Queue Size: number of calls that can be gueued. Max. number is 511 (default).Overflow Destination: subscriber to which
@ unanswered incoming calls are sent when the gueue is full. This can be an E.164 directory number or a subscriber. If you do not
specify the overflow destination, incoming calls that cannot be gqueued will receive busy treatment.

“save | | Cancel
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General Advanced Members

& [timuc2] - [ProCenter8] - Edit Hunt Group : 4350505805520 ?

Here you can create or modify a hunt group for subscribers. A hunt group is a colection of phone lines which are arranged so that wher
=" iz busy, the next line is hunted until a free line is found.

Allow calls to Overflow (Unconditional): r

Queue Size: number of calls that can be gqueued. Max. number is 511 (default).Overflow Destination: subscriber to which
@ unanswered incoming calls are sent when the queue is full. This can be an E. 164 directory number or a subscriber. If you do not
specify the overflow destination, incoming calls that cannot be gueued will receive busy treatment.

Configured Size (0-511): 511
Maximum Size (0-511): 511
Max time in Queue (0-42300): o

Overflow Destination:

No Intercept Announcement: r

Intercept Announcement: D )
Queue Position Announcement Interval (0,30- 0

180)

Queue Position Announcement: D

Add all Concierge members (phones) to this HG

& [timuc2] - [ProCenter8] - Edit Hunt Group : 4350505805520 ?

Here you can create or modify a hunt group for subscribers. A hunt group is a collection of phone lines which are arranged so that wher
=~ iz busy, the next line is hunted until a free line is found.

General Advanced Members

J | ) ) == | J

Sel: 10 - |AlL4

|:| Position Directory Humber Internal Display Name Status

|:| Ca 1 4950505807583 Concierge 7583 Not Busy-All Groups
B té 2 4950505807582 Concierge 7582 Mot Busy-All Groups
|:| Ca 3 4350505807581 Concierge 7581 Not Busy-All Groups
|:| Ca 4 4950505807580 Concierge 7580 Not Busy-All Groups

Verify that the number of the hunt group can be dialed and the members
can be reached.

For the hunt group pilot number’s extension the following parameters
have to be configured in the feature profile:
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11 [timuc2][ProCenter8] - Edit Feature Profile : Concierge Fallback HG ?

1:’, Here you can modify the current configuration of the services contained in this feature profile

General Features Members

Subscriber Features.

Feature Name Click to select Features

——

Sel0 | tems/Page: 10  |Al4
Name Active Assignment
CSTA Access [} Assigned
Music On Hold [] Assigned
Call Transfer [] Aszsigned
Large Conference [v] Aszsigned
Done €D Internet | Protected Mode: Off fa v H100% -

8. In the selected members, the options "Can make hunt group busy" and
"Attendant / Agent" have to be activated. More details can be found in
the OpenScape Voice Configuration Manual.

[timuc2] - ProCenter8 - Edit Subscriber of Hunt Group : ?

@ Select the Directory Number from the list and specify itz position in the hunt group.
General

@ Changing the Position value leads to re-sorting of the Hunt Group Members.
Position 1
Queue Priority 255
Busy Status Not Busy-All Groups
Busy Stop hunt r
Can make hunt group busy v

Can stop hunt group hunting r
Attendant/Agent v

€ Internet | Protected Mode: Off 3 v ®|100% ~

4.4.4 Routing Configuration for SIP endpoint CPS in a single BG environment

If you have just a single BG you will need a central numbering plan (not
common numbering plan). CDC generates a headquarter named “Site1” per
default. So the name “NP_Site1” is used as central numbering plan for all
examples below.
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For fallback — means if the CPS cannot be reached anymore — a code
processing is required in the global numbering plan that deletes the pilot
numbers to CPS and replaces these with the fallback hunt group pilot

number.

NOTE:

The internal resources do not fall back to the hunt group!

(If CPS is down Concierge will not use internal resources anymore)

Global Translation and Routing
1. Create a Code Processing "CP_Fallback" with the following

operations: NoA= international; Destination type= Home DN; Office

Code of the used BG
Delete 30 digit(s) from location 0

Insert "<Number of Hunt Group>" (e.g. 4950505805520) at location 0

= Processing Name™

Simulation

L% [timuc2] - Edit Code Processing : CP_Fallback r

General Assigned E.164 Codes

General properties of code processing. Note: No more than 15 characters are allowed in the field "Code

Code Processing Name: CP_Falback

Nature of Address: International -

Retranslate: r

Destination Type: Home DN -

Office Code: 495050580 l:J
O perations

t} Ordered list of operations associated with this code processing.At least one is needed.

=) J [ J [ J [

m

Sel0] te age: 10 - |Al2
Position Operation Description
¥ 0 Delete Delete 30 digit(s) from lecation 0
@ 1 Insert Insert "4850505805520" at location 0

t} Below you can enter a digit string and see the effect that the code processing operations have on your code.

Temporary simulation sample, length in [30, 30]: prrrvrsrns e Simulate
Result for current sample: 4950505805520
Save Cancel
Done @ Internet | Protected Mode: Off 3 v ®100% ~

Pilot number dialed is deleted and replaced by the fallback hunt group

number.
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NOTE:

If you want to separate the fallback destinations for each site, you have to
generate one fallback hunt group for each site and create a Code
Processing for each site.

4. Create an Endpoint Profile "EPP_CPS" with SIP privacy support set to
"full" and service "Call Transfer" in the central numbering plan (e.g.
NP_Site1) of the BG.

NOTE:

Up from OpenScape Concierge V3R1 outgoing Invites have the SIP header
“X-Siemens-CDR” included. This enables OSV to use different numbering
plans for routing decisions depending on the initiating Concierge working
place. The numbering plan associated with the Concierge working place
will be used for outgoing calls - not the numbering plan of the CPS-
endpoint anymore. The dialed number can be in the same format as if it
was dialed directly from the Concierge’s associated handset.

If OpenScape Voice receives a SIP INVITE or REFER request containing
the X-Siemens-CDR header field with the charge parameter then charge
number will be stored as the billing number in the CDR. In addition the
number plan, rate area, and code/toll restriction services associated with
this charge number will also be used to process the call.

@) Please enter the profile data.
General l\ Endpoints ‘\_| Services .
Name: EPP_CPS
Remark: =~
i I
|| Numbering Plan: NP_Sitel !Ij
Management Information
@) Please enter the data for the following fields in the corresponding screens.
Class of Service: = 1
Routing Area: @
Calling Location: — ]
Time Zone: LOCAL E]
SIP Privacy Support: Full b
Failed Calls Intercept Treatment: Disabled -
Language: VEninsi; -
-
(Coove )(_conce
& Internet | Protected Mode: Off ¥ v ®100% v
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¥ [timuc?] - Edit Endpoint Profile : EPP_CPS :’
@) Piease enter the profie data
General Endpoints [m
Message Waiting: No -
& cal Transfer: Yes -
Call Forward Invalid Destination: No -
Toll and Call Restrictions: No - D
CSTA Metwork Interface Device: No - r
Done & Internet | Protected Mode: Off ¥a v H100% -

5. Create an Endpoint named "CPS001" using this profile.

# [timuc?] - Add Endpoint

General sIP Attributes Aliases Routes

Endpoint
Q, Define the connection data of an endpoint, €.9. you may uze this to add a gateway to a swil
Hame: CPSOMM

Concierge Provider Service
Remark:

Registered: =

Profile: EPP_CPS

6. On tab SIP choose "SIP Trunking", type: "Dynamic", transport
protocol: "UDP" and best effort SRTP support: "Disabled".
Up from OSV V8: disable the ICE Support and set the Outgoing Call
Supervision Timer to 32000ms.
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General SIP Attributes Aliazes Routes Accounting

Endpoint Type

SIP Private Networking:

SIP Trunking: @

SIP-Q Signaling:

m

SIP Signaling

For the =static Endpoints the address of the SIP signaling interface can be specified in IP
or FQDN format.

@ Note that the address of the signaling interface cannot be modified unless the entry in
the security section
has first been removed.

Type: Dynamic -
Signaling Address Type: P Address or FQDN

Endpoint Address:

Port:

Transport protocol: uoP -
Best Effort SRTP support: Dizabled -
ANAT Support: Enabled

-

; Save“ ; Cancel 3

€D Internet | Protected Mode: Off ‘g v ®100% ~

7. On tab Attributes check "Supports SIP UPDATE Method for Display
Updates", "UPDATE for Confirmed Dialogs Supported", "Accept Billing
Number”, "Allow Sending of Insecure Referred-By Header", "Send
International Numbers in Global Number Format (GNF)","Rerouting
Forwarded Calls", "Enhanced Subscriber Rerouting" and "Enable
Session Timer".

8. On tab Aliases add the alias "CPS1" and the IP address of the CPS
Server. (Add also the IP of the second CPS Server, if redundancy is
used).

NOTE:
Add the IP Addresses to the Realms within "Administration — Signaling
Management — Digest Authentication”, if your security policy requires it.

NOTE regarding Routing:
It is important to make sure that all phones (Concierge and Office) and
Gateways are able to reach all numbers defined above.

9. Create the Destination "CPSQueues" for Pilot numbers and personal
lines in the common numbering plan (NP_Common) of your BG.
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10.Add a route to endpoint "CPS001" using Modification Type “Number
Manipulation” and Nature of Address “International”

% [timuc?] - Edit Destination: CPSQueues
@ Destinations are used for routing a call to an endpoint.
General Routes Route Lists Destination Codes Origin Destina
Routes

t_j Muttiple routes can be used for priortizing the routes to the gateways.

Add... Edit... |

e |10 =] an1
- 1] Endpoint Route Type Delete Insert Nature of Address
[t Jm 10 CPSOM1 SIP-Endpoint 0 International

11.0n tab Route Lists check "Fallback to Local Numbering Plan"

=2 [timuc2] - Edit Destination: CPSQueues

tj Destinations are used for routing a call to an endpoint.

General Routes Route Lists Destination Codes Origin Destinations

Route Lists.

g This list provides an overview of all routes with the same originating signaling type and bearer capability. Prioritization is possible.

temsiPage: | 10 | =] | Al:1

Originating Signaling Originating Bearer Prioritized Fallback to Local Prefix Area Preface Cou
Type Capability Numbering Plan Code Code
F=.':z| siP Unassigned || ~ O -

12.Create the Destination "CPSintResc" in the common numbering plan
(NP_Common) of your BG.

13.Add the route to endpoint "CPS001" using Modification Type “Number
Manipulation” and Nature of Address “International”

=% [timuc?] - Edit Destination: CP SIntResc
g Destinations are used for routing a call to an endpoint.
General Routes Route Lists Destination Codes Origin Destin:
Routes.

g Muttiple routes can be used for prieritizing the routes to the gateways.

Add.. Edit...

Sel0 | tems/Page: | 10 =] | All:1
- 1D Endpoint Route Type Delete Insert Nature of Address
- Am 15 CPs001 SIP-Endpoint 0 International

14.0n tab Route Lists DO NOT check "Fallback to Local Numbering Plan"
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2 [timuc?] - Edit Destination: CPSIntResc08 ?
@) Destinations are used for routing a call to an endpoint

General Routes || RouteLists | Destination Codes Origin Destinations
Route Lists

@) This list provides an overview of all routes with the same originating signaling type and bearer capabilty. Prioritization is possible.

Fage: 10 v A1

Originating Signaling  Originating Bearer Prioritized Fallback to Local Prefix Area  Preface Country
Type Capability Numbering Plan Code Code

Efy  Unassigned Unassigned

Done @ Intemet | Protected Mode: Off A v ®100% -

In the BG’s numbering plan destination codes and prefix access codes
have to be defined for the queues’ pilot numbers as well as for the personal
line numbers.

Pilot numbers and personal line numbers must fall back to the hunt group in
case of CPS failure. Therefore these will route to the code processing in
the global numbering plan configured above.

15.Create a destination code in the numbering plan of the customer (e.g.
NP_Site1) for the queues’ pilot numbers dialed in international format
(e.g. 49505058032xx) with Destination Type "Code Processing" and
Code Processing Name "CP_Fallback", NoA=International. Create a
second destination code in the same way with NoA=unknown.

= [timuc?] - [ProCenterd] - [NP_ProCenter8] - Edit Destination Code: >
* 49505058032 L

General

Identification
Thizs destination code will be used for a call if the dialed or modified (in PAC) digits and the Nature

9 of Address are matching.
Destination Code: 49505058032 D
Remark:
Nature Of Address: International =
@ Internet | Protected Mode: Off fa v H100% -
Destination

@ Specify additional parameters to determine how the call will be routed.

Country Code:

m

Area Code:
Destination Type: Code Processing -
Code Processing Name: CP_Fallback Clear

D Clear“

DN Office Code:

 save Cancel

& Internet | Protected Mode: Off g v ®100% ~
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16.Create a destination code in the common numbering plan
"NP_Common" for the queues (e.g. 49505058032xx) with nature of
address "international", destination type "Destination" and destination
name "CPSQueues".

17.Create a destination code in the common numbering plan
"NP_Common" for the internal CPS resources (e.g. 49505058033xx) with
nature of address "international", destination type "Destination" and
destination name " CPSintResc ".

18.Create a prefix access code “+” in the common numbering plan
"NP_Common" with nature of address "international", Min Length = "1”,
Max Length = “30”, Prefix Type = “On-Network Access Code”, Digit
Position = “1”. This enables CPS to reach all internal and external
destinations. Hint: This prefix access code should be already created by
CDC.

NOTE:

Edit the Feature Profile of your public network endpoint (default:
“EPP_FPRVC_Site1”) and enable the service “Call Forward Invalid
Destination”. Enter a pilot number which is named “invalid destination” in the
DDI Lookup (datacenter).

4.4.5 Routing Configuration for SIP endpoint CPS in a multiple BG environment

If you have multiple BGs and want to have just one Concierge instance, all
calls must be route via the Global Translation and Routing.

For fallback — means if the CPS cannot be reached anymore — a code
processing is required in the global numbering plan that deletes the pilot
numbers to CPS and replaces these with the fallback hunt group pilot
number.

NOTE:
The internal resources do not fall back to the hunt group!
(If CPS is down Concierge will not use internal resources anymore)

Global Translation and Routing

1. Create a Code Processing "CP_Fallback" with the following
operations: NoA= international; Destination type= Home DN; Office
Code of the used BG

2. Delete 30 digit(s) from location 0
3. Insert "<Number of Hunt Group>" (e.g. 4950505805520) at location 0
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L% [timuc2] - Edit Code Processing : CP_Fallback ?

General Assigned E.164 Codes

Processing Name™.

Code Processing Name: CP_Falback

Nature of Address: International -

Retranslate: r

Destination Type: Home DN -

Office Code: 455050580 l:]
O perations

g Ordered list of operations associated with this code processing.At least one is needed.

((da... ) (eait.. ) | J | J |

m

e 10 ~ JAl2

[} Position Operation Description

|:| W 0 Delete Delete 30 digit(s) from lecation 0

a @ 1 Insert Insert "4850505805520" at location 0
Simulation

g Below you can enter a digit string and see the effect that the code processing operations have on your code.
Temporary simulation sample, length in [30, 30]: OO0 Simulate
Result for current sample: 4950505805520

Save Cancel

0 General properties of code processing. Mote: No more than 15 characters are allowed in the field "Code -
L

Done @ Internet | Protected Mode: Off g v ®100% -

NOTE:

Pilot number dialed is deleted and replaced by the fallback hunt group

number.

4. Create an Endpoint Profile "EPP_CPS" with SIP privacy support set to

"full" and Service "Call Transfer" in the - central numbering plan (e.g.

NP_Site1) of the BG.
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NOTE:

Up from OpenScape Concierge V3R1 outgoing Invites have the SIP header
“X-Siemens-CDR?” included. This enables OSV to use different numbering
plans for routing decisions depending on the initiating Concierge working
place. The numbering plan associated with the Concierge working place
will be used for outgoing calls - not the numbering plan of the CPS-
endpoint anymore. The dialed number can be in the same format as if it
was dialed directly from the Concierge's associated handset.

If OpenScape Voice receives a SIP INVITE or REFER request containing
the X-Siemens-CDR header field with the charge parameter then charge
number will be stored as the billing number in the CDR. In addition the
number plan, rate area, and code/toll restriction services associated with
this charge number will also be used to process the call.

¥ [timuc2] - Edit Endpoint Profile : EPP_CPS Fd
@) Please enter the profile data.
[m Endpoints Services
-
Name: EPP_CPS
Remark:
Numbering Plan: u
Management Information
@ Please enter the data for the following fields in the corresponding screens.
Class of Service: u E
Routing Area: LJ
Calling Location: u
Time Zone: u
SIP Privacy Support: Full -
Failed Calls Intercept Treatment: Dizabled -
Language: SoftSwitch Default (English) -
—_— -
; Save & Cancel ]
& Internet | Protected Mode: OFff g v H100% ~
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& [timue?] - Edit Endpoint Profile : EPP_CPS ?
t_', Please enter the profile data
General Endpoints m
Message Waiting No -
@& Call Transfer: Yes -
Call Forward Invalid Destination: No -
Toll and Call Restrictions: HNo - D
CSTA Network Interface Device: No A r
Done & Internet | Protected Mode: Off fg ~ ®100% ~

5. Create an Endpoint named "CPS001" using this profile in the Global
Translation and Routing.

i [timuc?] - Add Endpoint

General SIp Attributes Aliases Routes

Endpoint
I:D/ Define the connection data of an endpoint, e.g. you may use this to add a gateway to a swil
Hame: CP3001

Concierge Provider Service
Remark:

Registered: [ ]

Profile: EPP_CPS

6. On tab SIP choose "SIP Trunking", type: "Dynamic", transport
protocol: "UDP" and best effort SRTP support: "Disabled".
Up from OSV V8: disable the ICE Support and set the Outgoing Call
Supervision Timer to 32000ms.
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General SIP Attributes Aliazes Routes Accounting

Endpoint Type

SIP Private Networking:

SIP Trunking: @

SIP-Q Signaling:

m

SIP Signaling

For the =static Endpoints the address of the SIP signaling interface can be specified in IP
or FQDN format.

@ Note that the address of the signaling interface cannot be modified unless the entry in
the security section
has first been removed.

Type: Dynamic -
Signaling Address Type: IP Address or FQDN

Endpoint Address:

Port:

Transport protocol: uoP -
Best Effort SRTP support: Dizabled -
ANAT Support: Enabled

-

Save Cancel
€D Internet | Protected Mode: Off ‘g v ®100% ~

7. On tab Attributes check "Supports SIP UPDATE Method for Display
Updates", "UPDATE for Confirmed Dialogs Supported", "Accept Billing
Number”,, "Allow Sending of Insecure Referred-By Header", "Send
International Numbers in Global Number Format (GNF)","Rerouting
Forwarded Calls", "Enhanced Subscriber Rerouting" and "Enable
Session Timer".

To allow CPS to see a change of a connected call, the RTP parameter
“Srx/Main/UpdateDisplaysForExternalCalls” must be set to RtpTrue.

8. On tab Aliases add the alias "CPS1" and the IP address of the CPS
Server. (Add also the IP of the second CPS Server, if redundancy is
used).

i3 [timuc?] - Add Endpoint : CPS001

General SIP Attributes Aliases Routes

Aliases

Q/ “ou can associate here aliases with a SIP Endpoint.

[
Sel0 | tem=/Page: |10 =] | Al:2
- Name
~ &g crs
O @y 18241118
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NOTE:
Add the IP Addresses to the Realms within "Administration — Signaling
Management — Digest Authentication”, if your security policy requires it.

NOTE regarding Routing:
It is important to make sure that all phones (Concierge and Office) and
Gateways are able to reach all numbers defined above.

9. Create the Destination "CPSQueues" for Pilot numbers and personal
lines:

10.Add a route to endpoint "CPS001" using Modification Type “Number
Manipulation” and Nature of Address “International”

=54 [timuc2] - Edit Destination: CP5Queues
@ Destinatiens are used for routing a call to an endpoint.

General Routes Route Lists Destination Codes Origin Destina.
Routes

t_j Muttiple routes can be used for prioritizing the routes to the gateways.

Add... Edi [
Sel0] e‘i-:a_:elw 'Iw‘ 1
- 1v] Endpoint Route Type Delete Insert Nature of Address
[t —‘m 10 CPs001 SIP-Endpoint 0 International

11.0n tab Route Lists check "Fallback to Local Numbering Plan”

= [timuc2] - Edit Destination: CPSQueues
t} Destinations are used for routing a call to an endpoint.
General Routes Route Lists Destination Codes Origin Destinations
Route Lisis

@ This list provides an overview of all routes with the same originating signaling type and bearer capability. Prioritization is possible.

|1u =] 1A
Originating Signaling Originating Bearer Prioritized Fallback to Local Prefix Area Preface Cou
Type Capability Numbering Plan Code Code
By sP Unassigned - ~ - -

12.Create the Destination "CPSintResc"

13.Add the route to endpoint "CPS001" using Modification Type “Number
Manipulation” and Nature of Address “International”
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4.4.51
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=% [timuc2] - Edit Destination: CP SIntResc
l; Destinations are used for routing a call to an endpoeint.
General m Route Lists Destination Codes Origin Destin:
Routes.

t_j Multiple routes can be used for prioritizing the routes to the gateways.

Add.. |[ Edit.

5 'age m. Al
| 0 Endpoint Route Type Delete Insert Nature of Address
-

_AE! 15 CPS001 SIP-Endpoint a Internatienal

14.0n tab Route Lists DO NOT check "Fallback to Local Numbering Plan"

%4 [timuc?] - Edit Destination: CPSIntResc08 ?
@) Destinations are used for routing a call to an endpoint,
General Routes Route Lists Destination Codes Origin Destinations
Route Lists
@) This list provides an overview of all routes with the same originating signaling type and bearer capabilty. Prioritization is possible.
'''' e 10 v A1
Originating Signaling Originating Bearer Prioritized Fallback to Local Prefix Area Preface Country
Type Capability Numbering Plan Code Code
]’:.'3 Unassigned Unassigned
Done € Internet | Protected Mode: Off fy v ®|100% ~

Codes in BGs numbering plan
In the BG’s numbering plan destination codes and prefix access codes
have to be defined for the queues’ pilot numbers as well as for the personal
line numbers.
Pilot numbers and personal line numbers must fall back to the hunt group in
case of CPS failure. Therefore these will route to the code processing in
the global numbering plan configured above.

Business Group

1. Create a destination code for the queues’ pilot numbers (e.g.
49505058032xx) with Destination Type "Code Processing" and Code
Processing Name "CP_Fallback", NoA=International.

= [timuc?] - [ProCenterd] - [NP_ProCenter8] - Edit Destination Code: 2
* 49505058032 L

General

Identification
This destination code will be used for a call if the dialed or modified (in PAC) digits and the Nature

9 of Address are matching.
Destination Code: 49505058032 D
Remark:
Nature Of Address: International =
@ Internet | Protected Mode: Off fa v H100% -
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Destination

@ Specify additional parameters to determine how the call will be routed.

Country Code:

m

Area Code:

Destination Type: Code Processing -

Code Processing Name: CP_Fallback Clear

DN Office Code: [ ] [crear

save " Cancel

& Internet | Protected Mode: Off g v ®100% ~

2. Create a prefix access code for the queues (e.g. +49505058032 or
shorter, depending on your numbering plan) with digit position “1”,
prefix type "Off-net Access", nature of address "international" and
destination type "E.164 Destination".

Identification

If the dialed digits match this code, the specified modification o these dialed

i digits is executed.

Preflx Access Code: +49505058032
Remark:

Minlmum Length: 14

Maximum Length: 16

Digit Position: 1

Digits to insert:
Settings

@) Specify additional parameters to determine how the call will be routed.

Prefix Type: Off-net Access hd
MNature of Address: International «
Destination Type: E.164 Destination hd
Destination Name: D
& Internet | Protected Mode: Off fa v ®100% ~

3. Create a prefix access code for the internal CPS resources (e.g.
+49505058033 or shorter, depending on your numbering plan) with digit
position “1”, prefix type "Off-net Access", nature of address
"international" and destination type "E.164 Destination".
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|dentification

If the dialed digits match this code, the specified modification to these dialed
digits is executed.

o

Preflx Access Code:

Remark:

Minimum Length:

Maximum Length:

Digit Position: 1

Digits to insert:
Settings

@) specify additional parameters to determine how the call will be routed.

Prefix Type: Off-net Access -
Nature of Address: International +
Destination Type: E.164 Destination hd
Destination Name: u
& Internet | Protected Mode: Off fa v H100% ~

4.45.2 Codes in global numbering plan

Prefix Access codes and E164 codes are configured in the global numbering
plan for both, the internal resources as well as for the pilot numbers:

50

Global Translation and Routing

1. Create a prefix access code for the queues

(e.g. 49505058032 or shorter, depending on your numbering plan) with
prefix type "No Prefix", nature of address "international" and destination

type "none".

A31003S2250M1021076A9
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g | !

“f [timuc2] - Add Prefix Access Code

ldentification
o If the dialed digits match this code, the specified modification to these dialed
= digits iz executed.

Prefix Access Code: 45505058032

PAC for Qlueues RS

Remark:

Minimum Length: 13
Maximum Length: 13
Digit Position: 0

Digits to insert:
Settings

|:I, Specify additional parameters to determing how the call will be routed.

Prefix Type: No Prefix -
Nature of Address: -
Destination Type: None -
Destination Name: l:]
& Intemet | Protected Mode: Off fg v W100% -

2. Create a prefix access code for the internal CPS resources (e.g.

49505058033 or shorter, depending on your numbering plan) with prefix
type "No Prefix", nature of address "international" and destination type

"none".
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“f3 [timuc?] - Add Prefix Access Code ”
Identification

) If the dialed digits match thiz code, the specified medification to these dialed digits.
Ly

is executed.
Prefix Access Code: 45505058033
Remark:
Minimum Length: 13
Maximum Length: 13
Digit Position: o
Digits to insert:
Settings

Q/ Specify additional parameters to determing how the call wil be routed.

Prefix Type: Mo Prefix -
Nature of Address: International g
Destination Type: None -
Destination Name: D
€ Internet | Protected Mode: Off g v ®100% -

3. Create an E164 Code for the queues (e.g. 49505058032) with nature of

address "international", destination type "Destination" and destination
name "CPSQueues".

«% [timuc2] - Add E.164 Code 2

General

ldentification

o This destination code will be used for a call if the dialed or modified (in PAC) digits and the
L

Mature of Address are matching.
Destination Code: 48505058032
Remark:
Nature Of Address: International -
Destination

g Specify additional parameters to determine how the call wil be routed

Country Code:

Area Code:
Destination Type: I Destination d
Destination Name: CPsQueues

Clear
DN Office Code: | [ clear

Kl
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4. Create an E164 Code for the internal CPS resources (e.g.
49505058033) with nature of address "international"”, destination type
"Destination" and destination name "CPSintResc".

“% [timuc?] - Add E.164 Code ?

General

Identification -

This destination code wil be used for a call if the dialed or modified (in PAC) digits and the Nature of
Address are matching

o

Destination Code: 49505058033 -
Remark:

Mature Of Address: International -

m

Destination
Q, Specify additional parameters to determine how the call will be routed.
Country Code:
Area Code:
Destination Type: I Destination d
Destination Name: CPSintResc Clear
DN Office Code: = Clear
=

Edit the Feature Profile of your public network endpoint (default:
“EPP_FPRVC_Site1”) and enable the service “Call Forward Invalid
Destination”. Enter a pilot number which is named “invalid destination” in
the DDI Lookup (datacenter).

4.4.5.3 Enable routing of calls from CPS in global numbering plan

NOTE:
It is important to make sure that CPS is able to reach all phones (Concierge
and Office) and it is able to make external calls (via Gateways).

Therefore in the global numbering plan it is necessary to create one or
multiple destinations to external Gateways.
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4.4.6 DDI Lookup entry example for OSV without OSCC

54

This example gives an overview of configuration of service numbers (pilot
numbers) in OSV without OpenScape Contact Center:

Pilot numbers route the incoming calls to the SIP trunk of CPS. The CPS is
then fully responsible for handling / distributing the call.

f osv OSC Server
-

Concierge
L
Customer to CPS Sarvice

OS Concierge (DataCenter — ODILookup)

DOI list Save. ancel
i ~ I {
1= DEFAULT Bl
4350508503301 Tenant = T =
4350505603302
4950505503303 I Pilot number: [+4e50505803301 I ste: [ o ]
+4950505803304
- ify
950505603305 Calfor men Company unify acadeny
Additional Numbers Times (ms)
Start hunk group: - | Max. time in incoming queve: 120000 - 5 -
Music-on-hold hunt: group: H RNA timeout time: 30000 » T -
RCG: ] Ring time: 5000 - %+

The picture displays the pilot number routings for Concierge in OSV without
OpenScape Contact Center. The pilot number is one number out of the
range of numbers that route to the CPS running on the OSC Server /
Concierge Server and fall back to the fall back hunt group if CPS is down.

In case of a Concierge Server failure the fallback hunting group in OSV is
responsible for call handling. This fall back configuration is used for service
number calls and also for agent's Personal Line calls

This configuration is used for all kinds of service calls handled by Concierge;
e.g. Main and Internal lines. Additional service numbers can be created.

NOTE:
For detailed information on Data Center configuration, see appropriate
OSC Concierge, Administrator documentation
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4.5 Routing configuration in OSV with OSCC

The configuration is nearly the same as “without OSCC integration”, the
difference is that instead of a pool of pilot numbers and personal line
numbers here only the personal line numbers are used.

4.5.1 Definition of numbers and number ranges

With OSCC the CPS connection uses two number ranges:

One for the personal line numbers of the attendants and one for internal
CPS resources like Request pool and Callback Pool.

Furthermore if CPS fails, a fallback Hunt Group has to be defined in the
OSV, where all attendant users are members. The fallback solution is used
in case of CPS failure for the personal lines.

These calls coming in via the personal line numbers are routed to that
fallback hunt group. The internal resources like callback numbers and
request numbers will not be used in case CPS fails. Therefore no fallback for
these is required.

NOTE:
In the scenario with OSCC all queues are handled by OSCC except the
personal lines. They are queuing in CPS.

Define number ranges:

Parameter Description Value

CPS Resources for the example in the following sections ‘
Personal Lines Start Numbers that route to CPS used for Personal +4950505803200
Personal Lines End Line Numbers of attendants +4950505803299
Loop Number Used in Multi-CPS environment +4950505803300
Request Numbers Start Numbers that route to CPS used for internal +4950505803301
Request Numbers End tasks, like e.g. Park, Append +4950505803349
Callback Numbers End service (Park Slot Numbers) +4950505803399

Hunt Group for Calls to Pilot and Personal Line
Fallback Hunt Group Numbers, if CPS fails +4950505805520
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NOTE:

The CPS Loop number is used in a Multi-CPS environment like e.g. when
deploying a redundant Concierge Server System. In that case the CPS on
the Standby server machine is frequently calling this number and expects a
corresponding loop back message from the switch.

This message is only send if the CPS on the Main Server is active and
running. If the call is not answered by a loop back message, the CPS on
the Standby Server assumes that the CPS on the Main Server is not
running and starts getting active by itself.

Please assure that the Loop number routes to the CPS endpoint in OSV.

4.5.2 Two fallback scenarios to be considered

4.5.3 Settings in OSV

OSCC is down: the normal fallback mechanism for OSCC is used, the hunt
groups switch from manual to UCD.

Only the OSCC queues are affected — the personal lines are not.

CPS is down: the OSCC queues are not affected; the calls are still routed
by OSCC.

Calls to personal lines cannot reach the CPS (CPS is not registered
anymore) so these calls use the fallback mechanism to the fallback hunt
group.

Please refer to the sections 4.4.3 Fallback Hunt Group, 4.4.4 Routing
Configuration for SIP endpoint CPS in a single BG environment, 4.4.5
Routing Configuration for SIP endpoint CPS in a multiple BG environment.

All these settings are necessary additionally to the configuration described in
the OSCC documentation.

NOTE:

The example configuration describes a configuration in the environment of
the lab. In customer’s environment other parameters are required, like e.g.
different IP addresses, number ranges, prefix access codes, etc.

Only trained staff should configure the OpenScape Voice and adopt
the configuration to the customer’s environment.

4.5.4 DDI Lookup entry example for OSV with OSCC

56

This example gives an overview of configuration of service numbers (pilot
numbers) in OSV with OpenScape Contact Center:

When integrating with OpenScape Contact Center, a new Service number
(DDl or Pilot Number) has to be configured in OpenScape Voice. For a
correct handling through OSCC, it has to be configured in OSCC’s
Telephony Center together with the corresponding Hunt Groups (Initial HG
and MoH HG) and finally set in the DD/ Lookup list of Data Center.
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The figures illustrate the settings in OSV with its corresponding settings in
OSCC that are reflected in the DDI Lookup table fields for Concierge.

The first figure shows the configuration of a service number in OSV,
OpenScape Contact Center’s Telephony Center and Concierge DataCenter.

osv 0OSsScC

START
Hunt Group

MOH
Hunt Group

f 3l I v
Ldmll-iﬂ-l PILOT No. PILOT No. FILOT No.

START
Hunt Group

PILOT No.

MOH
Hunt Group

Queue

Target

OpenScape Concierge (DataCenter — DDILookup)

| change

Tenant: |DEFALLT - default vahues as of initiskzation (OpenScaps Yoice With 05CC)

| Piot rumber: 4950505704411 | 4411

+4950505704413

AL Callfor: an ]
+4950505704415. '

Additional Numbers

| stert bt groue: [+4950505705511
| Husic-on-hoid hunk group: 4495050708611 |
RCG: Ring time:

v
L
(o=

To enable OSCC to monitor the incoming call, three values are required:

1. the Pilot number that forwards the call

2. the Start hunt group (/nitial HG) and

3. the Music-on-hold hunt group (MoH HG)

All of them have to be configured in the DDI Lookup in Concierge Data

Center and the Pilot number is configured as Queue Targetin OSCC
Telephony Center.

Principally there is only one type of service number configuration for
Concierge. It depends on customer’s requirements, which types of service
numbers are required, e.g. "Internal Intercept” or "Reception”.

NOTE:
For detailed information on Data Center configuration, see appropriate
OSC Concierge, Administrator documentation

4.5.5 Concierge user devices

A3100352250M1021076A9

All Concierge user devices must be member in the Fallback hunt group!

This HG is only used for the personal lines of each Concierge working
places — it has nothing to do with the OpenScape Contact Center fallback
mechanisms for the normal service numbers / queues.

The personal lines are queuing in CPS.
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4.6 Configuration Microsoft DNS for geo-separated OSV deployment
4.6.1 DNS-SRV Configuration for CSTA

Start the DNS Management console via Start -> Administrative Tool ->
DNS and create a new Forward Lookup Zone e.g. OSVCluster.com.

_;_ DNS Manager !E I

File  Action Wiew Help

e |2 REe=HEld 86

% DS THame | Type | Drata |
= OSCCEW3ROLAST = (same as parent Folder) Start of Autharity (SOA) [1], osccew3rOlast., hastma. ..
Global Logs =|(same as parent Falder) Mame Server (NS) oscoev3rilast,

= | Forward Lockup Zones
= | OSWCluster.com

~| Reverse Lookup Zones
" Conditional Forwarders

§—|(same as parent folder) Hosk {4 192, 168.0.100

Make a new Host entry for the DNS IP-Address and two new Host entries for
the CSTA of both OSV Nodes with right click on Zone OSVCluster.com then
select New Host (A).

New Host B3 New Host E
Mame (uses parent domain narne iF blank): Hame (uses parent domain name iF blank):
I O5YNode1CSTA I CsWNode2CSTA
Fully qualified domain narme (FODM): Fully qualified domain narne (FQDN):
| 0SYNodelCSTA. OSYCluster.com. | 03YNode2CSTA, OSWCluster . com,
IP address: IP address:
|192.1sa.1.1u1| |192.168.2.102|
[V Create associated pointer (PTR) recard [V Create associated painter (PTR) recard

Add Host I Cancel Done |
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." DS Manasger
Fils  Adtion  View Help

4w | F (T a2 z|Hel 3 0
T Hame | Tipe [ I
= § OSCCEVIRILAST | {50 ek pawart fokder) Start of Authority [S04) [1] cscoevirilamt,, homtms. .,
# | LY Sebal Logs | |{same a5 parent Folder) Maime Server (N5) catoey it
Forme—d Lok Sones [ 1{samn 4 parecit Foker) Hent (4} 192, 164.0,100
OFChuster.com [ losmiedercsta Host (8) 192, 168.1.101
# [ Reverss Lockup Zones [l covodesesta Hest (4] 152.168.2.102

+ Conditional Formarders

Create a new DNS Domain Name entry for the Zone with right click on Zone
OSVCluster.com then select New Domain. The Name must be _tcp!

Tvpe the new DMNS domain narme:
I _I:cp|

Ok, I Cancel |

Create two new SRV Resource Records for both OSV Nodes with right click
on Zone OSVCluster.com then select Other New Records. Select Service
Location (SRV) in the List box of the Resource Record Type Window.

NOTE:
It's important to use different priorities for the OSV Nodes.
Service Location (SRY) | Service Location (SRY) I
Dornain: [ ep.o5vcluster.com Domain: | _tep.05vCluster.com
Service: I HiPathB000CSTASM j Service: I HiPathB000CSTASM j
Protocal: I _tep ﬂ Protocol: I _tep d

Priority: I 1 Priority: Z
Weight: I a ‘Weight: o
Port number: I 1040 Part number: 1040

Hast offering this service: Host offering this service:
05WNode 1CSTA.O5YCluster .com| QSWNode2CSTA, OSVCluster, com|

QK I Cancel Help oK I Cancel Help
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& DNS Manager =] E3
File  Action View Help
Ll A it SEREREN ? Nl =N SN
2 DNS Narne Type | Data | Timestamp
E 5 OSCCEWIROLAST é—lHiPathSDDDCSTRSM Service Location (SRY) [10]1040] O5¥Mode1C5T..
Global Logs £ HiPatha00CSTASM Service Location (SRY) [2][0][1040] O5¥ModeZCST ...
= ] Forward Lookup Zones
=1 2] os¥Cluster.com
’ p
| Reverse Lookup Zones
_| Conditional Forwarders
4 | |

4.6.2 DNS-SRV Configuration for SIP

Make two new Host entries for the SIP interfaces of both OSV Nodes with
right click on Zone OSVCluster.com then select New Host (A).

60

Mame {uses parent domain name i blank):

| OSnde] ST

Fully qualfied domain name (FQDM):

I 05WMade] STP, 0S¥ Clusker .com,

IF address:

| 192,168 1.201]

¥ Create associated pointer (FTR) record

1

Add Host Cancel

2

Mame {uses parent domain name iF blank);
| 0SVNodezSIP

Fully qualified domain name (FQDM):
I 05YNode25IP.OSYClusker, com,

IP address:
| 192.166.2.202]

I Create associated pointer (FTR) record

Add Host Caneel |

File  Action Wiew Help

NG Manager _ O] x

L A sl EREE R =

= ] Forward Lookup Zones
Bl 2] Os¥Cluster.com
o kep

| Reverse Lookup Zones
| Conditional Forwarders

(same as parent Folder)
(same as parent Folder)

Q5YNode1SIF
QSYNode2SIF

,'52 DS Name | Type | Data
El § OSCCEVIROLAST = tep
Global Logs (same as parent Falder) Start of Authority (SOA) [1], esccev3rlast,, hostma. .,

Mame Server [NS)
Host (4)

Host (4)
Host (A)
Host (4)
Host (4)

oscceyirlast,
192.165.0.100
192.168.1.101
192,168.2,102
192.166.1.201
192.166.2,202
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Create a new DNS Domain Name entry for the Zone with right click on Zone
OSVCluster.com then select New Domain. The Name must be _udp!

MNew DNS Domain

Type the new DMNS domain name:
I _udp]

[o]8 I Cancel
Create two new SRV Resource Records for both OSV Nodes with right click
on Zone OSVCluster.com then select Other New Records. Select Service

Location (SRV) in the List box of the Resource Record Type Window. The
Service must be named "_sip"

NOTE:
It's important to use different priorities for the OSV Nodes.

MNew Resource Record E

Service Location (SR I

New Resource Record E

Service Location (SRY) I

Domain: I _udp.05YCluster,com Domain: I _udp. OSYCluster.com

Service: I _sip j Service! I _sip j
Pratacal: | _udp j Protocol: | _udp j
Priarity: lli Priority: I 2

‘Weight! IU— Wieight: I a

Part number: ISUEU— Port number: |50607

Host offering this service:

5¥Nade15TP. OSYCluster .com|

Host offering this service:

O5¥Node2SIP,OSWCluster, com|

oK I Cancel Help oK I Caneel Help

& DNS Manager

=] B3

File  Action View Help
L A el ENENEAN 7 o A IR E e
5 DMS Narne: [ Type | pata

El 5 OSCCEV3ROLAST o sip Service Location (SRY) [1][0][5060] O5¥Node SIP, OSYCluster.com

Global Logs = sip Service Location (SRY) [2][0][5060] 05vRade2SIP. OSWCluster.com
=1 ] Forward Lookup Zones
G 2] oswCluster.com

| _tep
| _udp
~| Reverse Lookup Zones
~| Conditional Forwarders

| Timestamp
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4.6.3 Checking the DNS-SRV configuration on Integration Server

1. Open a Command Prompt window via Start > Run and cmd. Please
enter nslookup and press ENTER.

o Eingabeaufforderunyg - nelookup

For each Q5% Mode type in the full
gualified Host MName and press

Standar
Addr :

If the DMS Host (A) entry is correct
the 1P Address of the MNode is

displayed

Type set g=srv and press Enter to
set the Query type, type in the ful
gualiied OMS SEY Name and
press Enter.

ERV gepvice location:

If the DMS-5REY Corfiguration is
comrect all Nodes for this Service
are displayed.

2. Do the check for Service "HiPath8000CSTASM" (example above) and

sip".
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5 Switch configuration OpenScape 4000

IMPORTANT:
The configuration examples in this section describe a configuration in the
environment of the lab. In customer’s environment other parameters are

required, like e.g. IP addresses, number ranges, prefix access codes, etc.

Only trained staff should configure the OpenScape 4000 and adopt
the configuration to the customer’s environment.

In this section the OpenScape 4000 settings required for integrating
OpenScape Concierge are described for scenarios without and with
OpenScape Contact Center.

The settings in OpenScape 4000 and OSCC are described from the
perspective of OpenScape Concierge.

The OSC server is installed in parallel to the existing infrastructure and has

its own CSTA application link to the OS 4000; the CSTA link that is
established by the PABX Link Node.

5.1 General information

A3100352250M1021076A9

0OSC Main

CPS

(SIP Trunking) —
PABX Link
Node
PABXLink
Connector
OpenScape —'_
Contact Center Contact Center Node
CPS Worker |
OSC Server

As visible the Concierge System has two connections to the OpenScape
4000: the CSTA link that is established by the PABX Link Node and the

CPS that is connected as a SIP Endpoint in OpenScape 4000 and requires a

SIP trunking configuration.

To connect the Concierge PABX Link Node to an OpenScape 4000 system

with VNR activated, it must receive CSTA events and send CSTA
commands in E.164 format. This requires configuring a CSTA port to
operate using the E.164 format. To achieve this, an E.164 port should be
created in the OpenScape 4000 system as demonstrated below:
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(¢ © Notsecure  hitps//80.253.228.103/CSTA/dashboard jsp

Unify OpenScape 4000
CSTA Administration

Connectivity Adapters
Connectivity Adapter Status Application @ Port Action
Tracing @ - - —
P Applications - Default ConnectedAndActive /7@ ® ¢ .
Profile - Default —
P Settings o . /70
/@
a f '-.i.".-i’@
E16d ConnectedAndActive —
/70 =
Profile : ASC OND (@] ® %
(® Add new application
NOTE:

For more information about VNR definitions and configurations refer to
“OpenScape 4000 V10, Volume 3 Feature Usage Examples, Service
Documentation”.

5.1.1 OpenScape 4000 CSTA link connection

The CSTA link connection requires a CSTA application using a CSTA
Adaptor in OpenScape 4000; perform the following steps in the OpenScape
4000 Assistant:

1. Check if an existing OSC Adaptor allows creating an additional CSTA
application.

2. Add a new Connectivity Adaptor, if no existing Adaptor can be used;
Select the new Connectivity Adaptor and modify PBX Link Number and
Subapplication Number for the new connection.

3. Create a new CSTA application corresponding to the parameters set for
the PABX Link Node in System Management.

4. Restart the Connectivity Adaptor.
5. Check the Status of the new CSTA Adaptor.

For OpenScape 4000 with VNR activated In the CSTA E.164 port needs to
be configured via the Concierge System management interface, as
illustrated below:
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® System Management - OpenScape Concierge

File Action Toolz Info

Basics

Customer Information
Configuration Database
Basic Services

Security

Resources

Servers
Sites

Contact Center Connections

Applications

Conderge

L manager - logg

PABX Connections

Site ID PABX Host M... PAEX Protocol Version Routing Entry
< LEO_SITE  80.253.225.... OpenScaped000 55414052

Routing | " Syndwonization

, Add
Connection Data
PABX Model
OpenScape4000 * [ Use VIR
b 80.253.228.104

oz PABX Port List | 1044

Node Listener Port ?ﬂ-'ll} . l .\.

@

Installation data updated by serv

NOTE:
Ensure that the 'Use VNR' flag is also enabled.

To enable the attendants to logon with the Extension number in a E.164
format in the Concierge Client application, the flag named “Use VNR” must
be checked as displayed in the future 2.

Also, in the Concierge client “concierge.ini” file, the same flag must be
created as below:
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> ThisPC »

sk (C)

Local Disk (C:) > Program Files (x86) > OpenScape Concierge > bin > Concierge v O

Date modified Type

Concierge Management
@ cuLA_dehtml
€ EuLa_enhtmi
ﬂ 0SCButtonConfiguration.exe
K3 0sconcierge.exe ]| OSConcierge.ini - Notepad
tz| OSConcierge.ini

File Edit Format View Help

22| OSConcierge_Lang.de.ini |; ;Open Scape Concierge

3| OSConcierge_Lang.en.ini

+| OSConcierge_Lang.es.ini [ServerConfig]

&3] OSConcierge_Lang.fr.ini PrimaryHost=cursll47ab
PrimaryPort=20001

i3] OSConcierge_Lang.it.ini
SecondaryHost=

0SConcierge_Lang.pt-br.ini SecondaryPort=20001
OSConcierge_Templates.de.txt

0SConcierge_Templates.en.txt [Local]
OSConcierge_Templates.es.txt UseVNR=True

OSConcierge_Templates.fr.txt ;0=IpV4; 1=IpV6; 2=default=Both
0SConcierge_Templates.it.txt ;IPVersion = 2

0OSConcierge_Templates.pt-br.txt
@ TPSLhtml

VersionHistory.txt

Ln1,

NOTE:

For more information about how to configure the flag called “UseVNR” in
the concierge client refer to “OpenScape Concierge V5.0, Client,
Installation” guide item 8.2 Using a OpenScape 4000 Switch VNR (Virtual
Numbering).

5.1.2 Configuration for restricted numbers

66

NOTE:
If the presentation of users is restricted please proceed as follows

Run the AMO SBCSU to configure the presentation indicator. The
presentation indicator is normally configured as unrestricted (SSTNO=NO).
However, if the Calling Line Identification Restriction (CLIR) setting on the
user’s extension is configured as “presentation restricted", you must
configure the presentation indicator as restricted (SSTNO=YES).

In this case, you must add a parameter to each instance of the
CA4000.cfg file where PABXLinkConnector is connected to.

NOTE:
This also needs to be done if the ZAND/ACD parameter
SUPAGTNU(UNAGTNU) is set to yes.

Set the restricted value to ignore.
* PRESENTATION_RESTRICTED=ignore
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5.1.3 OpenScape 4000 connection without OSCC

The incoming calls to the pilot numbers all route to the Concierge Provider
Service (CPS) that is connected via SIP trunking.

The calls are queuing in CPS and stay there until further actions are
required; the calls for the personal line of an attendant also queue in CPS.
CPS assigns the call to the attendant or the attendant picks the call.

In case the CPS breaks down calls are handled by fallback routing in
OpenScape 4000 that is initiated through LCR, means if the CPS cannot be
reached the call can route to a hunt group for example.

5.1.4 OpenScape 4000 connection with OSCC integration

With OpenScape Contact Center (OSCC) the incoming calls for the
attendants are routed by OSCC — also the backup routing case is handled
by OSCC strategies.

Incoming calls to the personal lines of the attendants are handled as
described in the scenario without OSCC. These calls are queuing in CPS
and CPS assigns the call to the attendant or the attendant picks the call from
the personal queue.

In the following sections the configuration of devices is described as well as
the configuration of the SIP trunk and the fallback LCR-Routing mentioned
above.

5.2 Concierge Provider Service (CPS)

5.2.1 Features and functionalities
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CPS

CPS is the central instance for controlling the calls that are handled by the
Concierge user.

Processing Queue

Calls that are parked or on hold, calls that need to be transferred or require
the paging functionality to be connected with the target person, all these
calls are transmitted to the CPS and wait there for further handling. That is
why this position is called the processing queue.

As the CPS is an internal resource of the OSC Server, Concierge is fully
controlling what happens with a call and displays this information on the
upper right pane to the Concierge user.

In case of a standalone installation, where no OpenScape Contact Center is
in use, the CPS also queues the calls that come in via the pilot numbers and
allows a simple call push (ACD) to the attendants which are assigned to the
pilot number.

Transferring calls is controlled by CPS in a way that calls that are meant to
be transferred to a target extension are “parked” on CPS on one channel
where another channel of CPS tries to reach the target device.

The connection between both only happens if the target person answers the
call. Otherwise the call stays connected to CPS. The call can be controlled
and handled by Concierge user (even if the Concierge user is in a call with
another customer).

During the transfer process the call is visible in Concierge.
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CPS acts as a media server for Concierge calls. Data Center allows to
specifying different types of music / wave files that can be assigned in
multiple handling scenarios, for example a personal greeting wave file can
be assigned for every Concierge user that is played to the caller as well as
to the attendant right before the call is connected.

The functionality described requires the CPS to be connected via SIP
trunking to the communication platform. All numbers using this trunk have to
be in E164 format.

5.2.2 CPS Integration / Backup Routing

For a proper handling in case CPS fails or the SIP trunk connection is down
a fallback routing is required. The calls which cannot reach CPS will fall back
to hunt group routing in OpenScape 4000, all Concierge users must be
members in that hunt group.

Overview: Routing and fallback of pilot numbers and personal calls

Incoming calls are routed to the SIP trunk for CPS. In case CPS is down, the
call is re-routed to a hunt group by the LCR Routing.

Incoming Call to CPS Queue

I
1 49 5050580 9000

Least Cost Routing:

9000 arrives in WABE
WABE: 8 as TIE

| DAT: LROUTE181, STEP1 -
LODR. -= 495050580, 9, 000

imber: 48 50560580 7582

: 8-000 -= LROUTE: 181
LROUTE181 -> BUEND: 181

3

CPSEP
registered ?
(Failure)

b

Overflow
Configured?

Y

s Further Call Handling within CP$S

i i
Only Queues

_—

Least Cost Routing:

_DAT: LROUTE181, STEP2 = ODR 81
LODR -> Ziffsend 5520 MLHG Fallback

> ODR 181

End of Call Processing
(Internal Resources)

In case of a failure the calls will not be handled by CPS, the OpenScape
4000 will route the calls by an overflow configuration in the AMO LDAT of
the direction to the CPS. Here the calls will be routed by an internal rerouting
over the AMO LODR to a destination that should be a MLHG

The fallback routing is only activated for incoming calls (pilot numbers and
personal line numbers). For the internal CPS resources the fallback routing
will not take place.

5.3 Concierge user device configuration

68
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NOTE:

Concierge does not support UFIP extensions. Some features (i.e. pickup)
will not work properly when using UFIP extensions as a Concierge
extension.

5.3.1 Concierge device

Example Configuration
ADD-SBCSU:STNO=<STNO>,0OPT=0OPTI,CONN=DIR,PEN=1-1-1-

0,DVCFIG=0PTIP500,TSI=1,C0S1=33,C0S2=33,LCOSV1=9,LCOSV2=1,LCOSD1=9,LCOSD
2=1,DPLN=0,ITR=0,SSTNO=N,COSX=0,SPDI=0,IDCR=N,REP=2,STD=57, SECR=N,INS=Y,AL
ARMNO=0,RCBKB=N,RCBKNA=N,DSSTNA=N,DSSTNB=Y,DIGNODIS=N,CBKBMAX=5,HEA
DSET=N,HSKEY=NORMAL,CBKNAMB=Y, TEXTSEL=GERMAN,HMUSIC=0,CALLOG=ALL,C

OMGRP=0,DNIDSP=Y;

For OpenScape 4000 with VNR activated, to add an extension to a VNR
group, its configuration will be defined by the DPLN, which must be the
same as the corresponding VNR node. Below is an example of it where
extension 100005 has the same DLPN as the VNR node — “3”

ADINIT COMPLETED
STATUS = H' 0008

AMO-APS  —111 SOFTWARE LOAD UPGRADE
DISPLAY COMPLETED; ’
HiconVariantEx=U10 R1.39.= (HicomVariant=uUu18.1-5A39) 8 ComWin 300 - Edit - KNDEF - m] *
<CHAHGE-FUHCT :REGIH=Y; File Cemmand Options Help
CHANGE-FUMNCT :REGIN=Y; T =
H588: AMD FUNCT STARTED PNPLIC
PHi —
AMO-FUHCT-111 SYSTEH SWITCHES B
CHANGE COWPLETED; PHPSE
<reg-kndef;
REC-KNDEF: BEL 2 =l |
H508: AMD KNDEF STARTED HODECD EEeer]
ADD-KHDEF :1-1-101,08H,55 , 51,4050, 4 EXT, ., .. EXT,999991,6,,1,1 H MNODECDSK ’B—
ADD-KHDEF :1-1-102,08H,55 , 51 , 4051 , 4 .EXT, ,,,,EXT,999992,6,,2,2,,,H,;
ADD-KNDEF :1-1-103 ,0MN, 55 , 41,4052 .4 EXT, ,, , ,EXT 999093 6,,3,3,, ,N,; CACP
ADD-KNDEF :1-1-104 ,0MN, 55 , 41,4853 4, EXT, , , , ,EXT, 999994 6, 4,4, , N, ; DRLN e
ADD-KHDEF :1-1-105,0MH,55 , 41,4054, 4 EXT, ,, , ,EXT 999995 ,6,,5,5,,.N,;
ADD-KNDEF :1-1-199 08, ,, , , EXT,\ s EXT,999999,6,,0,0,,,H,; ADPLN 3
CHANGE-KHDEF :1-1-199, 000000 0a0ns¥aussnnsi ISDNPD r
AMO-KHDEF-111 UIRTUAL HODES PHPFD
REGEHERATE COMWPLETED; MODETRE m
<{reqg-shosu 9999931000005
M3h: UALUE HOT WITHIN ADMISSIBLE RANGE HODEINFO =
STHD =
H16: COMMAND PROCESSING ABORTED IADD-KNDEFNND=1-1-
<reg-shesu:9999931 80005 ; 103.TYPE =0WN ISDNCC=5515DMAC=41 ISONLC=4052 SONSK=4 1SDNU
REG Eggcgug; :9 993100005 ; L=EXT PNPUL=EXT NODECD=999333 NODECD SK=6 DFLN=3 ADPLN=3.
H500: AMO SRCSU STARTED RUCELHES
ADD-SBCSU:999993108005 ,0PT1,1P2,1-17-1-28 ,0PTIIP,1,1,1,1,1,1,1,3,8,N,8,8,,,H,0,5
6.H, ., ¥, 0,H,H,N, 9N, .,,..5,,, N,NORHAL ¥, ENGLISH, B, , 0, ..V, ... ,.6711P, .., ., .} TATRE AR
AMO-SBCSU-111 STATION AND SO-BUS CONFIGURATION OF SWITCHING UNIT
REGENERATE COMPLETED;
<

5.3.2 Concierge phone settings in 0S4000 for CPS fallback

Concierge extensions are members of the Fallback Hunt Group
(in the example below the Number 5520 is used for that Hunt Group)
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5.4 Routing configuration in OpenScape 4000 without OSCC

5.4.1 CPS number ranges

As described above the CPS is Concierge’s central service for handling
calls. Without OSCC the calls to the pilot numbers are directly routed to CPS
and queue there for being distributed.

The connection to CPS needs two types of number ranges:
o one for pilot numbers and personal line numbers of attendants (Queues)

e one for CPS internal resources like Request pool and Callback Pool

Furthermore if CPS fails, a Fallback Hunt Group has to be defined in the
OpenScape 4000, where all attendant users are members.

In the following description a basic fallback configuration is displayed where
all types of incoming calls route to the same hunt group in case of failure.

The fallback solution is used in case of CPS failure for the personal lines and
service number (queues). These calls coming in via pilot numbers and
personal line numbers are routed to the fallback hunt group.

The internal resources like callback numbers and request numbers are not in
use when CPS fails. Therefore no fallback solution for those is required.

Definition of number ranges for example configuration used in this
book:

Parameter

Description Value

CPS Resources for the example in the following sections ‘

Pilot Numbers Start Numbers that route to CPS used for Pilot +495050580-9000
Pilot Numbers End Numbers (DDI Lookup table) +495050580-9009
Personal Lines Start Numbers that route to CPS used for Personal +495050580-9200
Personal Lines End Line Numbers of Attendants +495050580-9209
Loop Number Used in Multi-CPS environment +495050580-9300
Request Numbers Start Numbers that route to CPS used for internal +495050580-9301
Request Numbers End tasks, like e.g. Park, Append, etc. +495050580-9349
Callback Numbers End service (Park Slot Numbers) +495050580-9399
Hunt Group for Calls to Pilot and Personal Line
Fallback Hunt Group Numbers, if CPS fails +495050580-5520
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NOTE:

The CPS Loop number is used in a Multi-CPS environment like e.g. when
deploying a redundant Concierge Server System. In that case the CPS on
the Standby server machine is frequently calling this number and expects a
corresponding loop back message from the switch.

This message is only send if the CPS on the Main Server is active and
running. If the call is not answered by a loop back message, the CPS on
the Standby Server assumes that the CPS on the Main Server is not
running and starts getting active by itself.

Please assure that the Loop number routes to the CPS endpoint in OSV.

5.41.1 Formula for estimating the number range of internal CPS resources
Use this formula to calculate the range of the internal resources:

Range of request numbers: 8 plus number of agents

NOTE:

During the transfer from the client to the processing queue a request no. is
used. When the call reaches the CPS (arrived in the processing queue) the
request no. is usable (free) again.

The request range does not limit the count of calls in the processing queue.

Range of callback numbers: 3 plus the maximum number of calls that shall
be parked for the paging functionality

5.4.2 Fallback Hunt Group

1. Add a Number in the WABE as type “Hunt”. Configure a Hunt Group and
add all Concierge extensions.

Example Configuration
ADD-WABE:CD=5520,DAR=HUNT;
ADD-SA:TYPE=VCE,CD=5520,STNO=<STNO>,STYPE=CYC,NAME="FALLBACK":

5.4.3 Configuration of the SIP Endpoint for CPS
2. Add a STMI Board to the Switch.

Example Configuration
ADD-BFDAT:FCTBLK=3,FUNCTION=HG3550,BRDBCHL=BCHLB60&BCHL120;
CHANGE-BFDAT:CONFIG=CONT,FCTBLK=3,FUNCTION=HG3550,LINECNT=2,UNITS=3;
CHANGE-BFDAT:CONFIG=0K,FCTBLK=3 ANSW=YES;

ADD-BCSU:MTYPE=IPGW,LTG=1,LTU=1,SLOT=5,PARTNO="Q2324-
X500",FCTID=1,FCTBLK=3,BCHL3550=60;

3. Configure the IP Address (1.82.11.80) and Default Gateway
(1.82.11.254) of the Board
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Example Configuration

ADD-
CGWB:LTU=1,SLOT=5,SMODE=NORMAL,IPADR=1.82.11.80, NETMASK=255.255.255.0,DEF
RT=1.82.11.254, TRPRSIP=60;

4. Configure the registration of CPS SIP-Endpoint (1.82.11.114). Because
of the special SIP Trunk-Profile in the WBM a registration as internal and
external Gateway must be configured.

Example Configuration

CHANGE-
CGWB:MTYPE=CGW,LTU=1,SLOT=5TYPE=LEGKDATA,GWNO=281,GWDIRNO=281,REGE
XTGK=NO;

ADD-
GKREG:GWNO=181,GWATTR=EXTGW&REGGW&HG3550V2&SIP,GWIPADDR=1.82.11.114
,GWDIRNO=9,DIPLNUM=0,DPLN=0,LAUTH=1,INFO="CPS SIP",SECLEVEL=TRADITIO;

ADD-
GKREG:GWNO=281,GWATTR=INTGW&HG3550V2&SIP,DIPLNUM=0,DPLN=0,LAUTH=1,INF
0="CPS SIP";

RES-BSSU:PEN,,1,5;

NOTE:

In case of the special Registration of the CPS, a Trunk Profile must be
used in the WBM and a GKREG configuration for external Gateway must
be done, target address is the primary server. The Gateway Directory
Number (GWDIRNO) in the AMO CGWB (LEGKDATA) and GKREG
(EXTGW) is free of use, but both numbers must be different.

5. Configure the trunk and B-Channels (here 30)

Example Configuration
ADD-BUEND:TGRP=181,NAME="CPS",NO=60;

ADDCOT:COTNO=181,PAR=PRI&RCLEANSEKNOR&CEBC&CBBN&CBFN&BSHT&BLOCA&L
WNC&ATRSEROPT&NLCR&TSCS&TRSC&DFNNE&NLRDENITO&BCNE&NOFT&NTON;

CHANGE-COT:COTNO=181,COTTYPE=COTADD,DEV=S2CONN,INFO="181: CPS";
ADD-COP:31,, TA, TA;

CHANGE-COP:31,COPADD,,,,S2CONN,"31: S0/2 QUER LOKN";
ADD-COSSU;,2,,,,,,,,";

CHA-COSSU:COS,2, TA&TNOTCR&TTT;

CHA-COSSU:COS,2,,TA&TNOTCR&TTT;

CHA-COSSU:COS,2,,, TA&TNOTCR&TTT;

ADD-TDCSU:OPT=NEW,PEN=<Board

Location>,COTNO=181,COPNO=31,DPLN=0,ITR=0,CO0S=2,LCOSV=9,LCOSD=9,CCT="CPS",
DESTNO=0,PROTVAR=ECMAV2,SEGMENT=8, NNO=1-1-
181,FWDX=10,CLASSMRK=EC&G711&G729A0PT,TGRP=181,DEV=HG3550/P,BCHAN=1&&
30,BCNEG=N,BCGR=1;
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5.4.4 Configuration of the WebBasedManagement (WBM)

1. Connect the Board to the LAN and open the WBM

Under Basics Settings \ Gateway

Configuration

© |1 Basic Settings

@ L system
® Gateway
© Quaity of Service
@ Timezane Settings

Configuration

Statistics.

© L Call Statistics.

vHG 3500

Gateway Properties

General
Board Name:
Physical Node Number (4K):
Gateway Location:
Contact Address:
System Country Code:
Global Gateway of Type G.711
Supported IP Version
Gateway IP Address:
Gateway Subnet Mask:
Public WAN IP Address:

Additional Features

Conference Improvement:
Support Dispatch Application
Allow SIP Register for Trunking
Enable SMP:
Use Early Media for Disconnect to SIP:
Enable SMP for SIPQ proxy:
Signaling Protocol for IP Networking
SIP Protocol Variant for IP Networking:

DisplayName Character Code Set

Apply

[foftGatesP
00200

SOFTGATE FFM KN2
——
49 (Germany)

Adaw

1PV4 only

172.28.65.141
255.255.255.0

only for Native: SIP Trunking GW

only for Native SIP Trunking and SIP Endpoints

&
[m]
M only for Native SIP Trunking with profile
%]
O only for Native SIP Trunking GW.
[m]

El
Native SIP

—

Undo

2. Set the following parameter:
e Support Dispatch Applications: No
o Allow SIP Register for Trunking: Yes

e Use Early Media for Disconnect to SIP: No

Under Voice Gateway \ SIP-Trunk Profile Parameter

Configuration

@

@

e

3. Set Use Profiles for Trunks via Native SIP:
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Configuration nance Help Logoff

Voice Gateway

@ H.323 Parameters

SIP Trunk Profile Parameter

® SIP Parameters
® Codec Parameters
SIP Protocol Variant for IP Networking
® IP Networking Mode
®SiF Trunk Profile Parameiet Use Profiles for Trunks via SIP-Q
SIP Trunk Profies Use Profiles for Trunks via Native SIP:
Hunt Group
Destination Codec Parameters
© DARS for MLPP Participate at SIP Load Balancing
Clients
@ CICA

@ ISDN Classmarks

Apply

Payload
@ Payload Parameters

@ FaxiModem Tone Handling

Yes

OpenScape Concierge V5R0, Configuration, Administrator Documentation

Enable SIP Peer Filtering:

vHG 3500
Native SIP
(]
M deactivate for test purposes only
O

[ only possible for Native SIP Trunks without
registration

Undo
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Under Voice Gateway \ SIP-Trunk-Profile

Configuration

Configuration

& L voice Gateway
© 323 Parameters
©SIP Parameters
© Codec Parameters
© 1P Networking Mode
@ SIP Trunk Profie Parameter
© U siP Trunk Profiles
® 0 A1 Austia
© ATAT FlexReach
© ATAT VoEVPN
© Aculab
® © Anatel Security
© 5T One Voice:
@ Beigacom
® @ Broadsoft
ecoLt
© CenturyLink
© Circut-Telephony-Connector Registrar
@ Cisco ucM
© ConciergeProviderservice
@ Ds-com
© 0 DS-COM_Piot
oEisa
@ Entel NGN
® o Etisalat Proxy
© Gamma
© Genesys.
@ HL komm
@ HiPath MobileConnect Outbound Proxy
© o Huawel
® 01P Austria
® o InnoMedia £58C
© KPN VoipConnect
© MegiatrixGateway Inbound Proxy
© Microsoft-Lync
© o Mobistar
© NatTrkEnterprise
@ @ NatTrkWithRegistration

vHG 3500

SIP Trunk Profile

Profile Name: ConciergeProviderService

Activate Trunk Profile: (]

Account/Authentication Required: ]

Remote Domain Name:
IP Transport Protocol: [UDP[V]
PAI for anonymous:

Released Security Level: Signaling and Payload Security
TLSused No

RTP Security Mode: [secure Payload (SDES) with fallback to insecure
Payload Encr. used: No

Use Registrar [

IP Address / Host name:

Specify Port [

Reregistration Interval (sec) [0

IP Address / Host name: [172.28.65.72

Specify Port: (]

Use Outbound Proxy: []

IP Address / Host name:

Specify Port: (]

Use Inbound Proxy: [

IP Address / Host name:

Specify Port: (]

4. Select the ConciergeProviderService profile.

5. Set the following parameter:

SIP Transport Protocol:
Under Proxy:

IP Address / Host Name:
Under Inbound Proxy:
Use Inbound Proxy:

IP Address/Host Name:

6. Activate the profile subsequently!

..

. COLT

Ialll!!!!' H! ':Eh'illl'!l-q!‘ lllﬂ_‘!

Display
Edit
Activate

Delete m

Add Account/Authentication
Refresh View

Help

RO TS e

ubP

<CPS Server IP-Address>

No, only with Standby Configuration
<Standby CPS Server IP-Address>
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Under Voice Gateway \ ISDN Classmarks

ISDN Classmarks for CorNet-N Transport

External Call (Public Netinstead of Private Net)

Call Forwarding:

@ L SIP Trunk Profiles

[m]

Hold/Call Transfer: [ (Octets 3a bit7, 3b bit7 and 3e bit3)
™
[m]

® L Hunt Group Callback:

@ L. Destination Codec Parameters

@ DARS for MLPP Apply Undo
@ L ciients

ecica

9 ISDN Classmarks

& L payioad
@ Payioad Parameters

& FaxiModem Tone Handing

7. Set the following parameter:
e External Call: No
e Hold/Call Transfer: Yes
e Call Forwarding: Yes

8. Save the configuration and restart the HG.

NOTE:

IF the diagnosis is activated for the STMI and special diagnosis settings
are configured, it can happen that the Concierge / CPS reacts very slowly
when calls are transferred..

5.4.5 Configuration of the CPS number ranges

A3100352250M1021076A9

1. Configure the LCR

NOTE:

The example configuration describes a configuration in the environment of
the lab. In customer’s environment other parameters are required, like e.g.
different IP addresses, number ranges, prefix access codes, etc. Only
trained staff should configure and adopt the configuration to the
customer’s environment.

Example Configuration
ADD-WABE:CD=9,DAR=TIE,CHECK=N;
ADD-LODR:ODR=181,CMD=0OUTPULSE,DGTS=495050580;
ADD-LODR:ODR=181,CMD=ECHO,FIELD=1;
ADD-LODR:ODR=181,CMD=ECHO,FIELD=2;
ADD-LODR:ODR=181,CMD=NPI,NPI=ISDN, TON=INTERNAT;
ADD-LODR:ODR=181,CMD=END;
ADD-LODR:ODR=181,INFO="CPS":

ADD-RICHT:MODE=LRTENEW,LRTE=181,LSVC=ALL, NAME="CPS", TGRP=181,DNNO=1-1-
181,ROUTOPT=YES,DTMFCNV=SUFDIAL,DTMFDISP=DIGITS,DTMFTEXT="MFV-
WAHL",INFO="CPS";

ADD-
LDAT:LROUTE=181,LSVC=ALL,LVAL=1,TGRP=181,0DR=181,LAUTH=1,CARRIER=1,Z0NE
=EMPTY,GW1=181-0;
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NOTE:
All Numbers from and to CPS must be sent in Type International.

2. Configure the Fallback Routing

Example Configuration
ADD-LODR:ODR=81,CMD=0UTPULSE,DGTS=5520;
ADD-LODR:ODR=81,CMD=END;

ADD-
LDAT:LROUTE=181,LSVC=ALL,LVAL=2,0DR=81,LAUTH=1,CARRIER=1,ZONE=EMPTY,LAT
TR=RERTEINT;

3. Configure Pilot Numbers

Example Configuration

Main ‘0’ as -9000 in DDI Lookup

ADD-LDPLN:LCRCONF=LCRPATT,DIPLNUM=0,LDP=9-
000,LROUTE=181,LAUTH=1,PINDP=N;

ADD-WABE:CD=0,CPS=6,DAR=ATNDDID,CHECK=N;
ADD-NAVAR:NOPTNO=1,TYPE=CASEXT,CD=9000;

ADD-
VFGR:ATNDGR=0,QUEMODE=DQ,NOPT1=1,0PT=1,CQMAX=5,AUTNS=0FF,SDIST=NO,C
ASMCF=YES,ANSYN=NO,WC=5,COD=0FF,INIGHTPR=NO;

ADD-VFGKZ:TYPE=ATNDGR,CD=0,CPS=6,ATNDGR=0;
ADD-ACTDA:TYPE=ATNDGR,ATNDGR=0,NOPT=1,ACT=ACT;

Internal -9001’ in DDI Lookup

ADD-LDPLN:LCRCONF=LCRPATT,DIPLNUM=0,LDP=9-
001,DPLN=5,LROUTE=181,LAUTH=1,PINDP=N;

NOTE:

If Intercept is needed, the parameter for corresponding intercept reason
needs to be added in the COT of the trunks(see “Feature Usage Example
Documentation of OpenScape 4000). All calls will be intercepted to the
linked VF-Group. All calls which are forwarded (redirection party
included) to a DDI Lookup are shown in Concierge as Intercept calls.

Intercept -9009’ in DDI Lookup

ADD-LDPLN:LCRCONF=LCRPATT,DIPLNUM=0,LDP=9-
009,LROUTE=181,LAUTH=1,PINDP=N;

ADD-NAVAR:NOPTNO=2, TYPE=CASEXT,CD=9009;

ADD-
VFGR:ATNDGR=1,QUEMODE=DQ,NOPT2=2,0PT=2,CQMAX=5,ITDEST=0&1&2&
3&4&586&7&8&9&10&11&12&13&14&15, AUTNS=0FF,SDIST=NO,CASMCF=YES,
ANSYN=NO,WC=5,COD=0FF,INIGHTPR=NO;
ADD-ACTDA:TYPE=ATNDGR,ATNDGR=1,NOPT=2,ACT=ACT;

Personal Line -9200 in DDI Lookup

ADD-LDPLN:LCRCONF=LCRPATT,DIPLNUM=0,LDP=9-
200,DPLN=5,PROFIDX=181,LAUTH=1,PINDP=N;
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NOTE:
If the amount of VF-Groups is not sufficient or calls to an extension must be
routed directly to CPS a networking with closed numbering can be used.

Example for 985101-0 as corresponding VNRNU 985101 to Accesscode 49
89 7007-0

ADD-WABE:CD=0181,DAR=NETRTE,CHECK=N;
ADD-WABE:CD=985101,DAR=OWNNODE,CHECK=N;
ADD-WABE:CD=0,DPLN=0,CPS=6,DAR=STN,CHECK=N;
ADD-LODR:ODR=171,CMD=0OUTPULSE,DGTS=498970070;
ADD-LODR:ODR=171,CMD=NPI,NPI=ISDN, TON=INTERNAT;
ADD-LODR:ODR=171,CMD=END;

ADD-LODR:ODR=171,INFO="CPS CLOSEDNUMBERING";

ADD-
RICHT:MODE=CD,LRTE=171,CD=0181,CPS=0,SVC=VCE&DTE,NAME="CLOSED-
NUMBERING", TGRP1=181,DESTNO=181,DNNO=1-1-
181,REROUT=NO,PDNNO=181,CHARCON=NEUTRAL,NOPRCFWD=NO,CLNAME
DL=NO;

ADD-
LDAT:LROUTE=171,LSVC=ALL,LVAL=1,TGRP=181,0DR=171,LAUTH=1,CARRIE
R=1,ZONE=EMPTY,LATTR=NONE,VCCYC=4,GW1=181-0;
CHANGE-WABE:CD=9851010,DESTNO=181;

5.4.6 Configuration of the CPS Resources
4. Configure CPS Resources

Example Configuration

Loop-, Request- and Callback Numbers

ADD-LDPLN:LCRCONF=LCRPATT,DIPLNUM=0,LDP=9-
xxx,DPLN=5,PROFIDX=181,LAUTH=1,PINDP=N;

NOTE:
Only use ‘—xxx’ in LDPLN if the Number length of the Resources Numbers
is the same. If the length is different, configure each Number individually.

5.4.7 DDI settings in OpenScape 4000

All incoming calls are handled by CPS and thus have to be routed to the SIP
endpoint for CPS. There are number ranges for pilot numbers / personal
lines as well as ranges for the request pool and callback pool, which are
used to route calls to CPS. The CPS is fully responsible for the call handling.

In case the CPS / Concierge server fails, the calls will be routed to a
dedicated fall back hunt group that is used for Concierge only. All attendants’
devices have to be member in that hunt group to be able to handle the calls
in a fall back scenario.
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5.4.8 DDI Lookup entry example for 0S4000 without OSCC

The following figure shows the relations between the pilot number in
OpenScape 4000 that routes the call to the CPS and the required entries in
the DDI Lookup in Concierge Data Center.

Vol OS 4000 : OSC Server
4 PILOT Nr.. f

OpenScape Concierge
(DataCenter — DDILookup)

DDI list = Save Cancel
- Reihe 3 |
+498282300853401 Tenant:
+498282300853402

Pilot number:

Call for:

Additional Numbers Times (ms)

Start hunt group: + Max. time in incoming queue: 120000 + %~
Musicon-hold huntgrowp: [+ RNA tineout tme: 30000 ~ : -
REG: Ring time: 30000 - & «

5 5 [

We see the configuration of a pilot number in Data Center using Concierge
without OpenScape Contact Center integration.

The pilot number must be a number that routes to CPS as described above.
At least one service number has to be configured. Optionally additional
service numbers can be used, depending on the customer’s needs, like e.g.
one for main, internal, Intercept or CF that allow Concierge creating
meaningful statistics.

These queues with their corresponding pilot number need to be configured
in Concierge Data Center for Concierge being able to monitor the incoming
calls.

NOTE:
For detailed information on Data Center configuration, see appropriate
OpenScape Concierge, Administrator documentation.

5.4.9 Configuring OpenScape 4000 with VNR activated

To ensure the Concierge Server works properly with an OpenScape 4000
system that has the VNR feature enabled, specific configurations must be
implemented on the OpenScape 4000.

Below are the essential switch configurations required.
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NOTE:
The following items are based on an environment configured with the
specified VNR codes:

Node: VNR NODECD VNR NODECD in
E.164
1 999991 +55414051
2 999992 +55414052
3 999993 +55414053
NOTE:

For CTA configuration, please refer to item 5.1 of this guide.

5.49.1 OpenScape 4000 VNR incoming trunks

If the OpenScape 4000 uses an incoming trunk for multiple VNR nodes, this
trunk should be assigned to a node without a E.164 configuration, as
illustrated below.

AMO-FUNCT-111 SYSTEM SWITCHES
CHANGE COMPLETED;

<reg-kndef;
REG-KNDEF ;
H580: AMO KNDEF STARTED
ADD-KNDEF :1-1-101,0WN,55,41,4050,4 ,EXT,,,, ,EXT,999991,6,,
ADD-KNDEF z1-1-162,0WN,55,41,4051,4,EXT,,,,,EXT,999992.6,,
ADD-KNDEF :1-1-183,0WN,55, 41,4652 ,4 ,EXT,,,,,EXT,999993,6,,
ADD-KNDEF :1-1-104,0WN,55,41,40653,4,EXT,,,,,EXT,999994 6, ,
ADD-KNDEF z1-1-165,0WN,55, 41,4054 ,4 ,EXT,,,,,EXT,999995.6,,
ADD-KNDEF z1-1-199,0WN, ,,, ,EXT,,,,,EXT,999999.6,,0,0,,,N,;
CHﬂNGE_HHDEF:1_1_199l!l’l!!!!,!,!’?lIl’,’,;

Vi N =
- w

AMD-KNDEF-111 UIRTUAL NODES
REGENERATE COMPLETED;
<

Here the incoming trunks are configured in KNDEF 1-1-199.1-1-199.

5.4.9.2 OpenScape 4000 VNR Extensions configurations

To add an extension to a VNR group, its configuration will be defined by the
DPLN, which must be the same as the corresponding VNR node.
As shown below:
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ADINIT COMPLETED
STATUS = H'0o0O

AHo-APs  -111 SOFTWARE LOAD UPGRADE

DISPLAY COMPLETED; .

HiconUariantEx=U10 R1.39.= (HicomUariant=UU18.1-SA39) 5 ComWin 300 - Edit - KNDEF - o x
<CHANGE=FUHCT :REGIN=Y ; File Command Options Help

|

CHANGE-FUNCT =REGIN=Y;

I ~

H5@8: AMD FUNCT STARTED PHPL1 |—
PN  _
AHO-FUHCT-111 SYSTEH SWITCHES Bz
CHANGE GCOMPLETED; PHPSK
{reg-kndef ; N ,ﬁ
REG-KMNDEF ; PHPUL EXT -] .|
H508: AMO KNDEF STARTED NODECD I
ADD-KMNDEF :1-1-101,0WN,55 41,4050, 4 ,EXT, ,,, EXT,999991,6,,1,1,,,N,; e
ADD-KMNDEF :1-1-102,0WN,55 , 41,4051 ,4,EXT, ,,, EXT,099992 6,,2,2,, ,M,;
ADD-KNDEF :1-1-103,0MN,55 41,4052 4 EXT, ,,, ,EXT, 099993 6,,3,3,,,M,3 LACP
ADD-KHDEF :1-1-104,00N,55 , 41,4053 4 EXT, ,,,,EXT, 999994, 6, ,4,4,, ,H,; DPLN ,3—
ADD-KHDEF :1-1-105,0WH,55 , 41,4054 ,4 ,EXT, , ., ,EXT, 999995 ,6,,5,5,,.H.;5
ADD-KHDEF :1-1-199,0MH, , , , ,EXT, ,, . .EXT, 999999 W0, ,0,0,,,H,; ADPLN 3
CHANGE-KNDEF 21-1-199, 1, 10 snnnsnrns¥ryrsrnss ISDNPD —
AMO-KHDEF-111 UIRTUAL NODES PHPPD
REGENERATE COMPLETED; NODETRE W .|
{reg-shesuz9999931000005
M24: UALUE HOT WITHIN ADMISSIBLE RANGE NODEINFD =
STHD =
Hi6: COMMAND PROCESSING ABORTED DKMDEFNNQ;Fu:_&3 R
<reg-shcsuz999993100005; (3, TYPE=OWN ISDNCL=551 ~ALISDNLC~4 NSEALISDNL
mfgﬂciufzﬂmﬁ 00005 ; L-Dﬂ PNPUL=EXT NODECD=333993 NODECDSK=6 DPLN=3 ADPLN=3,
H500: AMO SBCSU STARTED HEBALLE
ADD-SBCSU:999993100005,0PTI,IP2,1-17-1-28,,0PTIIP,1,1,1,1,1,1,1,3,0,N,0,0,, ,H,0,5
6,H, ¥, 0, N NN, Y N, oysires5:0 . N, HORMAL ¥ ENGLISH, B, , ,8,,,,Y, .+ +.6711P ., 00000 UV10.1-5433 WI10R1.39"

AMO-SBCSU-111 STATION AND S@-BUS CONFIGURATION OF SWITCHING UNIT
REGEHERATE COMPLETED;
<

Extension 100005 with the same DLPN as the VNR node — “3”

File Connections !

ﬂlﬁI%

CommandList  Help

ILE MAC (Y
Siio
Dialog =~ Log File  Commaned st o - ®
ADIHIT COMPLETED
STATUS = W 0008
AMO-APS  -111 SOFTWRE LOAD UPGRADE - -
DISFLAY COMPLETED; B ComWin 300 - Edit - SBCSU - o ®
HicomariantEx=U10 R1.39.= (HicomUariant=uu10.1-5A39) File Command Options Help
CCHANGE -FUNCT :REGIH=Y ; cos2 [ ~
CHAHGE -FUNCT :REGTH=Y ;
H508: AMD FUNGT STARTED etz f
LCOSY2 i
AMO-FUNCT-111 SYSTEM SWITCHES LEOSDT F
CHAHGE COMPLETED;
{reg-kndef; LCOSD2 |1
REG-HKHDEF ; DFLN |'3
WS00: AMD KHDEF STARTED
ADD-KHDEF :1-1-111 , 04N, 55 , 41, 4050, 4 ,EXT, , , . ,EXT,099991,6, 1,1, ,,H,; L] o
ADD-KHDEF : 1-1-102 0NN, 55, 41,4051, 4 EXT, ,, , ENT,999992,6,,2,2, ,,H,; S5THD m =
ADD-KHDEF $1-1-103 08N, 55 41,4052
ADD-KHDEF :1-1-104 0NN, 55 , 41 , 405 KT, .. EXT, 999998,6, 5,05, , H,; o= [o
ADD=KHDEF 1 1=1=105 08N 55 .01 4058 4 EXT,,, . EXT 999995 6, ,5,5,, . H,; SPDI [
ADD-KHDEF :1-1-109 04N, , , . ,EXT, , . ,EXT, 000000 ,6. 8,0, , H.; sPOCT
CHAHGE-KHDEF 2 1-1-199 .o s unvnnnnssWansnnnnd [
SPOC2 |
AMO-KHDEF-111 UIRTUAL HODES
REGEHERATE COMPLETED; ICA |~ LI_I
Areg-sbesuz 2900031080005 REP o
M3%: UVALUE HOT MITHIN ADMISSIBLE RAMGE 510
$THD = B3 .
Hi6: COHMANHD PROCESSIHG ABORTED ﬁDDS?C;EISTND OFT-OFTICORNFZPEN=TT- !
“5522;35?33,7?,3:3::}25“?“ ' 128, DVCFIG=OPTHP.T5le1 COS1=1,0052#1 LCDSV #1 LCOSV2e1 LOOSD =1 LCOSD 2
toun: o s Simrio P e e
- |
ABD-SBCSU: 909903100005 ,0PTT, IP2,1-17-1-28,0PTIIF,1,1,1,1,1,1,1,%,0,H,8,8,,,H,8,5 HmSEl-ﬂhsmmmlmﬂ«{maﬂjmﬁfI_-EN'EIJSHHMUSIC-OMGH
6 H,, ¥, 0. H,H,HY.H,, 2%y 00 o H,HORMAL ¥ EHGLISH, B, ,,8,,,,¥, 0,0 67 11P, ., 0haas =0 DTMFCTRDY IPCODECSGTT TP
UVI01:5479 WIDRT 39
AHO-SBCSU-111 STATIOH AND S0-EUS CONFIBURATION OF SWITCHIHG UNHIT
REGEHERATE COMPLETED:
<

Extension 100005 with the same DLPN as the VNR node — “3”
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NOTE:
If the Switch has analog extensions they should be configured also as
described above.

5.4.9.3 OpenScape 4000 with VNR Trunck Configuration
The respective trunks should be configured with DPLN set to 0, as shown

below:

AFHEET S |~ | e e @

Siba

[ Dislag.

AMD-FUHCT-111
CHANGE COMPLETED;
{req-kndef ;
REG-KHDEF ;
HS@0: AMD KHDEF STARTED
ADD-KHDEF :1-1-101 ,0UM,55 41,8058, 4 EXT, , ., EXT 999991
ADD-KHDEF :1-1-102 ,0UM, 55 &1, 8051 ,4 EXT, ,,, EXT 999992
ADD-KHDEF :1-1-102 ,0WH,55 51,5052 , 4, EXT, ., , ,EXT, 999992
ADD-KHDEF : 1-1-104 , 0UM, 55 b1, h053 4 EXT, ,,, EXT 90000K
ADD=KHDEF = 1=1=105 ,0WH 55 &1  hOSh 4 EXT, .., EXT 990995
ADD=KEHDEF = 1=1=199 0, , ; ; (EXT ;o (EXT 000000 6, 0,08, ,H,;
CHAHGE -KHDEF s 1-1-19%, s uuvvnonnnensVaunonnei

Log Fille  Commaned kst

SYSTEW SWITCHES

AND-KHDEF-111 VIRTURL HODES
REGEHERATE COMPLETED;
<req-sbosu: 99993100005
Mz URLUE HOT WITHIH ADMISSIBLE RANGE
ETHD =
Hi6: COMHAMD PROCESSING ABORTED
{req-shesu: 9999931 0R00S ;
REG-SBCSU: 9999931 00005 ;
HS@0:  AKWD SBCSU STARTED
ADD-SBCSU: 9909931 BABOS . OPTI , IP2 ,1-17-1-28,0PTIIP,1,1,1,1,1,1,1,3,0,H,0,08

vee M, 0,5
BNy ¥ 8, H YRy e S0 00 N, HORKAL ¥ ENGLISH, B, , , i

By naWena e dBFVIP oy aaed

AMD-SECSU-111 STATION AND SO-BUS CONFIGURATION OF SWITCHING UNIT
REGEMERATE COMPLETED;

<reg-tdesu:1-17-9-0;
REG-TDCSUz 1-17-9-0;
HS@B:  AMO TOCSU STARTED
ADD-TDCSU:HEW, 1-17-009-0,39,39,0,0,39,1,1,"CONCIERGE ", 0,"ECHAVZ" B, HONE, ,, B
DTR,H, TIE,HOHE N, @, ., ., . 30, MANY,1-1-16,0,1,1, EMNPTY 39,5 1, ,,,.,16,8,0,10, ECAGT
JIEGET2PA0PT , 23,056, Y, TRADITIO,0,60,60, HEIS50IP ,16830,H,1,,0,0,0,0,1,Y, HOHE ;

AND-TOCSU-111 DIGITAL TRUNKS
RECEHERATE COMPLETED;
<

e = % BE3|
B ComWin 300 - Ediat - TOCSU - o i
File Command Options Help
BT =T o
Action: ADD b
e Juew =] -
EEN R H
COTHO |33
COPND E]
RELH [o
IR [a
jur [=
LCOsY I
LoD [
L1 [ cOnDERGE
DESTND @
EBOTYAR [Ecmavz =] .|
SEGMENT [e "
[ADD-TOCSU OPT=NEW PEN=1-17-00% =
0,00 THO =33, COPNO =33 DPLNe0 ) TR=0.COS 39U 005V LODSDs1 CCT<"CONCIER
EE\ESTHD-DPREIMR-EMU?_S{G'HEHT-B_DEDSVE-MONE,TRTBL-GDTR,SIDAN
I=H ATHTYPaTIE CEMAT TR=HONE, TCHARG =N SUPFRES 5«0, TRACOUNT =320 SATCO
LUMT=MANY HNO=1:1. v
sl alfic pectiction group / closed er goup UWVI01-5A3 VIO RT3
:l\-muicd' 10,15, defavit= 0

A trunk configuration.

5.49.4 OpenScape 4000 with VNR Routing Configuration

Unlike what is stated in the OpenScape 4000 manual, when the VNR is
active, the routing of the E.164 number must be directed straight to the
Concierge, as shown in the example below.
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<REGENERATE-RICHT :MODE=LRTE,LRTE=133;
REGENERATE-RICHT :MODE=LRTE ,LRTE=133;
H508: AHO RICHT STARTED

ADD-RICHT :LRTENEW,133,ALL,"CONCIERGE ENVUG3*,23,1-1-133,N0,,,,,,,,s,N0,NO,,B8,NEUT

RAL ,NO ,ND ,ND ,NO ,NO ,ND ,NO, ND ;

l! AMO-RICHT-111 TRUNK ROUTING

REGEMERATE COMPLETED;
<reg-ldat:133;

REG-LDAT:133;

H588: AMD LDAT STARTED

Her

ADD-LDAT:133,ALL,1,,23,133,1,,1,EMPTY,NONE, ,4,,,,,,5,32-0,,,,;

AMO-LDAT -111 LCR-DIRECTIONS
REGENERATE COMPLETED;

<reg-lodr:133;
REG-LODR:133;
H580: AMO LODR STARTED
ADD-LODR:133,,,,0UTPULSE,55414052;
ADD-LODR:133,,,,ECHO,4;
ADD-LODR:133,,,,NPI ,ISDN, INTERNAT ;
ADD-LODR:133,,,,END;
ADD-LODR:133,,,"LODR FOR CONCIERGE ON 55414852",;

AMO-LODR -111 ADMINISTRATION OF LCR OUTDIAL RULES

REGENERATE COMPLETED;
<reg-1ldpln:ldpno=13;

REG-LDPLN:LDPND=13;

H588: AMO LDPLN STARTED

ADD-LDPLNZLCRPATT,@,"55"-"41"-"40852"'-""9980KK"" , 081823 &UBS 66T EBEIE1 BE11612613814

&15,133,,,1,,,,N;

AMO-LDPLN-111 ADMINISTRATION LCR DIALPLAN
REGENERATE COMPLETED;
<

Routing configuration.

5.4.9.5 OpenScape 4000 with VNR Extensions/Forwarding

For the concierge to be able to execute parking and hold, it is necessary to
create the respective extensions responsible for maintaining the call during
hold and parking. Additionally, the corresponding pilot numbers must be

created as SIGNOFF, as shown in the figure below:
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Diaslog Log File  Command list

CHA-FUNCT :REGIN=Y;
H5008: AND FUNCT STARTED

AMO-FUNCT-111 SYSTEM SWITCHES
CHANGE COMPLETED;
<REGEMERATE-RICHT :MODE=-LRTE ,LRTE=133;
REGENERATE-RICHT :MODE=LRTE ,LRTE=133;
H500: AHD RICHT STARTED
ADD-RICHT :LRTENEW, 133 ,ALL ,“CONCIERGE ENUO3™,23,1-1-133,N0,,,,,.,.,,N0, N0, , @8, HEUT
RAL ,HO ,HO ,HO ,HO ,HO ,HO ,HO , HO ;

AMO-RICHT-111 TRUHK ROUTIHG
RECEMERATE COMPLETED;
{reg-1dat:133;
REG-LDAT:133;
H500: AHD LDAT STARTED
ADD-LDAT:133,ALL,1,,23,133,1, .1, EMPTY \HOHE , .8, 4, 40 44,32-0,,,,;

AMO-LDAT -111 LCR-DIRECTIONS
REGEHERATE COMPLETED;

<reg-lodr:133;
REG-LODR:133;
H500: AHD LODR STARTED
ADD-LODR:133, ,, ,0UTPULSE 55414062
ADD-LODR:133,,, ,ECHO &}
ADD-LODR:133,,, NP1, 1SDN, INTERNAT ;
ADD-LODR:133,,,,END;
ADD-LODR:133,,,"LODR FOR COMCIERGE ON S5541n052",;

AMO-LODR =111 ADMINISTRATION OF LCR OUTDIAL RULES
REGEHERATE COMPLETED;
<reg-1dpln:ldpno=13;
REG-LDPLH:LDPHO=13;
H500: AND LDPLH STARTED
ADD-LDPLN:LCRPATT , 0, 55"~ "H1"= 4052~ 998 0KX ", 0816263 CARS GOLTEHLIET 061 1L12613614
815,133, ,,1,,..H;

ANO-LDPLN-111 ADMINISTRATION LCR DIALPLAN
REGENERATE COMPLETED;

<Reg-sbesu:999993998016;
REG-SBCSU:999993998016;
H500: ANO SBCSU STARTED
ADD-SBCSU:999993998016,0PT1,DIR, ,0PTIPSOD,,1,1,1,1,1,1,3,0,N,0,0,,,N,0,56,N,,,S1
GHOFF ,0,H,H,H, Y N, oy uuus%esssH,HORMAL ¥ ENGLISH, 0, ,,0,, oY susssnnrnnnsi

ANO-SBCSU-111 STATION AND SO-BUS CONFIGURATION OF SWITCHING UNIT
REGENERATE COMPLETED;
<

|

2 BEEEG

ADD-
BCSU.STNO=333333336016.0PT

saton(s] n senvice 7
Ideriifier 'Y YES N NO SIGNOFF

B ComWin 300 - Edit - SBCSU - o x
File Command Options Help

| et ~
€Ay 5]
s | = |
DPROT I =
s T - |
ALARMNO [o
RGO 3]
RO = (B
DSSTHA 0] =i
DSSTNE [ = -
DIGNODIS W g o |
FOPTIDX [
DOPTION |
BASICSVC [ i
OPTICA [
OPTIDA I -

=1 LCOSY1 =1 LCOSY2+1.LC0501=1 LCOSD2=1 DPLN=3ITR=0.55THO-N.COSH-0.5P
D1=0 IDCR=N REP=0.5TD=55.SECR =N INS =SIGNOFF ALARMNO =0 RCBKE=N ACBKNA
= DSSTHASN DSS TNE Y DIGNODIS =N CBKBMAX=5 HEADSE T =N HSKEY=NORMAL .
CBENAME = TEXTSEL=ENGLISH HMUSIC=0. COMGRP=0.D TMFCTRDY:

=0PTI.CONN=DIR DVCFIG=-0PTIPS00.CO51=1,C052

UVI0L1-SATS VI0A1.39”
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Concierge CPS numbers configuration.

System cata

Request no.
+55414052959004
+554 14052938005
+554 14052556006
+554 14052558007
+554 14052938008
+554 14052638009
+554 14052998010
- +55414052998011
Announcements +554 14052698012
EXIT +55414052098013
+554140529980 14
Might variants +55414052998015
" +554 14052938016

+55414052938017
3 +554140525380 18

RRRAARRARAAARE
q
£

DEFALLT

054K trunk monitorit 3

LT
o
i
CPS trunk monitoring

Concierge Server CPS Numbers.

NOTE:

The pilot numbers for parking and hold must be forwarded (FWD) to the
E.164 route created previously. Please refer to the sample displayed in the
figure below:

{REGENERATE-ACTDPA:TYPE=STN,STND=999993997000;
REGENERATE-ACTDA:TYPE=STN,STN0=999993997000;
H508: AMO ACTDA STARTED
ADD-ACTDA:STN,999993997000,FWD ,STATIONV,CFU,GEN,VUCE ,55414052997000;
ADD-ACTDA:STHN,999993997000,UCR;
ADD-ACTDA:STH,999993997000,0PTISET,4,4,2,1,4,H0RMAL ,2,3,2;

AMO-ACTDA-111 SUBSCRIBER FEATURES
REGENERATE COMPLETED;

{REGENERATE-ACTDPA:TYPE=STH,STN0=999993998016;
REGENERATE-ACTDA:TYPE=STN,STN0=999993998016;
H5808: AMO ACTDA STARTED
ADD-ACTDA:STN,999993998016 ,FWD ,STATIONV,CFU,GEN,VUCE ,55414852998016;
ADD-ACTDA:STH,999993998016,UCR;
ADD-ACTDA:STHN,999993998016,0PTISET ,4,4,2,1,4,NORMAL ,2,3,2;

AMD-ACTDA-111 SUBSCRIBER FEATURES
REGENERATE COMPLETED;
<

A pilot number configuration sample.
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m DO kst i tew Change Deete
i +55414052557000 Tenant: DEFALLT - <DEFALLT_TENANT > (CpenScape 4000 Without OSCC - B
D01 Lookup Plot number: +554 14052557000 57000 Ste:
a Cal for; \ Company:
CallDirector Port number Type: Automatic intercept recogrebon =
:“ Additional Members Times (ms)
Announcements Start hunt group: + Max. tme in Incoming queue:
ExiT Musconhodhunt groep: 4 RihA Bmecut tme: 1
ROG: :
Might variants e e R
’. o Right VariantCverfiow Variant Hincellancous
CFS mumber ranges. Opeen: Background color: <o Color Selected> =
i Night variant: Priority: -
OSAK trunk monitoring e :
e Overiad settngs
Announcements/Greeting Text
= = £ Mode: ay B
€PS trunk monitoring IPryonss hcocuicmant: Orerioad destraton:
Music-o-hod: <espty>

A pilot configuration in Concierge.

5.49.6 Concierge Client ETB

In the concierge client, when a contact with the same caller number exists, it
will be displayed in the caller area of the attendant, as shown below:

ﬂ OpenScape Concierge Professional Version: V3.0.8.0

Caller queue B B Grouping <] m
Queue Duration Caller Prio Company Reserved by Retrie.. | | Retrie...
Personal calls Duration Caller Prie Company Reserved by Retrie...

Call type, called number

Tywe Service call Number  +55 (41) 4052-100000 4
For  +55 (41) 4052-997000 Mame  VNR3
Name Company Cits
Extension status
Location Curitiba

. Phone
;omment _i DND
call functions Walting

Concierge Client Attendant receiving an internal call/ETB.
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5.5 Routing configuration in OpenScape 4000 with OSCC

The configuration is nearly the same as “without OSCC integration”, the
difference is that instead of a pool of pilot numbers and personal line
numbers here only the personal line numbers are used.

5.5.1 Definition of numbers and number ranges

With OSCC the CPS connection uses two number ranges:

One for the personal line numbers of the attendants and one for internal
CPS resources like Request pool and Callback Pool.

Furthermore if CPS fails, a fallback Hunt Group has to be defined in the
OpenScape 4000, where all attendant users are members. The fallback
solution is used in case of CPS failure for the personal lines.

These calls coming in via the personal line numbers are routed to that
fallback hunt group. The internal resources like callback numbers and
request numbers will not be used in case CPS fails. Therefore no fallback for
these is required.

NOTE:
In the scenario with OSCC all queues are handled by OSCC except the
personal lines. They are queuing in CPS.

Define number ranges:

Parameter Description Value

CPS Resources for the example in the following sections ‘
Personal Lines Start Numbers that route to CPS used for Personal +495050580-9200
Personal Lines End Line Numbers of attendants +495050580-9299
Loop Number Used in Multi-CPS environment +495050580-9300
Request Numbers Start Numbers that route to CPS used for internal +495050580-9301
Request Numbers End tasks, like e.g. Park, Append +495050580-9349
Callback Numbers End service (Park Slot Numbers) +495050580-9399

Hunt Group for Calls to Pilot and Personal Line
Fallback Hunt Group Numbers, if CPS fails +4950505805520

5.5.2 Two fallback scenarios to be considered

A3100352250M1021076A9

OSCC is down: the normal fallback mechanism for OSCC is used, the hunt
groups switch from manual to UCD.

Only the OSCC queues are affected — the personal lines are not.

CPS is down: the OSCC queues are not affected; the calls are still routed
by OSCC.

Calls to personal lines cannot reach the CPS (CPS is not registered
anymore) so these calls use the fallback mechanism to the fallback hunt
group.
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5.5.3 Settings in OpenScape 4000

For the configuration of the OpenScape 4000 please refer to the sections 5.4
Routing configuration in OpenScape 4000 without OSCC.

NOTE:

The example configuration describes a configuration in the environment of
the lab. In customer’s environment other parameters are required, like e.g.
different IP addresses, number ranges, prefix access codes, etc.

Only trained staff should configure the OpenScape 4000 and adopt
the configuration to the customer’s environment.

5.5.4 DDI Lookup entry example for 0S4000 with OSCC

86

The following shows the relations between the pilot number in OS 4000, the
entries in OSCC and the required entries in the DDI Lookup in Concierge
Data Center.

With OpenScape 4000 the integrated ACD routing is the base for the
integration with OpenScape Contact Center.

Incoming calls pass an RCG, which is an instance that needs to be
monitored in order to get information about an incoming call.

Therefore two items in the OpenScape 4000 must be known for a given
service number, the service number itself and the RCG it is passing.

The figures illustrate the settings in OpenScape 4000 with its corresponding
settings in OSCC that are reflected in the DDI Lookup table fields for
Concierge.

OpenScape 4000 OScCC
)t'._._>

OpenScape|Concierge (DataCenter — DDILookup)
DDI list = Save Cancel
= R1w 0SCC

+4982821004411 || Tenant: R1w OSCC - Unify Academy R1 (HiPath 4000 with 0SCC)
+4982821004412
A L || Piot rumber: 1882821004413 | ROW1
ﬁz:ﬁz:m; et IOF busy Company Unfy Academy
+498282100853403
+438282100853404 Additional Numbers Times (ms)

Start hunt group: + Max. time in incoming queue:

5 hold bunt groun: i RNA timeout tme:
RCG: 120 IQ— Ring tme:

A service number which is dialed by the customer is routed over the RCG to
the ACD-Routing table and is then monitored by OSCC.

The Pilot number must be an ACD number that routes via the internal ACD
routing of the OpenScape 4000 to an empty ACD group.

Principally at least one service number has to be configured as described.
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Optionally additional service numbers can be configured, depending on the
customer’s requirements, like e.g. one for main, internal, CF busy and/or CF
no reply which allows Concierge to create meaningful statistics.

NOTE:
For detailed information on Data Center configuration, see appropriate
OpenScape Concierge, Administrator documentation.
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5.6 Trunk Monitoring for OpenScape 4000

After setting up the PABXLink Node for OpenScape without OSCC you have
to enter the settings for OS4K Trunk Monitoring in the OpenScape
Concierge DataCenter. For a detailed description refer to section 8.9 System
data / OS4K Trunk monitoring table (with OS 4000 only).

5.7 CPS Trunk Monitoring for OpenScape 4000

After setting up the PABXLink Node for OpenScape without OSCC you have
to enter the settings for OS4K CPS Trunk Monitoring in the OpenScape
Concierge DataCenter. For a detailed description refer to section 8.10
System data / CPS Trunk Monitoring.

5.8 Malicious Call Identification

0S4000:

To allow the Concierge Client to trace an incoming call add the parameter
“Manual Call Trace in ISDN” to the class of service of the Concierge
extension. Also add a key code for the Dial analyst result “Trace”. For further
questions refer to the OS4000 service manual.

Example Configuration
CHANGE-COSSU:TYPE=COS,COS=xx,AVCE=MTRACE;
ADD-WABE:CD=*17,DAR=TRACE,CHECK=N;

Concierge Data Center:

Enable this feature in Concierge Data Center under System data / Client
configuration / Layout.

For details see OpenScape Concierge, Administrator Documentation

5.9 Busy Override

0S4000:

To allow the Concierge Client to override a busy extension add the
parameter “knocking override” to the attributes of the Concierge extension.
Also add a key code for the dial analyst result “knocking/camp-on override”.
For further questions refer to the OS4000 service manual.

Example Configuration
CHANGE-SDAT:STNO=xxxx, TYPE=ATTRIBUT,AATTR=KNOVR;
ADD-WABE:CD=*19,DAR=KNOVR,CHECK=N;

Concierge Data Center:

Enable this feature in Concierge Data Center under System data / Client
configuration / Layout.

For details see OpenScape Concierge, Administrator Documentation
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6 System Management

A3100352250M1021076A9

After the installation has finished and prerequisites are fulfilled, start System
Management (via programs or shortcut on the desktop) and log on with the
systemmanager account (user: “systemmanager”, password: “manager”).

Connect System Management application to the Main Server machine in
your infrastructure:

Verify the server from the dropdown list of field Target and log on.

>0 Mitel

Concierge
System Management

V5R0.8.0

User
Please log on Password

LS jackmurdock

The System Management window opens. On the bottom line the green icon
shows that the connection to the server is up and that you are logged on to
Server data of the machine with the systemmanager or manager account.

NOTE:

Generally the System Management is configured from top to bottom. Open
each section and configure the settings that are required for deployment.
Leave out settings that are not used.

By “publishing” the configuration finally, the settings are transferred to the
server database.

Help text

Each window has a help text for each field. Click into the field and the help
text appears in the information section.
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User Name | COCUser|

Erktttttttttttttt Al sa
Pazsword Abc

Administrator Name | 83

Passwaord

User Name
Mame of configuration DB user for O5C applications

In separate windows the information section appears by clicking on the
arrow:

Domain | ‘

I
Wy

Ok

Domain
Domain name of the DNS server from QSY
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6.1 Section “Basics”

System Management opens with the tab Installation Designer section Basics
and displays Customer Information.

6.1.1 Customer Information

Enter Customer’s name and a description as well as information that are
relevant for this project under Service Notes.

Customer information

Customer | Defaut setings

Descrigton | OSCC-E Installation satings

Resources "
Service Notes

Sites
PABX Connections [0}
Contsct Center Connections

Applications ~

Congerge

Undo Cnanges

| ¥F instaation vesigner

6.1.2 Configuration Database

Move to Configuration Database. By default the application displays the
main server’'s name as Host name for the internally used MS SQL Express
database.

System Management - OpenScape Concierge

File Action Tools Info

Basics ~

Customer Information

onfig ¥ t Host Name

Basic Services mbtest?oscve
Security

4 Extended Database Settings

Resources ~
Port | O
Servers
Sites User Name | COCUser
PABX Connections B ST
Password

Contact Center Connections
Administrator Name | sa
Applications ~

e
Password
Conderge

(i Undo Changes. 1

Installation data updated by server: 09:12:3
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External database server connection

In case an external database is used, replace the OSC Server’s host name
by the external MS SQL Server's host name and port number. A user
account and an administrator account are required.

The User account is used for the application to log during operational
hours, the Administrator account is required for creation of the user
accounts and databases during the first implementation process (or for
patching) on that machine.

That means that the Administrator account needs the SA rights on the
database.

By default the Port is set to 0. This is the default value for connecting to a
standalone database server. In this mode the communication ports will then
be assigned dynamically.

In case an external MS SQL server cluster is in use, ask the database
administrator for the port to connect to the Listener

NOTE:

The services ControlConfigDB and ControlOscadmDB running on the OSC
Server create and maintain the required tables and users on the database
server(s) using the Administrator account.

A description of how an external database is connected directly after
installation is described in the OpenScape Concierge Server Setup,
Installation Guide.

For moving configuration data from one database Server to another, please
see section 7.2 External SQL-Server for ConfigDB / OSCADM

6.1.3 Basic Services

NOTE:
Do not change the default values if no other or additional settings are
required.
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Basic OSC settings are entered for:

OpenScape CLA

SNMP (for Subscription Licensing — see next section)
Client
Log Transfer (for OpenScape Trace Manager)

SNMP Agent

OSC is supporting SNMP to see System state messages (so called
Traps) in a Management System (e.g. OpenScape Fault
Management). It is necessary to know the version of SNMP the
customer is using. For SNMP V1 or V2, configure the target IP
address only.

With SNMP Version 3 a user is required, a password and the
protocol type with its parameters (provided by customer).

This way the SNMP Management system logs on to OSC to receive
the system status of the machines.

When configuring Authentication and Privacy for SNMP V3 the
combination of MD5 and TripleDES is NOT Allowed and not
supported.

The Community String has to be the same as the one in SNMP
Managementsystem.

NOTE:

The MIB (Management Information Base) contains the values and
properties of ,Managed Objects®, which can be monitored by a
Management System. In an OSC perspective ,Managed objects”
are Server processes like the Contact Center Node or PABX Link
Connector.

The provided MIBs have to be imported on the customer's SNMP
Management System. The required MIBs (OSC-TRAP-MIB and
SEN-ROOT-MIB can be found in Unify IFMDB. Please ask your
Unify contact for more information.

Backup stores the backup both local databases (OSCAdm and
configDB) and the System Management configuration
(OscceService.Installation.xml) — see also section 7 Maintenance.

6.1.3.1 Software Subscription Licensing (SSL)

For Concierge the Software Subscription Licensing can be used. In order to
use this option follow the configuration described below otherwise skip this
chapter.

A3100352250M1021076A9

Configuration in System Management

The configuration for Software Subscription Licensing within OSC is already
done for you. In System Management under Basic Services the only visible
options are the Port number and the Community, under SNMP Settings
(subscription Licensing):
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ics
Basic Services
Customer Information

Configuration Database OpenScape CLA Settings

Basic Services

Basi ~

Security Password

Resources ~ SNMP Settings (Subscription Licensing)
Servers Port | 165
Sites

Community: | public

PABX Connections
Contact Center Connections

Client Settings

Realtime Port | 7499
Applications ~ CTlPort| 17010

Conderge HTTP Port | 443
&/ Client Updates enabled

Log Transfer Settings

[ Transfer Enabled

D Enable SSL for Client Updates

Only change Port 165 in case it cannot be used.

Configuration on OSC Server

1. Install and activate the SNMP feature in Server manager.

s Add Roles and Features Wizard

Select features

‘Select one of more features (o install on the selected server.

Bafore You Begin

Features

L] Cuadity Windows Audio Video Experience
] RS Connection Manager Administration Kit (CM#
Remate Assistance

Remate Differential Compression

Remote Server Adminestration Tools

RPC over HTTP Proxy

Setup and Boot Event Collection

Smple TCP/IP Services

SME 1DVCIFS File Sharing Support (Installed)
1 SMB Bandwidth Limit

SMTP Sarver

HNMP Sernc

s WMI Provider

Telr nt (Installed)

TFTP Cliant

VM Shielding Tocls for Fsbric Management
bOAY Redisector

Windows Biometric Framework

] Windows Defender Features

| < Brevious

ATION SERVER
120 sip.con lan

Description

Simple Metwork Management
Protacol (SNMP) Senvice includes
agents that monitor the activity in
network devices and report to the
etwork console workstation,

2. Under Services select the SNMP Service and double-click it.
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‘q, Services =] I

File  Action View Help

A EEREEN =T

Services (Local) q Services (Local)

SNMP Service Mame  ~ | Description | Status |:|

‘EhRouting and Remat.,,  Offers rout...
Stop the service ‘CLRPC Endpoint Mapper  Resalves R...  Started
Restart the service £k Secondary Logan Enables st...

C)h5ecure Socket Tun...  Providess...
Description: ChSecurity Accounts ... The startu,.,  Started
Enables Simple Network Management 15, ’

L SErver Supports il Started

Protocol (SNMP) requests to be \:s DD_
processed by this computer. If this ‘Lhshell Hardware Det...  Providesn...  Started

sarvice is stopped, the computer willbe 8} Smart Card

unable to process SNMP requests. If this (€% 5t card Remay...
sarvice is disabled, any services that
explicithy depend on it will fail to start.

Manages a...
CLSNMP Trap i J
k- Software Protection  Enables th...
GSpecial Administrati,..  Allows adm...
51 SPP Motification Ser... Provides 5.,
G151 Active Director.., Enables int...
£LS0L Server (MSSQL... Provides st...  Started

{.IL.SOL Server Aoent (.., Exeaites i
4

Extended 4 Standard /

3. Select the Agent tab and tick all parameters under Service:

[oNMP Service Properties (Local Computer) E

-Generall Log Dnl Fecovery Agent ITraps | Securit_l,ll Dependenciesl

Intermet management systems may request the contact perzon,
system location, and network. services for this computer from the
SNMP semvice.

Cartact: IBVB 09

Location: ID artmund

Service

¥ Physical ¥ Applications [ Datalink and subretwark

IV Intemet ¥ Endto-end

Learm mare about SHMP

ak. I Cancel | Apply

4. The Traps tab can remain empty:
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SNMP Service Properties {Local Computer)

.Generall Log Dnl Hecoveryl Agent Traps |Securit}l| Dependenciesl

The SHMF Service pravides netwark management aver TCRAP
and [P#/5P protocolz. If traps are required. one or more
community names must be specified. Trap destinations may be
haost names, I[P addresses or IF addresses.

r— Community name

fi =l hddiofist |
Fiemayve fram list |

Trap destinations:

Add. Edit... R emave

Learn more about SHMP

Ok I Cancel | Apply |

5. Select the Security tab. Add a community name (has to match with entry
in OSV - in this example: SENRead) with the rights Read Only.
Accept SNMP packets from any host has to be activated. In case you
choose to select Accept SNMP packets from these hosts you have to
add the OSV.

SNMP Service Properties {Local Computer) [ x|

.Generall Log Dnl Flec:o\-'er_l,ll Agent I Traps  Security | Dependenciesl

[~ Send authentication trap

—Accepted commurity names

Comnunity | Riights |

public READ OMLY

SEMread READ OMLY
Add.. Edi... Remove

& dccept SMMP packets from any host
—{ dcocept SHMP packets from these hosts

Add... Edit... Femave

Leam more abaut SHMP

] I Cancel Apply

Configuration in OSV

1. In OSV Common Management Portal go to Maintenance | will schedule
some time for us to connect. Inventory \ Nodes and click on Add SNMP
Node...
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SIEMENS

Configuration

‘Common Management Portal

Maintenance | | User Management
Honitoring Recovery Licenses.
&

I | e
% MHodes

Fault Management

@) Cicking on a nodes Name vl laurch the carespanding Dashboard, A 3 party e willopen n @ e vindow

Sesrch for in [Alypes ] aret [ groues [o] Search

Add SHNP Hode.. || 3rd party nodes..

[ Grous..

3 1P address/Hostname Type
Openscane P Openseape FI

17228207024 snmp

N

1722865186

172.28207.1%4 e

2. Enter the node parameters:

= Add Node - SNMP ?

Il o Add a new SNMP Node by entering IP, SNMP Community String and support for
L Software Subscription License

e
SHMP Com. String:
por -

Software Subscription License (S3L) Supported

SSL SNMP

= N UNIFYread
Community String:

SSL Port: 165

[sne ] [comea

3. The Community String depends on the OSV configuration and type of
installation. The administrator who prepared this machine should know
the port and community string.

6.1.3.2 License Management

The License Management Realtime Viewer of OSCC-E versions former to
V3 is integrated in the System Management application on the OSC Server.

1. In System Management go to the Control Center by selecting the
following tab:

e —. . .
l Installation Designer {| - Control Center
EEE—— =

® | manager - logged-on to ServerData@®

2. Select the LicenseManagementServer

3. Change to the Maintenance tab.
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6.1.3.3 Client Settings

98

¥g® 5ystem Monitor - Dokusystem
B serverData@oscvadoku [Main]

. CondergeProviderServiceMaster
. ConfigSyncServer
. ConnectBalandngServerPrimary
. ContactCenterNode MUENCHEN
. ContactDataProvider
. ControlConfigDB
. ControlOscadmDE

LicenseManagementServerPrimary

Server; oscvadoku - Process ID: 764 (Version: 40.0.0.36)

| License Management Server Object States ‘ List Of Current License Data ‘

List Of Current License User ‘ |

Sta... Desaiption
status License Server Partner Socket
status CLA
status Subscription Licensing
SIEL-ID:

B crsworkerService

B sxternaicalendarConnector

. ExternalCalendariode

. HttpServer

. LicenseManagementServerPrimary
B LogTransferProcess

. PABXLinkConnector

B racivinkiiodes

. RealtimeServer

) snmpagent

B ucriode < 2
B wiebschedulerviarker 78 Execution A Diagnostics

£ Maintenance

-8 Installation Designer l & Control Center

® | manager - logged-on

Installation data updated by server: 07:44:54 |

Here you find the tabs:

e License Management Server Object States
e List of current License Data
e List of current License User

Client Settings

Realtime Port | 7459
CTIPort | 17010

HTTP Port | 443

o Client Updates enabled /] Enable S5L for Client Updates

For automatic Concierge client updates, it's possible to secure the
connections through of HTTPS, just check the option “Enable SSL for Client
Updates”.

NOTE:

The Concierge opens a HTTPS webserver port 443 to be used with 3rd
party or customized web applications. To avoid conflicts with other
applications, this port could be changed through OpenScape Concierge
System Management application -> Basic Settings -> Client Settings.
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6.1.4 Security

NOTE:
The secure feature will only work if there is a certificate applied in the
Security section.

See section 6.1.4 — Security.

For details on Security and on how to exchange the Standard Certificate for
a Customer Certificate, refer to the OpenScape Solution Set V10, Certificate
Management and Transport Layer Security (TLS), Administrator
Documentation in the Subsection 3.21 OpenScape Concierge.

6.1.4.1 How to exchange the standard certificate for a customer certificate

In case you decided to exchange the standard certificate for a customer
certificate, please follow this procedure:

Procedure

1. Use the bottom Load from Store... or Load from File... depending on
where you load the certificate from.

Choose the certificate you want to use.
Enter the Certificate’s Password and confirm your entry by OK.

Confirm the next message with Yes to replace the certificate.

O &~ N

After you have changed the security settings, you have to publish the
changes by pressing F5 or selecting Action / Publish Installation Data

IMPORTANT NOTE:
After publishing new security settings, all OSC services including all service
processes must be restarted!

6.1.4.2 Automatically certificate search

A3100352250M1021076A9

This function is used to automatically find a valid certificate(if the current one
has expired). in the selected certificate store.

For the function work correctly it is necessary that the current certificate
information be the same as the expired certificate (CN-Common name, OU-
OrganizationalUnit, L-Locality, S-StateOrProvinceName, C-CountryName).

To use the function select the certificate store where the valid certificate is
stored by clicking in the field (Find certificate in Store) and then click in the
button [Auto Load from Store...].

OpenScape Concierge V5R0, Configuration, Administrator Documentation 99



Current Certificate

Name | CN=osclucas1.marvelzen.com.br, OU=Concierge, O=Unify, L=Curitiba, S=Parana, C=BR

Walidity | 11/18/2022 - 111902022

Certificate Information

This certificate is trusted.

Load from Store. .. | | Load from File... | | Show Certificate... |

Automatically certificate search
Find certificate in store: iTru stedPeople | Auto Load from Store... @

w  Advanced Security Settings

NOTE:

The [Auto Load From Store...] button only automatically find and selects the
new certificate. To update and save it, Execute “Publish” by pressing “F5”
or selecting “Action Publish Installation Data” It will restart all services and
save the new certificate.
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6.2 Section “Resources”

6.2.1 Servers

6.2.2 Sites

A3100352250M1021076A9

Under Resources create and assign all hardware components of the
deployment. All servers that are included in the OpenScape Concierge
architecture are “registered” here and their task in the system environment is
assigned, for example the standby server for a redundant installation can be
configured.

Under Servers all installed servers (Main and Standby server) are
automatically displayed as soon as they are correctly installed.

e Main and Standby server have the Usage Type Standard

In case you perform an offline configuration, meaning that you pre-configure
an OpenScape Concierge environment with System Management without
being connected to it, you register the Main server and if needed, the
Standby server. Assign the Server Mode in the deployment. Choose the
Usage Type for the server from the dropdown list and write down a short
description.

Modify User Accounts

In case you need further Windows User Accounts, you can define them
here. Enter the requested values and confirm your entries with OK. Also see
section 6.2.3 PABX Connections / Run PABXnode Process under Separate
User Account.

A Emvionment 100 and DSCC-CITROEN

The Master Site describes the active site/ location where this OSC Server
deployment is assigned to its main communication platform.
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NOTE:
There can only be one master site!

Add a new site by pressing the Add button and enter a Site ID, a description
and choose the corresponding servers out of the list of available servers.

The checkmark on the right that indicates whether the site is in use or not
and will be set automatically if a PABX connection is configured.

Additional sites can be configured for monitoring the corresponding
communication platforms with the present deployment. These can be
defined under Monitoring sites.

NOTE:
Concierge users only connect to the Master Site’s communication platform
but are able to monitor extensions from additional (monitored) sites!

6.2.3 PABX Connections

Under PABX Connections configure the settings for the communication
platform integrated.

Use Database Routing (Extension Matching)
See detailed information under section 6.2.3.3 Synchronization.

Run PABXnode Process under Separate User Account

Enable this option if more than about 10 sites are used for PABX
connections a separate user account for the PABXNode process can help
prevent resource shortage.

In case this option is enabled, the system searches for an unused User

Account which can be configured under Servers / Add or Modify / Edit User
Accounts — see section 6.2.1 Servers for details on User Accounts.

Concierge

PABK Host Mame PaB Protocel Versior Routing Entry

seD
= Wow_ENvIa OperScapeioice 55413102

Cantact Center Cannections

SRS 71 Coniral Center
ed-on to Ser kmurd
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Connections

Use the Add button to configure a new PABX connection or the Modify to
read or modify your entries for the PABX connection.

6.2.3.1 General

NOTE:
The number of PABX connections corresponds to the number of sites.
Thus one PABX is assigned to one site.

PABX Connection

| General |m ™ Synchronization

Site ID

‘MUENCHEN

Connection Data
PABX Model

OpenScapeVoice -

PABX Host Name | 172.28.65.68
PABX Port | 1040

Node Listener Port | 7010

035V Node

Node Distribution = CommonSubnet -
Service Name

Domain

OK | | Cancel

1. Select the Site ID.

2. Choose the type of communication platform from the dropdown list PABX
Model and add further connection data, like PABX Host Name and
PABX Port and Node Listener Port number.
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NOTE:
For Integration with OpenScape 4000 in any of the supported versions,
please choose the PABX Model HiPath 4000.

NOTE:

For OpenScape 4000 with VNR activated In the CSTA E.164 port needs
to be configured via the Concierge System management interface and
ensure that the flag called “Use VNR” is enabled as displayed below.
For more information, refer to item 5.1 of this guide.

PABX Connection

I General lm ¥ Synchronization

Site ID

LEQ_SITE

Connection Data
PABX Model

i0penScape40nn ! | [¥] Use VMR

80.253.228.104

PABX Port List | 5000

Mode Listener Port | 7010

0K | | Cancel

3. In case OSC is connected to OSV, enter the information under OSV
Node.

HINT: |

Use the help text under the arrow = at the lower left side of the window
in case you are in doubt.
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6.2.3.2 Routing

PABX Connection

A3100352250M1021076A9

v

— N —
| Routing | s
Trunk Access Codes
Country Code | 49 Public | 0
Area Code (opt.) 89 Mational | 0
Trunk Code 789 International ' 00
Max. Extension Length 5 : Local (optional)
+49 (89) 789w
rAdditional Local Trunks
Country Code Area Code Trunk
Add
| OK | | Cancel |

1. Configure Routing Data entries for Trunk. Enter digits for Country Code,
Area Code (opt.) and Trunk Code without leading zeros and/or other
special characters. Also enter the Maximum Extension Length for all
trunks of this PABX.

2. Configure Access Codes for

Public

Outside line access code to dial a public number.

Access Code National

National Prefix which is mostly ‘0’. To resolve a national telephone
number, a combination of Access Code Public and Access Code
National is used, e.g.:

Access Code Public =0

Access Code National = 0

- Phone Number 008970070 is identified as a National Phone
Number

Access Code International

International Prefix which is mostly ‘00’. To resolve an international
telephone number, a combination of Access Code Public and
Access Code International is used, e.g.:

Access Code Public=0

Access Code international = 00

- Phone Number 000498970070 is identified as an International
Phone Number

Access Code Local (opt.)

Outside line access code only for special scenarios
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6.2.3.3 Synchronization

NOTE:

In case above access codes are not used in the country, amend the
SystemManagement.ini accordingly — see section 6.8.1 Application

settings.

3. Additional Local Trunks

If the communication platform supports multiple exits to COs, you can
add additional local trunks by pressing the Add button in the Additional

Local Trunks field.

For the synchronization of extensions set the checkmark Synchronize
PABX data (for applications). This allows connecting to the PABX and
storing the extension data in the PABX-User-Table in the ConfigDB, as

described in the following section.

In case Additional local trunks or multiple sites are used, a database
routing can be defined that controls routing of calls to different target

extensions in multiple sites.

Set the checkmark Use Database Routing (Extension Matching) in the

main PABX Connections window if that is needed!

In case this option is checked a new area, for accessing the PABX has to be

configured in the PABX Connection window.

Hint for Private Numbering:

In case you want to configure private numbering, please refer to
appropriate OpenScape Concierge, Administrator Documentation.

PABX Connection

106

-f Synchronize PABX data (for applications)

Routing | v Synchronization

OS5V Export Settings
w/ Usze Customized Export Settings

0S5V Management o =
1722865165
Server Host Name = =
55H User Nams | osccesynd

xxxxxxxx

55H Password

File Path
letc/Oscee

A31003S2250M1021076A9
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osv

In the field OSV Export settings configure the OpenScape Voice IP
address and ensure that the “installExportForOsc.sh” script was successfully
implemented on the OSV.

OSV Data Export for synchronizing PABX Extensions (also for CDP)
For the OSV data export procedure which can be used to import OSV user

data via CDP into Concierge, a script is available that modifies OSV settings
correspondingly.

NOTE:
The same script is used for accessing the OSV for CDP as described in
OpenScape Concierge, Administrator Documentation.

The script is available on the installation DVD. The procedure is as follows

1. Bring shell script from DVD to OSV
for OSV => V9:
(.\Tools\OSVExport\installExportForOscAndOsvV9.sh).
If using FTP, do NOT use Binary mode, but Text mode.

2. Run the script using the root account:

e The script creates a Cron Job that creates the MP2File

e The script creates a path where the MP2File is created

e The script creates a user that can access the OSV and download
the MP2File.

The user credentials to log on to the OSV for downloading the MP2 file are:
User: osccesync and Password for OSV => V9: always open the script with
a viewer and check current password.

Important Note:
Whenever an update of OSV is performed, the procedure has to be done
again!

You have to adjust the password in System Management under PABX
Connections

Make sure that the OSV’s host key (rsa2 key fingerprint) is cached in the
registry of the OSC Server. This can be done by once logging on to the
OSV using PuTTY from the OSC Server.

OpenScape 4000
Configure the IP address and connection for FAMOS access.
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PABX Connection

M| v Synchronization

wf Synchronize PABX data (for applications)

“FAMOS Settings
Address | 172.28.65.132

Password | ==

Local TSAP  URANOS
Remote TSAP  FAMOST

Enable SkipDigitzs Check

When using the standard configuration with Local TSAP = UFAMOS and
Remote TSAP=FAMOS1 the PABX extensions are automatically
synchronized.

For testing the OS4000 access for Configuration Synchronization please use
the FAMOS Tester from the \Too1ls folder on the Installation DVD!

In case you want to individually configure the synchronization, you can follow
this example:

OS4K synchronizing PABX Extensions Example.
Start Comwin and connect to the OS4K.

Configure the connection with the AMO CPTP

ADD-
CPTP:TYPE=DPCON,NO=50,DPPROC="FAMOS",IPNO="192.0.2.25",

ADD-
CPTP:TYPE=APPL,NO=50,EMSAPPL="FAMOS",DPPROC="FAMOS",DPA
PPL="FAMOS",MSGBASED=YES,LOCPORT=102,FARPORT=5011,LOCT
SAP="SRC",FARTSAP="DST",

Configure the password with the AMO PASSW
ADD-PASSW:TYPE=PSWD,PWN="HICOM",PWC=5;

NOTE:
The values in the example configuration must be adjusted to the
customer’s environment.

To enable a FAMOS secure connection, check the “Security FAMOS” flag
as displayed below:
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PABX Connection

wm[ ¥ Synchronization

1(. Synchronize PABX data (for applications)

! security FAMOS

Famos Settings
Addrezs | 30.253.102.15

User |engr

Password | . |: Abc |

Port | 2022

Timeput EIZIIZIEI = ms

w

Encryption |MOMNE

i/ Enable SkipDigits Check

oK | |: Cancel
F

{D Password
Password required for security access to OSC4k through the FAMOS,

Fill the displayed fields with the requested data:
e OS4K: Address, User and Password.

o MPCI PORT is the security port to access OS4K through a security
FAMOS connection (Default 2022).

e setthe TIMEOUT (min 500 milliseconds and max 10000
milliseconds) to access the security FAMOS.

e choose the type of encryption.
The options are:
o NONE: means no encryption.
o CRYCO: is a proprietary encryption protocol of OS4K.
o SSL:is an OpenSSL encryption protocol.
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PABX Connection

W Security FAMOS

AR  srovenaion

E’i Synchronize PABX data (for applications)

~ Famos Settings

Address
User
Password
Port
Timeout

Encryption

80.253.102.15

engr

i/ Enable SkipDigits Che

Fs

(i) Encryption

OK || || Cancel

Specify the encryption type for security access to OSC4k through the
FAMOS, Where: Mone means no encryption, CRYCO is a proprietary
encryption, and S5L is from COpenSsL,

NOTE:

Clicking on each field, you can see a short description of each requested

field as below:
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PABX Connection

e T e

»f- Synchronize PABX data (for applications)
W Security FAMOS

~ Famos Settings 1
Address | 80.253.102.15

User |engr

N T

Port | 2022

Timeout | 5000 -: ms

Encryption [MOMNE

i/ Enable SkipDigits Check

Ok | |! Cancel
e
— — — |
Password
Password reguired for security access to OSC4k through the FAMOS.
NOTE:

For more information about how to configure a secure FAMOS connection,
consult the OS4K guides.

6.2.3.4 Geo-separated OSV
In case the OpenScape Voice has a geo-separated deployment, the pane
OpenScape Voice is required.
A DNS service must be available. For the configuration of the necessary
DNS services please refer to the settings in section 4.6 Configuration
Microsoft DNS for geo-separated OSV deployment.
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6.2.4 Contact Center Connections (Professional only)

- Skip Contact Center settings if not integrated!

sew
(2 wouw_Ewiza

Deserption
OSCC-CITROEN Database Access

OSCC Host Name.

o Pr—
Applications ~

Conierge

= undo changes.

Master OSCC

Register the OpenScape Contact Center connection by pressing the Add

button. A window opens to specify the OSCC server name and the informix
user credentials for database access.
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Open5cape Contact Center Connection

OpenScape Contact Center

Host Mame | oscoscodey

Informix User | informix

Informix Pagsword | ===

AdminServer Port | 000

WatchdogServer Port | 6005

Description

0SCC-E ContactCenter configuration

OK ||| Cancel

-
===

NOTE:

OpenScape Contact Center can only be assigned to the Master Site.
Thus one Contact Center connects with one OpenScape Concierge
deployment only!

In case an OSCC high availability deployment is used, the standby server
connection has to be defined as well. Assign this OSCC system to your
master site!
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6.2.4.1

114

OpenScape Confact Center Connection
R o stendoy |

High Availability (Standby)

0K I Cancel

Settings in OpenScape Contact Center

For the OpenScape Concierge client applications working as agent
application with the full agent feature set (like e.g. the post processing
features) it is necessary to assign the Client Desktop access permission to
the corresponding users/ agents in OSCC.

Procedure:

Logon to the OpenScape Contact Center Manager application; under
Users in the Admin Center open the corresponding user settings. On the
General tab under Application choose the Agent for the Client Desktop
access.

NOTE:

Please be sure that the Default Business Unit of OSCC is not deleted in
the Contact Center database. Renaming of that BU is okay, but if it is no
more available, the Contact Center Node will not start successfully.

Check IP V6 and Firewall settings on the Contact Center Server in case the
Contact Center Node does not start successfully.
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6.3 Section Applications

Concierge is available in two versions:

e Professional (full version)
e Plus (limited version)

Differences are clearly marked within this document (the images are based
on Concierge Professional — so these might differ in case of a Concierge
Plus environment). Further documentation (Administrator and User Guide)
are strictly separated. Please make sure you continue with the correct
documents after configuration — see section 9 Further procedure.

In the upper part of the Applications/Concierge window, activate the
Concierge attendant console by choosing the Site ID previously configured
under Resources/Sites.

Concierge Professional

site 1D ——

WOW_ENV100
Conciery ge
Connections
/! External Calendar Node Openscape Contact Center Hitted
Presence Information
() No Presence () Unified Commurnications () Skype
O Cireuit (® Microsoft Teams () Unify Office

E-Mail Settings for Reporting

Additional options can be activated, like Presence information from system
integration (e.g. UC, Circuit, Skype, Microsoft Teams or Unify Office Node),
HiMed, External Calendar Node (Professional only) and integration with an
OSCC (Professional only).

For sending out reports via email, the E-Mail Settings for Reporting can be
opened and configured by clicking the hyperlink.

The Remove button can be used to remove the whole Concierge settings in

one. In case you clicked on this button by mistake, use the button Undo
Changes.

6.3.1.1 Install Application redundantly (Professional only)

As soon as a Standby Server is configured the field Install Application
Redundantly and the Secondary Server field appears and lists all available
secondary servers with usage type Standard. Activate the field Install
Application Redundantly and select the appropriate server as Secondary
server (Standby server) for this application.

Also see section 2.3.2 Standby installation scenarios

6.3.1.2 Database Settings (MSSQL)

A3100352250M1021076A9

By default the application displays the main server’s name as Host name for
the internally used MS SQL Express database.

Extended Database Settings (Professional only):

You have the option to use an external database server for the contact data
in the Electronic Telephone Book (ETB)
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In case an external database shall be used, enter the Host Name of the
external Server and extend the window by clicking on the arrow next to
Extended Database Settings.

Database Settings ( MSSQL )

Host Name

nsccednkuv3r0|

4 Extended Database Settings

Port |0 User Name | OSCADM

Database Name | OSCADM_OSWV Pagsword | Tttt

SA User Name | sa

Password | setseeseeeseeees

By default the Port number is set to 0. This is the default value for
connecting to a standalone database server. In this mode the
communication ports will then be assigned dynamically.

In case an external MS SQL server cluster is in use, ask the database
administrator for the port to connect to the Listener.

The User account (default: OSCADM) is used for the application to log
during operational hours, the SA User account is required for creation of
the user accounts and databases during the first implementation process (or
for patching) on that machine. The SA User account thus needs the SA
rights on the database.

Note:

The services ControlConfigDB and ControlOscadmDB running on the
OSCC-E Server create and maintain the required tables and users on the
database server(s) using the Administrator / SA user account.

A description of how an external database is connected directly after
installation is described in the OSC Server Setup, Installation Guide.

For moving configuration data from one database Server to another, please
see section 7.2 External SQL-Server for ConfigDB / OSCADM.

6.3.1.3 Concierge Provider Service (CPS)

This pane displays the Concierge settings for the CPS and the
communication platform (PABX). Enter the required registration information
and network data from the PABX as well as CPS’ own parameter for the
endpoint configuration in PABX and security options (TLS and SRTP).
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IMPORTANT NOTE:

The System Management offers a functionality to set the Concierge
Provider Service to “config mode®.

This mode was introduced to provide a possibility to configure the
OpenScape Concierge system without having a working SIP Trunk on OSV
or OS4K. If the “config mode“ has been activated for configuration, the
Concierge Provider Service needs to be restarted to end the config mode.
Attention: The entry “ConfigMode initiated” under
ConciergeProviderServiceMaster/Messages might be deleted on a System
Management refresh -> therefore it might not be visible, that the CPS is in
ConfigMode!

It is not allowed to use this config mode on a system which is in
normal operation!

Concierge Provider Service

SIP Settings -

RSN Netiorking | Voice Transmisssion | Digest Authentcation | Environment |
Register ID
COSCV4CPS
Domain Mame Registrar Host

182.168.102.104
Register Interval (sec) Registrar Port
300 I 5060
« Extended Concierge Provider Service Settings

Data Channel Port | 8081

In order to configure the CPS follow the help text in System Management,
which appears at the bottom of the window when clicking on the field.

Some additional information:

The Register Id must match the value Alias in the endpoint configuration in
OSV (please care about case sensitivity of the Alias name!), see section
4.4 .4 Routing Configuration for SIP endpoint CPS. For OpenScape 4000 this
field is not used.

The minimum value for the Register interval is 300.
For the Registrar port leave the default value 5060.

NOTE:

OpenScape Voice deactivates a SIP endpoint that registers in intervals
shorter than 300 seconds. It is recommended to set the Register interval to
305 seconds.

Under Registrar Host enter the corresponding IP address of the Registrar
for the CPS (with OSV this is usually the OSV IP address, for OpenScape
4000 use the IP address of the STMI card for CPS)
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NOTE:

Using a Domain Name (e.g. in case of geo-separated OSV deployments)
will cause CPS resolving the OSV registrar via DNS-SRV. Be sure just to
enter the Domain Name itself (e.g. OSVCluster.com) and not the full DNS
zone (like _sip._udp.OSVCluster.com).

For more details regarding the DNS-SRV configuration refer to section 4.6
Configuration Microsoft DNS for geo-separated OSV deployment.

Leave the default values for the Default Registrar Port, Rtp Start Port and
Rtp Port Count. Configure the Loop number as defined above in the
checklist. (Enter the Loop number including the ‘+’ in front of the country
code!)

NOTE:

The RTP ports are a continuous range of port that starts with the RTP Start
Port value and ends up with that value increased by the RTP Port Count.
It is important that the whole range of these ports must not be used by any
other application, even if that is just a single port!

->Please ensure that none of these ports is used by any other application.

Under Available Channels enter the number of channels that are available
on the SIP trunk to CPS. The maximum amount of channels is:

e 120 with OpenScape 4000 (STMI)
o 250 with OSV (increase the default value of 120 if required)

NOTE:

- If 90% of the “processing channels” are allocated the attendant gets an
Alert Window

- If 100% of the “processing channels” are allocated the overload
configuration will take over as configured under Miscellaneous in the DDI
lookup table entries.

Overload settings only apply for processing channels, not for operational
channels! They apply for both types of PABX, OpenScape Voice and
OpenScape 4000

The Channel Ratio defines the ratio of channels used for “operational call
handling by the attendant” compared to channels which are used for “call
processing by CPS”.

Operational call handling means the act of enqueueing and dequeueing of
calls to or from the CPS. This is a short time usage of the channel initiated
by the attendant. 2 operational channels are fix reserved for security reason
to remain in operable mode.

Processing Channels are used for accepting the incoming calls and
enqueueing and keeping them in the pilot number queue, the personal line
queue or parking queue, provided by CPS. Those channels are also used for
the paging functionality.

Channel calculation:
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Example: 10 channels — ratio slider is set to 3; thus 2 channels are fixed
reserved for operational handling, these are not part of the calculation.

e Formula for processing channels:
(Amount of channels — 2) / ( 1 + Ratio-value) * (Ratio-value)
=8/4 *3 =6 Channels

e Formula for operational channels:

((Amount of Channels — 2) / ( 1 + Ratio-value)) + 2

=8/4 +2 = 4 Channels
Setting the ratio slider to 5 allows you having more processing channels and
increases the risk not to have enough operational channels for the
Concierge user to park and transfer calls

Setting the ratio slider to 1 ensures the operational handling but can lower
the number of contacts that can be in queue.

6.3.1.4 External Calendar Connector (Professional only)
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By activating External Calendar Connector in the upper pane, a new area
appears for creating connectors to external calendars, like e.g. Exchange
2016.

w Extended Concierge Provider Service Settings

External Calendar Node

Data Channel Port 5020

MName Connection Type Description

[| Exchange 2016 EWS Exchange 2016 -
1| Exchange 2010 EWS Exchange 2010

I| Exchange 2013 EWS Exchange 2013

| Office 365 EWS Office 365

[ ada | o Modity | ' Remove

Click Add to create a new connector for an external calendar to display
calendar information of the contacts available in ETB.

A new window External Calendar opens that allows the specification of the
connection.

Under General - give the External Calendar name, a Description and
specify the Connection type. You can choose between EWS, WebDAYV or
Offline DB.

NOTE:

WebDAV is supported until Exchange Server 2007. It has been
discontinued in later versions. EWS is supported in Exchange Server 2010,
2013, 2016 and 2019.

The latter type of connection allows importing a CSV file with calendar
information as well as the data import directly from a MS SQL database.
The corresponding parameter (with EWS or WEBDAV) can be configured
under ExchangeServer tab

Exchange
Example for Exchange 2016 integration:
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w| Ex;:-ﬁangeSErver |

Exchange Server Seftings
Domain | exchange2016.dom
Calendar Name | Calendar
Host Name .excﬁz.ﬂ.fﬁ
| Use Impersonation

\{. Show Private Appeintments

Use Concierge DB

LDAP Settings

Address | exch2016

User | adread

Password e

Fiter | (&(mailnickname="){objectCategory=person})

Aftributes | namef proxyﬁ.\;:l dressesimailnickname

[ use ssL

-

1

External Calendar X

Authentication | Basic -
User  extcal

Password | ==

Server Timeout |5 5

Resutt Limit |_u %
Page Size

1/ Use Active Directory

oK | | Cancel

Enter the configuration parameters as of the table.

Variable

Description

Exchange Server settin

gs

Domain

Domain name of the Exchange server

Calendar Name

Name of the Calendar for Concierge user to
choose

Host Name

Name of the Exchange server

Authentication

Authentication for the user
Basic

Integrated

FormBased
OAuth(User/Password)
OAuth(Client Secret)

User

User name for the Exchange node to access
the Exchange server.

Password

Encrypted password for the user

Use Impersonation

Usage of impersonation

Show Private
Appointments

Visibility of private appointments (without info)
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Variable

Description

Exchange Server settin

gs

Use Concierge DB

Use Concierge DB for LDAP settings (mostly
used with Office 365)

E-Mail Doman Filter

Domains for which e-mail addresses are

queried by the connector (separate domains
With l(;ﬂ)
- (mostly used with Office 365)

Proxy URL Proxy server URL or PAC script URL

- (mostly used with Office 365)

LDAP Settings

Server Timeout Max. duration for Exchange server timeout

Use Concierge DB Use Concierge DB instead of LDAP for possible

e-mail accounts

Address [:port number] | IP address of LDAP server

User The LDAP user
Password Encrypted password for the LDAP user
Filter For LDAP Type 2 only:
Filter for LDAP data
Attributes For LDAP Type 2 only:
LDAP fields delivered
Result Limit Result Limit for LDAP queries
Page Size Page Size for LDAP queries
Use Active Directory Usage of Active Directory
Use SSL SSL usage
Verify Server Should server certificate be verified?
Certificate
NOTE:

The Integrated and FormBased authentication methods only work with the
WebDAV Connection Type. Therefore, when using the Connection Type
EWS, Authentication must be set to Basic or OAuth.

NOTE: The authentication protocols supported are Kerberos, NTLM, and
OAUTH. For more details about Kerberos Authentication, please verify the
item 6.4.9 of OpenScape Concierge V5R0 Plus and Professional
Administrator Documentation and consult the respective documentation
from Microsoft.

In case of LDAPS configuration, you have to make sure, that you enter the
port number into the Address field and tick the SSL checkbox.

To use a different LDAP port than 389 (default), add the port number into the
Address field using the address:port format (eg 127.0.0.0:3500).

If Use Concierge DB is activated the LDAP settings come from Concierge
DB instead. Enter the E-Mail Domain Filter.
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Office 365
Example for Office 365 integration:

BExternzl Calendar x

W| ExchangeServer |

Exchange Server Settings

Domain | fycocmb.onmicrosoft.com Authentication | OAuth(Client Secret) -
Calendar Name | Calendar User
Host Name | outlook.office365.com Password

Client ID: | T832{257-er25-3604-Be 1l

J Use Impersonation .
Tenant ID: | sf25885b-f3e5-3654-n1i8

W] show Private Appointments
Client Secret: | kyBTL~ETOD-u.BNzztL-0f

Server Timeout “
E-Mail Domain Fitter | unifycocmb.enmicresoft.com
Proxy URL | hitp:/172.28.12.6:3080/
LDAP Settings

v

(&(mailnickname=*){objectCategory=person})

namejproxyAddresses|mainickname

[ ok o | cancel o

If the "OAuth(User/Password)" authentication is selected, additionally to the
user and password settings, the "Application (client) ID" and "Directory
(tenant) ID" must be configured.

If the “OAuth(Client Secret)” authentication is selected the “Application
(client) ID” , "Directory (tenant) ID” and "Client Secret” must be configured.

NOTE:
For Office 365 the parameter Use Concierge DB has to be activated and
the fields DomainFilter and ProxyURL have to be filled in.

» o»

The “Application (client) ID”, "Directory (tenant) ID” and "Client Secret” could
be obtained from the Microsoft Azure application registration portal.

OfflineDB

The corresponding parameter with OfflineDB can be configured under
Offline / DB tab:
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Variable Description Default

Offline / DB (MSSQL DB)

DB Host Name Database server name

DB Name Database name

DB User Name User name for the database

DB Password Encrypted password for the database

DB Command TO | Max. duration for execution of 30
database commands

Use CSV Importer | Use CSVImporter for offline data no
refresh

Source ID Source Id for the offline data source 1

Ini CSV Importer Configuration file for CSVImporter

Date Time Format | Date and time format yyyyMMdd

HH:mm:ss

NOTE:

The CSV file of the customer is imported to the external MS SQL DB and
read out by the Connector.

Scripts are available for creating the database with its tables, the INI file
specifies where and when the database is read out.

Thus two options are available:

1) the customer imports data to the database directly or ...

2) the customer delivers the CSV file that is imported with the given
importer tool. In this case the database parameters on the right side of the
window are to be configured

For more information on External Calendar — see section 10 External
Calendar Integration

6.3.1.5 UC Node

By activating UnifiedCommunications under Presence Information, a
new area appears below for the connection parameters of UC integration
that are configured as of the following table:

Parameter Description

Host name Host name or IP address of UC Server

Port Port for access to UC Server
IMPORTANT: This port has to be activated in
osVv!

Version Version the UC Node connects to. For all

versions 7 or higher choose V7, for all versions
up to V7 choose < 6

User User for accessing the UC system

Password Password for access to UC system
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Parameter Description

Long Lived Access key for UC server (to be generated on
Statement UC server as described in section 11.1.4
Permission-based preparations)

UC Node
Host Name
172.28.65.55
.  Erweiterte UC Node Settings
Port | 4709 Admin User | concierge.doku@system

Version V7T - Paseworg | s

SYMAUTHNAAAACGAAAB W 1aF IBaTZVZV2VESPATZWamSIoytZ TGS ODASAAAL
Long Lived Statement | CWR1BWISRIVIRAAAAALAAAAKRWS0aXREVHIWZ QAL AAEAAAAHUZ Y ydmiZ QO

NOTE:

For a quick description how to create a new UC user please refer to in
section 11.1.6.1 Creating a new OpenScape UC user.

For more information on UC — see section 11 UC, Circuit, Skype Or
Microsoft Team Node for OpenScape Concierge

6.3.1.6 Circuit Node
By activating Circuit under Presence Information, a new area appears
below for the connection parameters of Circuit integration that are configured
as of the following table:

Parameter Description

Circuit Domain Name of Circuit domain e.g. eu.yourcircuit.com
Client ID Bot users Client ID

Secret Code Bot users Secret Code

Data Channel Port | Port number of the Circuit Data Channel
communication between OS Concierge client
and Circuit Node (default 9025)

Circuit

Circuit Domain

circuitsandbox. net

Client ID Secret Code
Bot users Client ID Bot users Secret Codeg
4 Extended Circuit Settings

Data Channel Port| $025
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NOTE:

For Concierge accessing the Circuit server, an OAuth 2.0 app credentials
(bot user) in your Circuit domain such as eu.yourcirucuit.com is required.
Please refer to section 11.2 Circuit Node.

6.3.1.7 Skype Node

By activating Skype under Presence Information, a new area appears
below for the connection parameters of Circuit integration that are configured
as of the following table:

Parameter Description

Application Name Name of Trusted Application on Skype for
Business Server

User Agent Name of the associated User Agent

Data Channel Port | Port number of the Skype Data Channel
communication between OS Concierge client
and Skype Node (default 9026)

Application Port Port of the Trusted Application on Skype for
Business Server

Skype
Application Name User Agent
urn:application:unifyucmaconnector UnifyConnector
4 Extended Skype Settings
Data Channel Port | 9026 Application Port | 20665
NOTE:

For Concierge accessing the Skype for Business server, the OSC Servers
(Main and/or Standby) must be Skype for Business Trusted Application
servers and member of one Trusted Application Pool.

Please also refer to 11.3 Skype Node.

6.3.1.8 Teams Node

Activating the Microsoft Teams under Presence Information, a new area to
fill the respective Microsoft Teams credentials will be displayed.

In the table below we can see their descriptions:

Parameter Description

Client ID Client or application ID
generated on Microsoft
Azure Portal
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Parameter Description

Tenant ID Tenant id generated on
Microsoft Azure Portal

Admin user (email) Service user account
configured as owner of
the application in
Microsoft Azure portal

Password Password from the
service user account
configured

Client Secret Client Secret generated

on Microsoft Azure Portal

Microsoft Teams

Clignt ID
HOCCOO OO OO O OO O OO OO OO OO0 Admin user (email); | JCCCCOOIEXCO0000000C
Tenant ID o
OO0 0000000000000 Passwaord; | s frape
4  Extended Microsoft Teams Settings

Proxy URL: Proxy port:

http:/iproxytest.com 1234|

NOTE: For Concierge integration with Microsoft Teams, you must have an
Application registered on Azure Portal with specific permissions and
configurations. For more information: please refer to section 11.4 Teams
Node

NOTE: To configure a proxy/port to connect to the APl you can extend the
Microsoft Teams Settings as the image above.

6.3.1.9 Unify Office Node

Activating the Unify Office under Presence Information, a new area to fill the
respective Unify Office credentials will be displayed.

In the table below we can see their descriptions:
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Parameter

Description

Client ID

Client IDgenerated on
RingCentral API
registration

Secret ID

Secret ID generated on
RingCentral API
registration

User

Username from
account with
permissions used to
create the application
on RingCentral API.
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Password Password from
account with
permissions used to
create the application
on RingCentral API.

Unify Office
Chent D
| Use
Secret ID
Password Abg
-
Proocy URL. Proocy port

NOTE: For Concierge integration with Unify Office, you must have an
Application registered on RingCentral with specific permissions and
configurations. For more information: please refer to section 11.5 Unify
Office Node

NOTE: To configure a proxy/port to connect to the APl you can extend the
Unify Office Settings as the image above.

6.4 Saving the current design

Under “File > Save As” you can save the current design / configuration in
System Management as an XML file and for backup purpose.

6.5 Publish installation data - activating the current design

To activate the current configuration in the system, data must be written on
the main server machine’s database, press “F5” or “Action / Publish
Installation Data”.
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NOTE:

When the service OpenScape Concierge is started for the first time, an
empty XML file is created to connect to when starting System
Management. The file is named ,OscceService.Installation.xml*.

All changes that are published with “F5” are then written into this XML file
on the server.
II' Do not modify this XML file manually !

6.6 Load and publish installation data...

In case you configured a configuration file with System Management in
offline mode, you can load and publish this file via Action / Load And
Publish Installation Data...

We recommend to wait a few minutes after loading the file to enable the
system to save the file and then to restart the OpenScape Concierge
Service.

6.7 Controlling deployment

In the following some basics are outlined that can be checked after the first
configuration.

In System Management change the tab (left on the bottom of the GUI) to
Control Center. It offers the possibility to control the processes, set debug
levels and work on diagnostics. Watch the status of the system components
in the left pane.

In the right pane there are three tabs: Execution, Maintenance and
Diagnostics. These folders are helpful for monitoring the components’
status.

NOTE:
First time after the installation the server will start creating the databases
on the specified database servers. This may take a while.

Left from a components or service a colored icon displays the status. For
example one can see the “ControlOscadmDB” element that indicates the
creation of tables for the OSCADM database which hosts the Electronic
Telephone Book (ETB) data.

If everything comes up properly, the icons become green. Components that
are not configured stay grey!
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2 System Management - Openscape Conclerge

File Action Tools Info

Fy® system Monitor - Dokusystem
B serverData@oscvadoky Mair]

B concergeProviderServiceMaster
B configsyncserver
B connectBalancingServerPrimary
B contctCenterNode MUENCHEN
B contsctpataprovider
B controiconfione

LicenseManagementServerPrimary

Server: oscvédoku - Process ID: 764 (Version: 40.0.0.38)

. Process Execution Status

Execution

Operational

»

Process System Status (SNMP)
Ready
Functions

send Test Email

B contoloscadmos

B crsworkerservice

B exernalcalendarComnector
B ExternalCalendarnode
B ritserver

B LicenseManagementserverPrimary
B Logmransferprocess

B raBxunkconnector

B PasxLinkiiodes

B Realtmeserver

[J snmpagent

B ucode

B viebschedulerWorker

[ ] Stop List All Internal Data

[13 Restart

X shutDown X Kl

n Disable

Messages

| 52 rocaon
RELEIT o one |

Installation data updated by server: 07:44:54 | [CNN

NOTE:

First time after a new installation, if the configuration is published, the
ConfigSync, ControlConfigDB, ControlOscadmDB and License-
Management will be started.

These processes must be up and running successfully to proceed. Check
the green icon left from the processes. The system will not run, if one of
these processes does not start up properly.

If it is not the case please check your configuration parameter (Server
names, port numbers etc.) and publish again.

Please also check that all server names are written in lower case
letters!

6.7.1 Control Center execution status of processes

The following exemplifies the view of the PABXLinkConnector that
connects to all Function nodes in the system.

Go to tab Control Center, highlight the PABX Link Connector on the left;
on the right pane change to PABXLinkConnector’s Maintenance (tab on
the bottom). Find the tab Function Nodes List on the right upper area and
open this.

One can see the settings of multiple Function Nodes as well as their status.
When the Function Node is active the LED becomes green.
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n  Teols Info

#" System Monitor - Rehed P
B serverata@potsze (Main] PABXLinkConnector
B ConcerpeProviderServiceMaster Server: oscvdoku - Process ID: 4648 (Version: 40.0.0.51)
B configsyncserver
B comec
B contaciCenterNode MUENCHEN
B contactDatzProvider
B convolconficos
B convoioscadmoe
B crsviorkerservice
ExternaiCalendarConnector
B :xtemacaiendartiode
B HttpServer
B LicenseManagementServerPrimar
B ogTransferProcess
B PasinkComector
[ T
B restmeserver

[J snmpagent < >

s e Ere
s | T e
H Instalation Designer &) Control Center ‘

®  manager - logge okt Installation data updated

Pabxlink Connecior States | Pabxink Nodes List  Function Nodes List

=

.. Functonid Nodenumber  Functiontype Siteid Port No... Standby Comment Version
B2 001 Contact Center Node ~ MUENCHEN 9014 ContactCen... 40.0.0.5
co 001 ProviderService MUENCHEN 9022 Master 40.0.1
83 001 Calendar Node MUENCHEN 9013 Calendar Node  40.0.0.75
8 001 UC Server Node MUENCHEN 9012 . Uchode 40.0.0.0

EEEE;
[ ] ]

Table: Control Center execution status of processes

Symbol | Description

[ Running and operational

Running and limitedly operational

Running with status “stopped”

Closing

Activated but not running

Omm.

Operational and deactivated (will not be started after a re-start
of the OpenScape Concierge Service)

Limitedly operational and deactivated

Stopped and deactivated

O
O Not Running and deactivated

Table: Control Center SNMP status/functional status of processes

Symbol | Description

Limited function

| No function

The exclamation mark will only be displayed in case the SNMP-status is
“worse” than the execution status of the process.

NOTE:

In case the word “Debug” is displayed next to the process, the diagnose
level is set to “Debug”. Please be aware that a large amount of diagnosis
data will be saved now. This might limit the performance of the server.
Please also make sure enough hard disk space is available!
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6.8 System Management tool settings

When starting the System Management application the application settings
are read from the SystemManagement.ini file in the installation folder and
the user settings from the SystemManagement.user.ini file in the default
folder <dir>:\Users\User\AppData\Roaming\Unify\OpenScape
Concierge\SystemManagement

6.8.1 Application settings

132

The following table shows the required parameters of the application

settings.

DO NOT change any setting unless Unify service staff advises you to do

SO.

Name

Description

Default Value

[ApplicationSettings]

ApplicationldleAutoExitinterval

Interval of inactivity in minutes,
after which the application closes
automatically

120

PabxAreaCodeRequired

Mandatory field in System
Management — true or false

false

PabxAccessCodeNationalRequired

Mandatory field in System
Management — true or false

Enter false in case country
doesn’t use national access
codes (i.e. Denmark).

true

PabxAccessCodelocalRequired

Mandatory field in System
Management — true or false

false

SiFileConnection

Connection data for Smartinspect
file logging

file(append="true",
filename="$FileNameSI
L$", maxsize="10000",
maxparts="10",
rotate="daily",
caption="SilFile")

SiPipeConnection

Connection data for Smartinspect
console logging

pipe(pipename="smarti
nspect",
caption="SilPipe",
reconnect="true",
reconnect.interval="1s")

ShowExceptionCounter Runtime exceptions are shown in |true
status bar

[ServerConfig]

PrimaryHost Network name of the primary (Value is set during
Connect-Balancing server OSC Setup)

PrimaryPort Port number of the primary 20001
Connect-Balancing server

SecondaryHost Network name of the secondary | (Value is set during
Connect-Balancing server Setup — can be empty)

SecondaryPort Port number of the Connect- 20001

Balancing server
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6.8.2 User settings

The following table shows the required parameters of the user settings. The
user individual settings are written into the personal user data folder when
closing the application. The parameters with * can be set in System
Management tool under Options.

Name

Description

[UserSettings]

SaveSettingsDirectory *

Directory for saving settings data

BackupSettingsDirectory *

Directory for automatic backup of server installation
data

MainWindowsSize

Size of application window

MainWindowLocation

Position of application window

LanguageName

Code of GUI language under the terms of ISO 639-1 (DE
or EN).

SettingsViewSplitterPosition

Horizontal position of the splitter in the view "Settings"

SetupsViewSplitterPosition

Horizontal position of the splitter in the view
"Configuration"

MonitoringViewSplitterPosition

Horizontal position of the splitter in the view
"Monitoring"

OnlinelnstallationStandbyServer

Address of the Standby server — added during the
installation — although it might not be available yet

ConfigurationSplitterPostion

Horizontal position of the configuration splitter

6.8.3 Command line parameter

The following table shows the parameter, which can be used as command
line parameter on starting the application.

Each parameter has to be set in format /Name: Value.

Name Description Use Value Default
value
multiple Multiple application instances can be |optional true / false false
started
delay Delay of application start in seconds |optional 0..32768 0
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7

71

Maintenance

Backup

For each OpenScape Concierge system, several databases can be used,
depending on the applications in use and the deployment. The databases
might run on the local OSC Server (Main Server) or on an external Database
Server.

Furthermore the basic configuration settings that are created with the
System Management are stored in an XML file on the Main Server.

NOTE:

After installation and basic configuration of the system it is recommended
for the service engineer, to perform a first full backup of the system
configuration and the databases.

A description how to perform a (first) single backup of the config file and the
databases is described. Additionally some hints how a backup of multiple
instances can be done.

7.1.1 Backup of OscceService.Install.xml file

The Configuration in System Management is stored in the
OscceService.Installation.xml which is located in the installation folder,
usually under “C: \Program Files (x86)\OpenScape
Concierge\config\runtime”. In this folder there are also backups of
that file available.

NOTE:
Save this folder for a complete backup of the configuration files.

Remark: The current design / configuration can also be saved as an XML
file in System Management and under “File &> Save As” and choosing the
corresponding path.

7.1.2 Database backup

134

For backing up the databases a .sql script (see below) is required that is
started via a batch or command in the Windows Power Shell command line
interface.

The script must be stored in the folder C: \backup; it backs up the data into
the folder C: \backup.
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7.1.21 backup.sql — example
The following example of a backup.sql script performs the SQL statements

for backing up all databases of an OSC Server:

SELECT GETDATE () ;
GO

USE master;

GO

BACKUP DATABASE configDB TO DISK = 'c:\backup\configDB.bak' WITH INIT;

GO
BACKUP DATABASE OSCADM TO DISK = 'c:\backup\OSCADM.bak' WITH INIT;
GO

All various databases that might be available on the local server, like
configDB or OSCADM are backed up one time in one instance.

A previously created backup will be overwritten.

- Please ensure that this folder with the script is available before
proceeding!

7.1.2.2 Starting the backup.sql manually

The backup.sql script can be started via the Power shell command line
interface using the following statement:

If Sql Server Instance name is default (MSSQLSERVER):

sglemd -U sa -P <password of user SA> -S <ComputerName> -i
"c:\backup\backup.sql" > "c:\backup\backup.log"

If Sql Server Instance name is other than default:

sglemd -U sa -P <password of user SA> -S
<ComputerName>\<InstanceName> -i "c:\backup\backup.sql" >
"c:\backup\backup.log"

In the folder C:\backup a log file can be found after running the script.

NOTE:

Please ensure that the users involved (here User SA) do have the
necessary permissions to access the database and write down data into
the C:\backup folder.

7.1.2.3 Scheduled backup

A3100352250M1021076A9

Create a command file, e.g. back_me up.cmd containing the Sglcmd
statement above and create a scheduled task for the job.

1. Open the Task Scheduler under “Start > Administrative Tools”.

2. Select Action > Create Task and use the “back_me_up.cmd".
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@ Task scheduler
File | Ackion Wiew Help

Create Basic Task. ..

L)

Creake Task. ..

H ()
Ao

Import Task. ..
Display Al Running Tasks
Disable Al Tasks History

Mew Folder. ..

Refresh

Help

3. Change the time when the Backup should start.

4. Change the user account which performs the export, but be sure that the
user has enough rights on the Databases and the server.

5. After creation select the task with a right mouse click and run it.

Fie Action View Help
s 2m B

() Task Scheduler (Local)

= |, Task Scheduler Library
Microsoft
WPD

Next Run Time | Last Run Time | Last Run Result | Author | Created

17.03.2014 09:53:30

Now all the Databases of the local SQL-Server should be exported to
c:\Backup.

7.1.2.4 Modifying the backup parameters

NOTE:

The script above performs a database backup of all databases on the OSC
Server (s); This should be done right on all involved servers after
implementation of the system.

One instance of the backup is created.

For backing up multiple versions of the databases, please modify the
backup.sql file correspondingly.

NOTE:
Only personal skilled for MS SQL Server is recommended to modify the
settings for the automatic backup!

7.1.3 Restore database

136

The following steps show you how to restore the databases.

1. Stop the OpenScape Concierge Service on every OSC Server which is
connected to the databases.

2. Open the SQL Server Management Studio.
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3. Logon with a user that is configured as administrator in the System

Management under Basics / Configuration Database, normally the ‘sa’
account.

«Microsoft SQL Server Management Studio {Administrator)
File Edt View Tools Window Help

Pl = 1S | S newquery [ rAen G| £ a9 -0 S ]k |8 |
Object Explorer > 3 x

- U @ R 5 3
Comnect - B % B T (2] L) @l Connect to Server

SQL Server

Servertype: Database Engine
Server name |oscvanoky

Authentication: SQL Server Authentication

Login: [s2
Password ===

[ Remember password

Fo Options 5>

4. Open the Database tree view. With a right-click on Databases select
Restore Database...

i Microsoft SOL Server Management Studio {(Administrator)

File Edit WView Debug Tools Window Help

P - S | 2 vewguery Ly 0 BB R |
Object Explorer v i x
Comnect~ &) &) m T (2] B

= Ld MFOSCCEY3 (SOL Serwer 11.0,5058 - MFOSCCEY3)Administra

203
[ 5w New Database...
| e
lJ oS Attach. ..
4 Securit Restore Database...
= Serv.er Restore Files and Filegroups. ..
[ Replic
[ Manag Deploy Data-tier Applicatian. ..

Import Data-tier Application, .
Start Pawershell
Reports »

Refresh

5. A new window opens. Select Device as Source and choose the backup
file of the database which you want to be restored in the “Select
Database devices” window.
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-« Reslore Dalabaie

| 13 o backapset selexcted bo b restored,

setect apose Sl ISPV

Reslos | Ne  Somchy e backi sedia andl s localon bt yous seslom comlen FlL
Backip media ype: [ - |
Backup meda.
s Flet Mol SUL Sereer M550 MESOLEERVER M Add I
| ® mroscoEs
|7 MPoscoradmeitrton]
Yo corvection peoperties al l +
Err— - -
Rinady ] — [Cox ] cwea | v | X
A eas

6. Acknowledge with OK and the Destination Database will automatically be
filled. If more than one restore set is stored in the backup file, select the
appropriate.

% Restore Databaie - confipds

1 Daetabess: | |
o [P FlesiPhcrcmlt 508, Sorrer PESGL 13 PRSI ER S Bsdien . |
Distabase: Jcortige: 2l
Deestination
Cistabace: fosrtar =l
Fietors b [Fhoe st Bachugy oo (Donwerstag, 7. August 2014 L3:48111) Tirwdie.... |
Popstiarn plany
Barchigs gols b deitone:
Pethe | Hane | Covporent [ Type [ Serew | Distsbusse | Poiion | FauL3M
F | configloFul Datshase Backup  Dotsbese  Ful  MFOSOCEVE  coefipds 1 TOODO0000 HO02

| Conoection 8
Y

MFOSCOEYS
[MPFCSECCE T Admmtrator]

&
i
£
i

o | cwen | wo |
]

7. Click OK and the restore process starts.

8. After the restore process has finished, click OK to finish the process.
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9. Start the OpenScape Concierge Service on every stopped OSC Server
again.

7.2 External SQL-Server for ConfigDB / OSCADM

The following describes the steps for OpenScape Concierge to use an
external SQL Server. Two scenarios are described, one for using the
external SQL Server right from the start implementation/installation the other
when the deployment changes and an external SQL-Server is implemented
then.

7.2.1 Implementing an external SQL server from start

1. Install the external Database server — see OpenScape Concierge,
Server, Installation Guide.

2. Open System Management and enter the Database Configuration for an
external SQL Server, see section 6.1.2 Configuration Database and
OpenScape Concierge, Server, Installation Guide.

7.2.2 Moving ConfigDB / OSCADM to an external SQL Server

A3100352250M1021076A9

OpenScape Concierge V5R0, Configuration, Administrator Documentation

The following describes the steps for OpenScape Concierge that was
installed with a local MSSQL-Express Database moving to the deployment
with the Databases on external SQL Server.

NOTE:
Each user that accesses the MS SQL database requires a CAL (Client
Access License).

Make sure you have the SA user password of standard OSC installation
ready!

Procedure
1. Install the external Database server

2. Change in the System Manager the Database Configuration to the
external SQL Server, see section 6.1.2 Configuration Database.

3. Apply the Change
- the ControlConfigDB and or ControlOscadmDB process will restart
and install the Databases and users on the new SQL Server.

Procedure of migrating data to the external DB server

Follow the next steps for migrating data from the local SQL Express to the
new database server:

1. Stop OpenScape Concierge Service and all Clients connected to the
source database.

2. Start the Microsoft SQL Server Management Studio on the destination
server.

3. Right Mouse Click on the ConfigDB / OSCADM and select -> Task ->
Copy Database.

The Copy Database Wizard starts.
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& & Copy Database Wizard [_ O[]

Welcome to the Copy Database Wizard

You can ugse this wizard to move or copy databases from a SAL Server 2000 or later instance
to a SOL Server 2005 or later instance. For complete instances supported, see SOL Server
hooks onlin.

™ Do not show this starting page again

Help < Back | Mext > I Firish 2] | Cancel |

4

4. Press Next> for selecting the Source server.

Es’.Eﬂpy Database Wizard =l E3

Select a Source Server
‘which server do you want to move o copy the databases from?

Souice server. 172288574 _I

' Use Windows Authentication

& Use SOL Server Authentication

User name: Isa

Password: | i

Help < Back | Mext > I Fimist »5( I Cancel I

4

5. Enter the IP address of the OSC Server with the MS SQL Express
database in the field Source server.

6. Specify the logon credentials, here User SA.

7. Press Next> for selecting the Destination server.
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B & Copy Database Wizard [_[O] %]

Select a Destination Server
Wihich server do you want ta move ar copy the databases to?

Destination server: sqlserver20] Z\mﬂ _I

 Use Windows Authentication

@ se SOL Server Authentication

User name [

Password e

b | cBack |[ mews | Frenoo | conce |

4

8. Enter name or IP address of the new Database Server with the MS SQL
database in the field Destination server.

9. Specify the logon credentials, here User SA.
10.Press Next> for selecting the Destination server.

g’.Iim:w Database Wizard =]

Select the Transfer Method
Haww would wou lke to transfer the data?

" Use the detach and attach method

This method is faster, but requires the source database to go offline. It is best for upgrading databases or moving very large
databases. No user connections ta the source database are allowed when using this option.
¥ If 2 failure cosurs, reattach the source database

1+ Use the SOL Management Object method

This method is slower but the source database can remain online.

Help | < Back | Next > I Finisti>>] | Cancel |

A

11.Select the option Use the SQO Management Object method
12.Press Next> for selecting the Databases.
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g5.l:t:||:w Database Wizard [_ O]
Select Databases

‘Which databases would you like to move of copy?

Databases:

I Move [ Copy [ Sowce:172286579

Status
‘o v ConfigDB Already exists at destination
master System database
madel System database
misdb System database
tempdb System database

Refresh |

Help | < Back I Mext » I Finish>2| |

Cancel |

4

13.Choose ConfigDB and if using Concierge the OSCADM database.

14.Press Next> for configuring the Destination Databases.

s*’-.l:np\f Database Wizard

=] Y

Configure Destination Database (1 of 1
Specify database file names and whether to ovenwrite existing databases at the destination.

Source database:
[Canfianp

Diestination database:
|CorfigDB

Diestination database files:

Filename I Size [MB] I Drestination Folder Status
ConfigDB.mdf | 7.0825 C:\Program FilestMicrosoft SOL Server\MSSOLT1 MF4YM
ConfigDB_logldf 23125

C:\Program FilestMicrasoft SOL Server\MSSOLTT.MFYM...

Database name already.
Database name already...

|F the destination database alieady exists:

Refresh

£~ Stop the transter if a database or file with the same name exists at the destination

Drop any database on the destination server with the same name, then continue with the database transfer, ovenwriting
existing databasze files,

Help <Back [ mewt> | Fiishol |

Cancel |

s

15.Check the option to drop any database on the destination server that

has the same name...

16.Press Next> for selecting the Server Objects.
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E.l:m:w Database Wizard =]

Select Server Objects
Select additional objects outside the databases that you want to copy

Available related objects:

Selected related objects:
Object name Object name | Description
Logins i Logins used by sele...
| Giored procedues .. | Allstored procedur., .|
User-defined error ... All emor messages .. | |
Endpoints All endpaints &t run ..

b

Help | < Back | Next > | Finisti>>] | Cancel |

4

17.Select all available related objects on the left pane and move them to the
right pane by pressing the button [ > ].

18.Press Next> for configuring the package.

E'Enpy Database Wizard =]
Configure the Package

The wizard will create a Integration Services package with the properties you specify belaw.

Package location:
|5UL5EFWEF\2EI1 2_MFSDTS Packages'Copy Database Wizard Fackages

Package name:

Logging options: ™ Save transter logs?
IWmdﬂws ewent log j

Error log file path:

| -

Help <Back |[ Mewt> | Fiisk ol Cancel |

4

19.Give the package a meaningful name.

20.Press Next> for scheduling the package.
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'opy Database Wizard

Schedule the Package
Schedule the 5515 Package

O]

The Integration Services package produced by the wizard can run immediately, or it can be scheduled to wn later.

& Run immediately

1 Schedule:

LChange schedule:

Integration Services Proxy account: S0L Server Agent Service Account

=

Help | < Back | Mext & I Finish >3] |

Cancel |

4

21.Select the option Run immediately.

22 Press Next> for completing the wizard.

opy Database Wizard

Complete the Wizard
erity the choices made in the wizard and click Finish.

H=

[Click Finish to perform the following actions:

Source: 172.28.65.79 Other SOL Server Yersion, Microsoft SOL Server Express Edition Express, Build 2100, Micr
Windows NT B.7 [FE01) NT INTEL %86

Microsaft Windows NT 6.1 [FEOT]MT «64
Using SMO online transfer
The tollowing databases will be moved or copied:

Copy:ConfigDB

Destination file wil be created: C:%Program Files\Microsoft SOL ServersMSSOLTT.MFAMSSELADAT AN ConfigD B.mdf
Destination file will be created: C:\Program Files\Microsoft SOL Server\MSS0LT1. MFAMSSELADATA ConfigDB_log
Drop existing database and continue transfer

Transfer the following database objects:
Logins used by selected databases [estimated)

H#MS_PolicyEventProcessinglogintit => #4#M5_PolicyEventProcessingl ogindi# [lready Exists)
CoClUser =» CoClser [Already Exists)

Stored Procedures detected at package runtime

Destination: sqlserver2012\mf Other SOL Server Yersion, Microzoft SOL Server Standard Edition [B4-bit) , Build 3000,

resoft

Idf

=

Help cBack | mews |[ Fesh |

Cancel |

4

23.Press Fi

ish for performing the copy operations.

24.A control window opens. All operations should be successful.
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”.Eupy Database Wizard

=] 3

Performing operation

Click Stop to cancel the operation.
@ § Total 0 Eror

Success 8 Success 0 ‘Warmning

Details:

| Action | Status | Message
@ Addlog for package Success
@ Add task for anstening database ohjects Sucress
@ Create package Success
@ Start SOL Server Agent Job Success
@ Execute SOL Server Agent Job Success

Stop: | Repott  w I
4

25.Press Close for closing the wizard.

26.Start the OpenScape Concierge Service again when copying is

finished. Log into the Systemmanagement and change the database

settings to the destination Server for the corresponding databases
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8

8.1

Basic Data Center configuration for Concierge

After setting the basic server data in System Management the Concierge
Application has to be configured in Concierge Data Center.

Basic settings for quick startup

The following sections describe step by step the required settings for a basic
deployment — the simplest deployment that allows the Concierge user to log
on and handle a call.

For testing if the application is configured properly so far, running a first
connectivity test with the Concierge Client GUI is described in section 8.11
Option: Arrange a basic test call.

NOTE:
Generally one can say, that Data Center is configured from top to bottom.
Open the sections one by one and configure the settings you require.

8.2 Systemmanager access to Data Center

146

Click OSCDataCenter on the desktop, to start the
g OpenScape Concierge DataCenter application.

o

Data Center

NOTE:

You also find a shortcut to Data Center under the Start Menu or double
click the DataCenter.exe in the installation path under
“\bin\Concierge\Concierge Management’ like e.g. “C: \Program Files
(x86) \OpenScape Conciergel\bin\Concierge \Concierge
Management\DataCenter”.

Most basic settings are system wide and require the systemmanager
account, other settings are done on a tenant’s base and thus need the
tenant’s manager account to work in Data Center.

NOTE:
Data Center allows multiple instances to run on one PC at the same time.
So settings can be done in parallel!

The systemmanager account is required for the first time an administrator
logs on to the OpenScape Concierge DataCenter after installation.

The default password "manager” can be changed with the menu behind the
Change password button. Confirm the logon with the Login button.
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&0 Mitel
Concierge Data Center

@ Use Windows authentication
@ Userlogon

Language

upperAfter first log on to the system a message will appear that tenant data
and site configuration in DDI lookup table is not configured yet. Acknowledge
this with OK button!

8.3 System data/ Tenants

The "Concierge DataCenter" window with the "System data" menu appears--
- Press the Tenants button on the left.
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% OpenScape Concierge DataCenter Professional Version: V3.1.0.0 (systemmanager) -8 X

Syziemdata Edit tenants

Tenants | Save | Cancel
~ | |
Tenants
DEFAULT
[ ] MUENCHEN Tenant name: DEFALL
DDI Lockup Comment: <DEFALLT_TENANT >
3 Site: MUENCHEN - OSCC-£ Site configuration - Protocol version: Openscape Voice
CallDirector Port number
UC node: Uc Node (001) - Calendar node: Calendar Mode (001) -
Routing mode: CPS - | Mode: Automatic distrit ~ Outhound access:  |MUENCHEN_4989789 (+4989789) =
Times (ms) Prioritics
Night variants
. Masx. transfer tme: 50000 - 5 - Failed transfer: w0~ ;-
! Max. time in incoming queus: 120000 ~ = -
CPS number ranges Default RNA timeout time: 30000 - - - FrEE 0rc-
e Default ring time: 5000 + * - personal line: IR
054K Trunk monitoring
Time overflow variants being processed: | ##busy variant reated by OSCondierge - | Effective after (seconds):
Default number for CDR-SIP Header: * |
CPS trunk monitoring
Default announcements for pilot numbers and personal lines managed by CPS
el |pEFALLT Defaultor -
Transfer: [pEFAULT-DefaitMoH -]
Default greeting: [pEFAULT-Defavitstartannouncement -]
Paging settings
Short = Transfer only: |oEFAULT DiclogShert.ende -
Full = All options: [pEFAULT-DizlogComplete.ende -]
Malfunction: [PEFAULT-DialogNotWorking ende -]
No contact: |EFALLT NumberNatinservice ende -
Unavailable: [pEFAULT-NotAValable. ende -]
€ Tenant display name
Administrator
User administration <« . b

During the installation a default tenant is created automatically. It is
recommended to use this with the name DEFAULT if multi-tenancy is not
required!

NOTE for Concierge Plus:
Only Concierge Professional allows configuration of more than one Tenant,
usage of External Calendar, usage of OSCC node and Paging settings.

Default values are inserted for the tenant and should be updated as of the
customer’s environment.

The white fields can be modified by the Systemmanager user. The fields that
are grayed out can be modified by the tenant's Manager user.

Press the New button in the upper line of the window to create new tenants
if required.

Remarks: When creating a new tenant in the system, it automatically
creates two new users for that tenant. A manager account named “<tenant
name>\manager” and a user account named “<tenant name>\user”.

8.3.1 Tenant’s general settings

Tenant’s general settings are the Tenant name, a Comment that is
optional, the Site and the Number range.

Press the Change button to edit the fields.
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NOTE: The Tenant name, the Site and Outbound access are mandatory
fields to fill out, where site and outbound access are given by the settings in
System Management.

UC, Circuit, Skype, Microsoft Teams or Unify Office node, Calendar
Node (Professional only) and Contact Center Node (Professional only) can
be activated if required.

Some options are determined by the settings in System Management and
can be selected from dropdown menus where applicable.

Depending on selected Presence Information system entered in System
Management / Concierge the function node selection option is labeled UC
node, Circuit node, Skype node or Microsoft Teams node in Tenants.

NOTE:
The chosen Presence Information system is a system wide setting,
relevant for all Tenants.

8.3.2 Routing Mode

The Routing Mode depends on whether OpenScape Contact Center is
integrated or not: With OSCC the automatic routing of OSCC defines the call
handling as well as time overflow variants and night variants.

Remark: Different Tenants can work with different Routing Modes.

Without OSCC node the type of routing is defined by CPS.
The type of routing (Art) is independent of the Routing Mode and allows

e Automatic distribution

e Only pick mode

NOTE:

The integrated automatic distribution of CPS is based on the configuration
of DDI Lookup entries, User Accounts and Groups, Supergroups
(Professional only) as explained in the appropriate OpenScape Concierge,
Administrator documentation .

Time overflow variants

The Night variants with its timer settings can be selected depending on the
settings in the Night variants menu described below.

8.3.3 Times

In the area Times you modify the default values for the times for the
Concierge user / application handling the customer calls — the unit is
milliseconds.

Max. transfer time defines how long the system tries to reach the target
person the call has been transferred to.
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8.3.4 Priorities

If this threshold is exceeded in a call transfer scenario, the call will stay in
the ,Processing Queue* window in the Concierge GUI; the status in the GUI
changes the target person is no more called.

Max. time in incoming queue describes the time the system will hold the
call to wait for agents answering before the call is routed to the specified
Time Overflow variant.

This tenant’s time value and the time overflow variant can be overwritten on
a DDI lookup entry base.

Default RNA timeout time is the maximum time a call from CPS is ringing
on the Concierge user’s phone. If that time is exceeded before the attendant
accepts the call, CPS takes that call away from that user and puts the user’s
routing state into “unavailable”. The call will be routed to another available
attendant.

Default ring time defines the time the caller hears the ring tone until the call
is connected by the Concierge / CPS system.
For cost free services adjust the times with this parameter!

NOTE: The tenant’s times values act as default values for that tenant; the
values can be overwritten for each DDI lookup entry individually.

Right besides the Times pane Priorities can be configured for different types
of calls. A priority of a call describes its importance in terms of the order of
visibility in the Caller queue and ACD distribution.

These settings are overwritten by the tenant's manager account and
described below.

Paging settings

These settings are configured with the tenant’s manager account.

Default announcements for pilot numbers and personal lines managed
by CPS

These settings are configured with the tenant’s manager account.

8.4 System data / DDI Lookup

150

In the next step the DDI lookup table entry has to be created on system
manager’s level. There are different settings to care about depending on the
communication platform type and whether the system integrates with
OpenScape Contact Center or not.
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NOTE:

In sections

4.4.6 DDI Lookup entry example for OSV without OSCC

5.4.8 DDI Lookup entry example for OS4000 without OSCC

5.5.4 DDI Lookup entry example for OS4000 with OSCC

are descriptions of pilot number settings in the PABX with the
corresponding settings in the DDI lookup table depending on the integration
with OSCC or not.

Please refer to these sections for details on the available pilot number
configurations!

Procedure

1. Press the New button in the Edit DDI window to create a new entry for a
pilot number (the number that the customer dials to reach the attendant -
also known as Service Number or DDI).

2. Choose the tenant from the dropdown list.
3. Enter the Pilot number in full E164 format including the “+” in front

4. Insert purpose of this pilot number (Main, Internal, Call Forwarding, etc)
and the company’s name.

5. In case OSCC integrates and OSV is used the start hunt group (HG),
also known as initial hunt group and MoH hunt group have to be specified
under Additional Numbers.

When using OpenScape 4000 the RCG number behind the pilot
number’s DNIT needs to be inserted for monitoring purpose!

6. Under Miscellaneous the Overload can be defined in case CPS is
overloaded, means the SIP trunk does not provide free “processing
channels” anymore. The caller can hear the busy tone or the call can be
routed to an overflow destination, please see also section 6.3 Section
Applications.

Repeat that procedure for all required service numbers!
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NOTE:
The number of OSCC DDls is limited to 1000 entries.

for Concierge Plus:
The number of DDIs is limited to 6 for Concierge Plus.

% OpenScape Concierge DataCenter Professional Version: V3.1.0.0 (systemmanager) ==l

System data Ed!t DDl
Save | | Cancel ‘
oortst || |
Tenants
) [=] DEFAULT
I +4989783400 Tenant: |DEFAULT - «DEFAULT_TEMANT > (OpenScape Voice Without OSCC) - |
+4985789410
DDI Lookup Pilot number : +4939783400 Site: MUENCHEMN
+4389789491
= MUENCHEN
_ Call for: |Swibd1buard\ Company: |Unify |

CallDirector Port number
N Additional Numbers Times (ms}
»)

Start hunt group: ‘+ | Max. time in incoming queue: 120000 = 5« |x
Music-on-held hunt group: ‘+ | RNA timeout time: 30000 + 5 o« |X

RCG: ‘ | Ring time: 5000 + = a|%
Night variants
Night Variant/Overflow Variant Miscellaneous
CPS number ranges Open: ‘Yes - | Background color: ||:| <No Color Selected> ~ |
T Might variant: ‘#‘-:husy variant created by OSCondierge - | Priority: | 0« = « |
Time overflow variant: ‘##husy variant created by OSConcierge - |
054K Trunk monitoring
Overload settings
Announcements/Greeting Text Made: |Play Busy” - |
CPS trunk monitoring Personal announcement: ‘Nu = | Overload destination: |+ |
Music-on-held: ‘<Empty> - |
Transfer MoH : ‘<empty> - |
Mode ‘Wimnut welcome announcement < | Divisions,
Welcome announcement: ‘<Empty> e |
Greeting text: ‘<Empty> e |
Super Group/Group
Super group: ‘cempty) = |
Group: [<empty> -]
Assigned Users
Super Group A |Group A |Login Name i
Conderge Userl
Conderge User2
Manager
User

o Name of the contact to whom this telephone number is assigned (displayed under "Call for”™ in the caller ID data in the OpenScape Condierge).

Administrator

User administration 1| |

Additional pilot numbers for further services numbers can be created if
required!

NOTE:

Some fields in the DDI Lookup entry are grey as the Data Center is started
with the systemmanager account. These values can be defined in using the
Tenant's Manager account.

For Concierge Plus:
Super Group/ Group and Divisions section is only available with Concierge
Professional
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8.5 System data/ Call Director Port number (with Professional and

OSCC only)

For properly monitoring calls that are handled by Call Director’s voice
processor this table needs to have all of these ports configured in the PABX!

Processing CallDirector Port number

R4 - ©5CC-E Sike configuration
R4 - ©SCC-E Sike configuration
R4 - ©SCC-E Sike configuration
R4 - ©SCC-E Sike configuration
R4 - ©SCC-E Sike configuration
R4 - ©3CC-E Site configurakion
R4 - ©3CC-E Site configurakion

14 - OSCC-E Site configuration

Port number

+4950505505520
+4550505505521
+4550505505522
+4950505805523
+4950505805524
+4950505305525
+4950505305526

+4950505805527

LR R e B S L B B 2 2

& | Comment Drata source
CDC
lanle
lanle
CDC
CDC
D
Linley
I R
T e R e L

Configure the location, where the Call Director SIP service resides and the
Port number or extension number of all Call Director ports in OSCC - the
values must match those configured in OSCC Telephony Center.

8.6 System data / Announcements

For using an announcement / wave file with Concierge it has to be
previously registered in Data Center. This can be done under System data,
section Announcements. There the Edit Announcements window shows
all wave files that are registered in Concierge Data Center.

For detailed description please refer to appropriate OpenScape Concierge,
Administrator documentation.
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Edit Announcements

Dialogs and Announcements

¥ Comment Wave datastream Data source Tenant

MUENCHEN Defaultior
Music on hold DEFAULT-DefaultMoH i SYS DEFALLT
Announcement Standard pager announcents i CcDC MUEMCHEM
Announcement MUENCHEN-DefaultStartAnnouncement i SYS MUENCHEN
Announcement MUEMNCHEN-MumberMotinService. ende o] 5YS MUENCHENM
Announcement MUENCHEN-MotAvailable.ende i SYS MUENCHEN
Announcement DEFAULT DefaultStartAnnouncement 01d SYS DEFALLT
Announcement DEFAULTMumberNotinService. ende _|nii1 LY DEFAULT
Announcement DEFAULT -MNotAvailable. ende mi| SYS DEFALLT
Dialog MUEMNCHEN-DialogNotWorking .ende w1 SYS MUENCHEN
Dialog MUENCHEN-DialogShort.ende i 5YS MUENCHENM
Dialog MUENCHEN-DislogComplete. ende i 5Y5 MUENCHEN
Dialog DEFALLT-DialogMotWorking.ende o] 5YS DEFALLT
Dialog DEFALLT-DialogShort.ende i 5YS DEFALULT
Dialog DEFAULT-DialogComplete.ende T 5YS DEFALLT

|! Play selected dialog or announcement

|Alml'm'nﬂit is used in:
iIn Value Associated description

o e e

8.7 System data / Night Variants

Night variants and overflow variants define the options available for
handling an incoming call in case no attendant or not enough attendants are
available for handling an incoming call or if the service number is closed.

Configure night variants and time overflow variants under System data
button Night Variants.

Customization of night and time overfiow variants

Diesignation T Mode Forwarding destination {only For "Forwarding” mode)  Announcement {only For "Announcemsnt” mode) | Tenank

B
Might Yariant external Announcement DEFALLT-MotAvailable. ende DEFALLT
Might Wariant internal Forwarding +4950505307590 DEFALLT

Three modes of night variants or time overflow variants can be configured:
1. Mode Busy: A busy signal is played to the caller

2. Mode Announcement: An announcement telling that no attendant is
available is played to the caller

3. Mode Forwarding: The call will be forwarded to an extension number,
which can handle the call with an answering machine or an overflow
hotline.

Procedure

1. Use the '+ button on the bottom line to create a new entry. Specify a
designation. Choose a mode as described above.

2. In case the mode Forwarding is used, configure the forwarding
destination.

3. In case the mode Announcement is used, choose an Announcement
from the dropdown list.
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4. Assign the tenant’s name.

NOTE:
For detailed description please refer to appropriate OpenScape Concierge,
Administrator documentation.

8.8 System data / CPS number ranges

The Concierge Provider Service (CPS) is the central application of
Concierge for handling and controlling calls.

Without OSCC integration all incoming calls are handled by CPS.

If calls are put on hold or parked, they are connected back to CPS that
keeps them locally until further handling is required.

CPS is connected to the PABX as a SIP endpoint using a SIP trunk
connection.

As CPS number ranges are handled quite differently with Concierge
Professional and with Concierge Plus it is recommended to read following
sections:

For OSV only:

4.4.2.1 Formula for estimating the number range of internal CPS resources
for details on the size of the corresponding ranges.

For 0S4000 only:
5.4.1.1 Formula for estimating the number range of internal CPS resources

And for information on configuration:

Appropriate OpenScape Concierge, Administrator documentation under
section CPS number ranges.

8.9 System data/ OS4K Trunk monitoring table (with OS 4000 only)

Only the systemmanager is authorized to create or delete entries in this
dialog.
Description

In case of integration with OS4000 the trunks of the OS4000 have to be
monitored in order to correctly receive all information about a call even in
complex call scenarios.

Multiple call number ranges for several locations (sites) can be defined.
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#. OpenScape Concierge DataCenter Professional Version: V3.1.0.0 (systemmanager)

System data Edlit OS9K Trunk-Monitoring

Data source

Tenants i Mumber Mame of Trunk group Comment
DDI Lookup
CallDirector Port number
N

-

Anncuncements
EXiT
Might variants
a2
CPS number ranges

054K Trunk monitoring

CPS trunk monitoring

Administrator
User administration

HEH b Bk = v Xk

Procedure

1. Click on Import Trunk groups button — a new windows opens.

2. Select the trunk groups you want to import from the list.
The data is read via the ConfigSync Service from the switch and saved in
the ConfigDB (PabxTrunkgroups table).
The CPS takes up the trunk group configuration and learns during
runtime the corresponding Loden for monitoring.
In case the Loden change they will be updated via the daily ConfigSync.
The selected trunk groups only have to be modified manually in case the
OS4K trunk groups change, e.g. assebly units were added or removed.

3. Click on the Import selected trunk goups to show them in the OS4K
Trunk Monitoring window

MName of Trunk group | Mumber

KN10 40
I¥A CREA LOG 41
ZUM SYSTEM 50 50
TEST FEUERWEHR 112
AMT DTAG 752100-0 150
CP5 870K 27
CPS 880 HIM 280
CPS 881X 281
CPS 882 282
CPS 883 283
CP5 884X 284
CPS 885 285
CPS 887 287
CPS 888X 288
CPS 883 269
RAS 891 HIM 29
RAS 892 REFEREN 292
RA&S B34 4B 294

Import selected trunk group(s) Close
NOTE:

Only trained staff should configure the OpenScape/ OS4000 and adopt the
configuration to the customer’s environment.

Table: Data fields
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Column Description

Site Name of the site for which the call number range is
defined.

From Begin of the trunk number range for the defined site.

To End of the trunk number range for the defined site.

Comment Input field for comments

Datasource CDC stands for the data source OpenScape Concierge
DataCenter or CDI for the automatically imported data
from the Data Importer data source.

NOTE:

Review your trunk number configuration, when the OS4K was newly
generated due to a patch for example. Also review your trunk number
configuration, when new trunk groups were added or deleted.

8.10 System data / CPS Trunk Monitoring (with 0OS4000 only)

Only the systemmanager is authorized to create or delete entries in this
dialog.

In case of using IP / SIP trunks with OpenScape 4000 the CPS trunks have
to be monitored similar to the OS4K trunks described above.

Procedure
1. Click on Import Trunk groups button — a new windows opens.

2. Select the trunk groups you want to import from the list.
The data is read via the ConfigSync Service from the switch and saved in
the ConfigDB (PabxTrunkgroups table).
The CPS takes up the trunk group configuration and learns during
runtime the corresponding Loden for monitoring.
In case the Loden change they will be updated via the daily ConfigSync.
The selected trunk groups only have to be modified manually in case the
CPS trunk groups change, e.g. assebly units were added or removed.

3. Click on the Import selected trunk goups to show them in the
CPSTrunk Monitoring window
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KN1043 221 2837

KN10 a0
VR CREALOG Ol
ZUM SYSTEM 50 50
TEST FEUERWEHR 12
AMT DTAG 7521000 150
CPS 8703 it}
CPS B30 HIM 280
CPS 881 28
CPS 8823 282
CPS 8233 picel
CPS 834X 284
CPS 695X 2685
€PS 8873 287
CPS 888X 8
CPS B89 28
RAS 891 HIM il
FAS 8323 REFEREN 222
RAS 894 AB 234

Import selected frunk groupis)

NOTE:
Only trained staff should configure the OpenScape 4000 and adopt the
configuration to the customer’s environment.

Table: Data fields

Column Description
Site Name of the site for which the call number range is
defined.

From Begin of the trunk number range for the defined site.
To End of the trunk number range for the defined site.
Comment Input field for comments
Datasource Data source of the configured values

NOTE:

Review your trunk number configuration, when the OS4K was newly
generated due to a patch for example.

8.11 Option: Arrange a basic test call
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The settings that have been configured up to now are minimum settings for
running basic deployment of a Concierge system. Thus a first test with a
basic call for checking the application and its connection can be performed
here.

PABX settings

Be sure that the configuration in the communication platform and —if used—
in OpenScape Contact Center is done. Verify, that the pilot number calls are
routed to CPS (without OSCC) or to the hunt groups as required by OSCC.
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Start Concierge Client

Find the Concierge.exe in the installation path under “\bin\Concierge” like
e.g.“C:\Program Files (x86) \OpenScape
Concierge\bin\Concierge” and double click it.

Logon without OpenScape Contact Center

Without OpenScape Contact Center Integration log on to the Concierge
Client GUI by entering the tenant’s name “default”, a dropdown list then
appears with the default “user” and the password “user”.

Logon with OpenScape Contact Center integration

With OpenScape Contact Center integration the Concierge’s user accounts
must match the OSCC agent’s users. This is done in Concierge Data
Center:

1. Logon with the tenant’s manager account (e.g. “DEFAULT\manager”)
and the password “manager” to Data Center

2. Change to the area “User administration” and press the Accounts button.
The User Accounts list appears.

3. Press the button OSCC agents import dialog.
A list of business units and users in OSCC appears

4. Select the users that you want to synchronize from OSCC to your
tenant’s database.

Log on to the Concierge Client GUI with one of the user accounts by
entering the tenant’s name. A dropdown list then appears with the
corresponding users just synchronized.

The password of the OSCC users will not be synchronized. It is managed in
Concierge Data Center.

Perform a basic test call
Verify that the Concierge user is in the Available state.

From a second phone device dial the main line’s phone number and find the
incoming call in the Concierge’s caller queue.

Without OSCC: it depends on the tenant’s type of routing (manually picking
or automatically routing) how to handle it with the Concierge client
application. Per default the automatic routing by CPS is enabled.

With OpenScape Contact Center the calls are be routed automatically to the
attendant’s phone.
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9 Further procedure

In order to configure Concierge Client and Concierge Management
applications — continue with:
OpenScape Concierge Plus, Administrator documentation

or
OpenScape Concierge Professional, Administrator documentation.
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10 External Calendar Integration

General information

Concierge uses an account to access the external calendar system and
requests the calendar entries of the contacts of interest. In the following
sections this account has the name “extcal”. It is described, which type of
access (WebDAV / EWS) and permissions this account needs on the
different MS Exchange system to gather the required information.

The linking element between the contact in Electronic Telephone Book
(ETB) and the external calendar system is the email address of a contact.

Thus a successful integration will only work if the contacts in ETB do have
the email address in their availabilities that is also used to refer to the user in
the external calendar system.

NOTE:

The following sections describe settings in Microsoft Exchange Server and

should only be customized and conducted by trained service personnel e.g.
MS Exchange administrators.

The descriptions and configuration settings are not meant to be carried out

by people who are not skilled in MS Exchange Server administration.

10.1 Exchange 2010, 2013, 2016 and Office 365 via EWS

A3100352250M1021076A9

Prerequisites:

e The User extcal in Exchange2010, 2013, 2016 or in Office 365
respectively with the corresponding permissions is required (see below).

o A LDAP user (AD) is required with permission to readout the Exchange
Alias.

e The OSC license must include the External Calendar Connector.

e The email address in the OpenScape Concierge Database for the
identification of the user in Exchange must be unique.

Remarks to EWS

EWS (Exchange Web Services) is used to link the ExternalCalendar-
Connector with the Exchange Server and this way EWS allows OpenScape
Concierge access to the MS Exchange Calendar.

Test the EWS connection by entering the following URL in a browser
session on the OSC server:

“https://<exchange-svr>/EWS/Exchange.asmx”

where <exchange-svr> is the name of the MS Exchange server machine.
Note that the server name must be resolved on the OSC Server.

The test link for Office 365 is as follows:
https://outlook.office365.com/ews/Exchange.asmx

Enter the credentials of the user extcal.
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NOTE:
For Office 365 enter the user name with the domain name. (i.e.
extcal@unifycoc.onmicrosoft.com)

As a result of a successful connection the Exchange server replies with a
Service | Services web page. This can either be an XML file which
describes the types of messages that are supported or a web page that
confirms that that a new service has been created, depending on the
configuration.

Most important is that the authentication process with the user extcal
succeeds.

NOTE:
LDAP access can be tested using a LDAP-Browser, like e.g. the Softerrra
LDAP browser available under http://www.ldapbrowser.com

Overview

A domain user account, here the user extcal (as described above) must be
created.

IMPORTANT:

The following requirements apply only if the appointment details should be
displayed. Therefore it is suggested to clarify the customer needs before
preparing Exchange system for the integration.

This user account must be granted the ,Impersonation“ permission which
allows the user to act with the rights of another user in the system — for
example to access the calendar information of another user.

10.2 Integration Exchange Server via EWS
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Prerequisites

A domain user account, here the user extcal (as described above) must be
created. This user account must be granted the ,Impersonation” permission
which allows the user to act with the rights of another user in the system —
for example to access the calendar information of another user.

NOTE:
Please check that the ,Impersonation® user has a valid Mail ID (like e.g.
extcal@<domain>) in the AD/LDAP directory.

For detailed information please check the following internet sources:
https://www.codetwo.com/kb/how-to-set-impersonation-rights-manually/

https://blog.westmonroepartners.com/application-impersonation-and-ews-
with-3rd-party-applications-in-office-365/

https://eightwone.com/2014/08/13/application-impersonation-to-be-or-
pretend-to-be/

https://help.salesforce.com/article View?id=000212263&type=1
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10.2.1 Setting the Impersonation Permission

With the Exchange Management Shell (EMS) two scripts can run to assign
the ,Impersonation” permission to the user extcal as well as to define the
scope to which the impersonation permission applies.

Assign the Impersonation permission to a specific user (extcal):
new-ManagementRoleAssignment

-Name:_sulmpersonateRoleAsg

-Role:Applicationimpersonation -User: extcal@<domain>
(Here extcal is the domain user and extcal@<domain> the Email address of
it)
Define the scope to which the impersonation permissions apply.
new-ManagementScope

-Name:_sulmpersonateScope

-ServerList: <exchange-svr>
(Here access is allowed to the whole server system <exchange-svr>)

10.2.1.1 Verification of the settings
Using the Exchange Management Shell (EMS) the configuration of
permissions can be checked (open the shell):
o Get-ManagementRoleAssignment -Role Applicationlmpersonation

Verify, that the Command output indicates role assignments with the Role
+Applicationlmpersonation for the account extcal-

_sulmpersonateRoleAsg | ApplicationImpersonation |
extcal | User | Direct | extcal

Use the command

o Get-ManagementScope _sulmpersonateScope

for verifying that the Management scope that applies to the extcal account is
correct, the following information should be displayed:
_sulmpersonateScope | ServerScope | False |

| | DistinguishedName

10.3 Remarks to the offline connection

The Offline connection is used for connecting the ExternalCalendar
Connector with calendar systems that do not allow an online query to the
calendar information of users.

The corresponding data has to be delivered in a specified CSV format from
the customer.

Use a batch process for importing this information once a day into an
external database which then can be accessed from the
ExternalCalendar Connector.
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Procedure

e Calendar data from an arbitrary system has to be delivered as CSV file in
the specified structure.
An example for a csv file with calendar information can be found on the
OpenScape Concierge DVD under
Tools\ExternalCalendarConnector\appointment Test.csv

e An SQL script is delivered with all components required for creating a
database to run the CSV import. The customer has to deliver the SQL
database server.

The required script Create Database Appointments V1_1 with
Tables.sql is also on the OpenScape Concierge DVD under
Tools\ExternalCalendarConnector. NOTE: You might have to amend
the path to MDF and LDF file within the script!

In case a database had already been created in advanced, use the
script Create Tables Appointments V1_1.sql in the same directory on
the DVD to create the tables only.

o A database user with the corresponding permissions is required (see
below).

10.4 Remarks to LDAPS Configuration

Please make sure that you enter the port number into the Address field and
tick the SSL checkbox — see section 6.3.1.4 External Calendar Connector
(Professional only).

The correct parameter for the LDAP server can be easily obtained, when
configuring an example syncjob in DataCenter / ContactDataProvider and
test the source parameters.

10.5 Multiple External Calendar Connector Configuration

NOTE: a maximum of 10 external calendars can be configured.

Before configuring connections to multiple external calendar systems (e.g.
multiple Exchange Server), please consider the following requirements:

e Depending on the calendar system subscriber volume, the RAM
requirements of the server hardware needs to be validated.
ExternalCalendarConnector keeps all the email aliases returned by
the configured LDAP-Filter in the memory. In order not to affect the
system performance, a validation of subscriber volume check and
available RAM space check have to be done before configuring multiple
connections
In case of not having enough resources in the server, architectural
changes should be considered. (e.g. installing additional
ExternalCalendarConnector on a separate server hardware).

e Each external calendar system (e.g. Exchange Server) has to be pre-
configured according to requirements mentioned in the previous
sections of this chapter.

e FEach external calendar system (e.g. Exchange Server, Office365) must
have a unique domain.
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e Connection data for each system should be provided by the customer
(e.g. server names, access information).

10.6 Check External Calendar node

A further function node should be checked in the PABX Link Connector’s
Function Node List:

Go to System Management \ Tab Control Center. Highlight the PABX
Link Connector on the left; on the right pane change to
PABXLinkConnector's Maintenance (tab on the bottom). Find the tab
Function Nodes List on the right upper area and open this.

If the configuration has been successful the PABX Link Connector
recognizes the new Node and the Node becomes active after a while.

In case it does not become active, the CoC PABXLinkConnector Service
should be restarted.

When the Function Node is active (LED is green) the Exchange Service can
also be started.

% Systern Management - OpenScape Concierge

1 Tools Info

" System Monitor - Reihed. ~

B serverData@pcda24 [Main)
B conciergeProviderserviceMaster
B configsyncserver

PABXLinkConnector

Server: oscvadoku - Process ID: 4648 (Version: 40.0.0.51)

S Pabxink Connector States | Pabxlink Nodes List  Function Nodes List
onnectBalancingServerPrimary
B ContactCentertiode MUENCHEN Link... Functionid Nodenumber  Functiontype Siteid Port No...  Standby Comment Version
B ContaciDatzProvider B = 001 Contect Center Node ~ MUENCHEN 9014 [ ] ContactCen... 40.0.0.56
[ ——— B o 001 ProviderService MUENCHEN 9022 [ ] Master 4.0.0.1
B3 001 Calendar Node MUENCHEN 5013 Calendar Node  40.0.0.75

B controioscadmoe

e B & 001 UC Server Nade MUENCHEN 9012 [ ] UcNode 40.0.0.0

B crsworkerservice
ExternalCalendarConnector

B ExternalCaiendartiods

B itpserver

B LicenseManagementServerPrimar

B LogTransferProcess

B eaBxLnkConnector

B FasxLinkbiodes

B Realtimeserver

[] snmpagent <
v

1IN

< >
-H Installation Designer ‘ &) Control Center
ata @ ok

manager - logg D,

7@ Execution # Maintenance
Bt =

[ Diagnostics

Installation data updated by s

The following parameters should be configured there:

Table: Parameters External Calendar Node

Field Description Value
FunctionID Unique Function Node ID (BO B8
- BF)
Node Number | Number of Node 00n
SitelD Site ID assigned to the As of System
function node (Master Side ID | Management
TCP/IP Port Port no. for connecting the 9013
Function Node with the
Connector.
Comment Description of the Node
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10.7 Monitoring success

To verify the correct configuration of the connection parameters and to
display the present connection status the OpenScape Concierge application
shows the status of the respective connection partner in the status bar.

Gl Connectivity ok -

When the status display for the External Calendar Server is ,gray“ it is not
configured.

== ECS not configured |

When the LED is green and shows ok the connection to the Exchange
Server is established.

10.7.1 Tabular display in contact search

The search result is displayed in table form. The calendar (absence or
presence), the status of the phone, optional the UC, Circuit, Skype, Microsoft
Teams or Unify Office presence status as well as the name and other
parameters are displayed for every contact the search result matches.

Ext. Cal. HName
= [\ Buenemann, An...

. Heinrich, Andreas
. |£] Landau, Alexan...
. LTJ Mennert, Andreas

Calendar view: The Calendar view indicates the current absent information
in the Calendar. If there is a current absence entry it the symbol is “red”.

- -
. The view does not refresh automatically.

10.7.2 Detail view for selected contacts - Calendar
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A coupling with an Exchange Server allows displaying the calendar entries in
the detail view of a selected contact if he/she can be identified by the email
address.

Depending on the settings of the client configuration and on the
authorizationin Exchange either the absence / presence data or the detail
data can be displayed for the contact.
Calendar 5
Monday, May 19, 2014

2:00pm | 3:00pm |4:00pm |5:00pm |6:00pm | 7:00pn

Show as: Busy

Subject: Busy

Location:

Message:

Time: 3:00pm - 4:30pm

Event from External calendar

The calendar is visible in the calendar view of the detail view as well as in
the phonebook search mask for the contact.
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Detail view for selected contact - Calendar / absence — multiple views.

10.8 Refreshing list of possible email accounts

After adding a new external calendar connector and publishing the changes
in System Management, the email accounts retrieved by the new calendar

system cannot be queried in Concierge, even if ETB data has valid email
addresses.

In order to solve this problem, please delete the XML file located under
C:\ProgramData\OpenScape Contact Center
Extensions\CalFunctionNode\XML and restart ExternalCalendarNode in
SystemManagement/Control Center by Shutdown button.

OSC Service starts it automatically.
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11 UC, Circuit or Skype Node for OpenScape Concierge

11.1 UC Node

The UC node of Concierge connects with OpenScape UC system for
displaying the presence status and the media state of the UC extension to
the attendant that wants to transfer a call to the corresponding user.

Remark: It does not include individual status text.

For Concierge accessing the UC presence service, a user account is
required as described in section 11.1.6.1 Creating a new OpenScape UC
user.

The linking element between the contact in Electronic Telephone Book
(ETB) and the UC system is the extension number.

Thus a successful integration will only work if the contacts in ETB do have
the extension number in the availabilities that is also used to refer to in the
UC system.

NOTE:

The following sections describe settings on the OpenScape UC Server and
should only be conducted by trained service personnel.

The descriptions and configuration settings are not meant to be carried out
by people who are not skilled in UC Server administration.

The UC Node is parameterized by the configuration settings in System
Management as described in section 6.3. Section Applications

11.1.1 UC prerequisites
e The UC system is readied for operation
e The UC system can be reached from the OSC Server
e The UC port and the UC licenses have to be activated in OSV.
e Open OSV Firewall for UC Node

o Configure Presence Service Max Subscriptions in UC environment

11.1.2 Open OSV firewall for UC node

In order that the UC node can connect with the OSV, the server has to be
activated in OSV firewall.

Procedure

In CMP go to

“Configuration -> OpenScape Voice -> Administration -> General Settings ->
Packet Filter Rules”,

Add the server and enter as destination port in OSV port 4709 for HTTPS
protocol.
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& Edit Packet Filter Rule : SYMPHONIA 4709 HTTPS - Windows Internet Explarer =5 o8
[CLUSTERDEV] - Edit Packet Filter Rule 2

) Here you can configure the parameters of a Packet Fiter Rule

General
Mame: SYMPHONIA_4708 HTTPS
HTTPS Access to SyMoM
Description: Port 5708
Transport Protocol: L -
Direction: Incoming -
Action: Allow -
Local Host
Alas: Al -

Akas’ Interface /TP Address(es):

Port Began: 4709
Port End: 0

Remote Host
FQDN or IP Address: 192.168.11. 111
Metrmash: 255,255,255.0
Port Begin: 0
Port End: 0

| Save | | Cancel

11.1.3 How to set Max Subscription in UC environment

Due to internal limitations of the UC environment the value Max Subscription
must be raised to the max. number of UC users on the installation.

NOTE:
This means that every user is able to create a subscription list with that
number of subscriptions.

With your default browser open the Common Management Portal
(CMP) on your OSV installation.

1. Navigate to Maintenance and select Nodes on the left side.

2. Click on the "UC Backend" node which will take you to the UC
configuration (in this example, due to an UC small deployment scenario,
the UC Backend function is in the same server/Application).
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rmance Man

4} Clicking on a nade's Name wil launch the comespondng Dashboard, A 3rd party nade il open in a new window,

Search for: |
Trerms Page: (ZD_.1| Ak19
Hame

B sdyeoscos0z

E  OpenscapeFM

Opencape Trace Manager
sssvmalelnd_2
Device Management
OpenSeape Contact Canter
X o=z
& senbora -Nede 2
i donevars -Node 1
e donevars -Node 2
g senhara - Node 1
i WoWarcraft -Node 2
‘OpenScape Conoerge
. osbsnianet
OpenScape Xpressians
B Openscape Accounting

A WoWarcraft -Node 1

in [Altypes

] and [Algrowps ] | Search

Add OSC Xpressions... | | 3rd party nodes...

Group... |

IP address/Hostname
10,80,2,203

OpenSespe M
30.253,131.13
Fenman mervel sen, com. b
10,82.53.29
192.168.100.210

Device Management
10,82.53.241
80.252,1.9
80,253,238.199
10,80.20.6

10.80.24.7

80,252 111,195

80,253, 111,135
10.82.53.291

80.252.1.9
10.82,53.291
OpenScape Accounting
80,253,233,134

Type

sNMP

OpenSicape M
CpenScape S6C
Aoplication

CpenScape Trace Manager
OpenScape S8C

Devvice Management
OpenScape Contact Center
OpenScape S6C
Communication System
Communication System
Communication System
Communication System
Communication System
CpenScape Conderge
CpenScape S8C
CpenScape Kpressions
CpenScape Accounting
Communication System
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In either Large or Very Large UC deployments, the UC Backend function
would be in a separated server as seen in this example below:

ent P| at -_ 1 Domain: system
User: snoopy@system | Setting

Fault Management Performance Management 1= owntgiz |l

Nodes

55 @) dlicking on a node's Name will launch the corresponding Dashboard. & 3rd party node will open in a new window.

4% Applications

=% Repository Search for: | | in [All types ~ | and | all groups v | I Search ] l ]

Add SNMP Node... | | Add OSC Xpressions... | | Add OpenScape 4000... | | 3rd party nodes... | | Group... |

Items/Page: | All:11

Name Group IP addressfHostname Type
§  OpenScape FM Root Openscape FM Openscape FM 3
B  UCv9LargerEl Root 192.168.28.81 Frontend »
i4  largeosvcluster - Node 1 Root 192.168.20.200 Communication Systam »
E UCV9LargeM51 Root 192.168.28.83 Media Server 3
i4  largeosvcluster - Node 2 Root 192.168.24.200 Communication System »
§  Device Management Root 192.168.28.6 Device Management 3
§ UcvaLarez Root 152.168.28.82 Frontend 3
E OpenScape Accounting Root OpenScape Accounting OpenScape Accounting 3
E UCVILaBE Root 192.168.28.80 Application 3
E UCV9LargeMs2 Root 192.168.28.84 Media Server »
a Org1xpril Root 172.16.20.1 ¥pressions 3

1. The Dashboard opens. Press the Show Button for “Show services status”
in the Action area.

-
@ Dashboard - IronMan (irenman.marvel.sen.com.br] — Mozilla Firefox - [m] ®x i
© & hups/fironman.marvel.sen.com.brman or air i Wi =
|.& .’y i (i ol o
Mote: Mo note added for this node Edit.. P
Alarm summary System Info
Shared Services Critical 18 Magr 0 Miner 0 vizrning 1 ) This Node runs on a Virtual Machine.
e I ] 3.58%
Memary; I 153.55%
Dizte Time: ‘Wednesday, May 12, 2071 :09 PMEBRT
Last Reboot: Monday, March 23, 2021 10:24:25 AM BRT
Applications Actions
Name Software Version Timestamp of Installation or Syne UC Rapidstat: | Shaw
OpenScape LIC Active: 10_0.10.0 buld: 121000 Installed: Thursday, April 16, 2020 12:05: 26 PMBRT Show services status:
Openscape LUC Backup: 10_0.4.0 buid: 120400 Sync: Sunday, January 26, 2020 11:48:43PM BRST Show softwers packages Show
Badup version: | Activate |
versians: | Symchronize |
SIEL-TDs.
OpenScape Eranch/SBC VS SID: 1925579035114
OpenScape UC Application V5 SID; 1825637821279
Openscape Common Management Platform VD SIDHYYIRO000MMK
OpenScape UC Application V10 SID:yy oo
—
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2. You see the NodelList. Filter the list for the “Presence Service”

component.
@ List Of Compaonents — Mozilla Firefox = [m] X
@ & nhupsyironman.manvel.sen.combrimanagement/portal/_nsYWNkMmIZZDE LWVIYTAINDRKZC! (] wee o =
1+ List Of Comp (ir |sen.com.br) ] "\
Filter: Presence® | for Comporent | Go | | dlear |
[[Edi | [ restart | | startjsiop ]
Sl | Thems Page: (2001 | Ali5 5
L1 gmponco Critical Major Minor Waming Information  Normal State  Version
[J] el Presence Service 0 0 [ a 0 o ] L0.0 B
[0 B Presence -Event Handiing (] ] o ] ] (] ] 1.0.0 3
[0 & Presence - EventBiroker Plugn o 0 [ a a o & Lop »
[0 B  presence xMPP Integration - Canrecter 0 0 i 0 0 o & 1.0.0 ¥
O 2|  Presence - nterfaces and BOs o o o a a o (-] Lo.0 13
|cloves |

3. In next window select the parameter “Max Subscriptions”, edit the value
to the max. number of UC users on the installation. Press Save and close

the window.
it @ ServiceConfigurationEdit — Meailla Firefox = m] X
u ]
W0 & hitps/fironman.marvel.sen.com.br/management/portal/Applications/M El LLL] =
| ¢ Edit Service Configuration - Presence Service T

¥ Here you can set the writeable values of the instance properties.
fﬂespmmimes

Hame Valoe

pregencshome [1, 2 |
Propesties

fame Value

ClassMame {oom. siemens, symphonia. presenoe.impl Py

¥ Defauit Aggregated Media Fresence Status 0

|

Default Presence Status B 1

" Default User Preference for Subsoripions |2 |
b Deployment Mode OpenScape |
1 Eventng Badowards Compatible false |
Max Subsopbon |
Mawmum Event Channel Filter Size =0 |
Vermon 1.0.0 |

Save Cancel

4. The Presence Server has to be restarted after this change, therefore
open the submenu for “Presence Service” on the right and use the restart
option.
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: @ List OFf Compaonents — Maxzilla Firefox — O x
| @ & mps/ironman.marvel.sencom.brimanagement/portal/_nsYWNkMmI3ZDE1 LAVTYTAINDRIZC! ] % =
i 1« List Of Components (ronman.marvel.sen.com.br) o ?
| Fiter: Presence™ | for Companent Go Clear
| Edit. | | Restart Start/Stop |
Sel:0 | Ttems Page: (200 .11 A1:5
O Component Cntical Major Mnor Waming Information  Hormal State  Version
[0 [l Presence Senvice 0 ] 0 a 0 0 & L0.0 »
O B Presence -Event Handing o ] a s} o I £y Edit...
I|_| %]  Presence - EventBroker Plugn a 0 a 0 0 m
] D [  Presence XMPP Integration - Cannector o o 1] 1] o | ® Stop and Disable
|_| | Presence - nterfaces and B0s 1] 1] a 0 "] [+ L0.0 L3
d
1'
d Clase
Flﬂ r v T

11.1.4 Permission-based preparations

The UC system contains a file with a key associated with the permissions
for accessing the UC system. This key is the so called the “Long Lived
Statement”. The file containing this key must be fetched via SSH (Secure
Shell) from the UC Server and the key from the file entered in System
Management.

11.1.4.1 Generating the key
On the OpenScape Concierge Tools in the SWS you will find a tool name
GenerateLongLivedStatement.zip. Download the file from SWS. It must be
copied to the UC Application Backend Server. This can be done for
example with the WinSCP program.

The host name or the IP address, the user name and the password from the
UC Application Backend Server must be entered here.

Session
File protocol:
SFTP

Host name: Port number:
172.28.65.55 22 =

User name: Password:

sysad LTI

Save |v

[ Tools v] [ Manage v] Log\n |v][ Close H Help

The user logs on with Login.
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A warning is issued the first time the user logs on. This must be confirmed
with Yes. At this point the servers exchange their keys in order to ensure
secure communication.

The OSC Server is shown on the left-hand side and the UC Application
Backend Server on the right-hand side.

Please copy the folder \GenerateLongLivedStatement under Tools from
the Setup DVD to the UC Application Backend Server.

Local Mark Files Commands Session Options Remote Help

[ 5B 3 Synchronize B o [ - £ Queue ~ - Transfer Settings Default - -
& sysad@172.2865.55 | New Session |
I System FEE e a2 %= sysad (B [F] =~ M & FindFiles | T
£ (& (8 Download [ ¥ o [ Properties | F5 [g = ¥
D:\ /home/sysad
Mame Size Type Changed Mame Size Changed Rights
CCMCache Dateiordner 12.09.2013 13:56:2 | = .. 26.01.201612:12:56 PWHT-XT-X
ProgramData Dateiordner 12.09.2013 17:21:2i | [z 40 12,01.2016 19:15:27 PWXPWXTWX
UserData Dateiordner 27.09.2013 10:10:3¢ | &), bin 12.01.2016 19:15:27 PWXTWXTWX
UserProfiles Dateiordner 27.02.2013 10:10:47] | @) pm 12.01.2016 19:15:27 PWRPWXTWE
Users Dateiordner 24.09.2015 14:24:2 | @) startup 12.01.2016 19:15:27 PWRPWXTWE
tools 24.02.2016 16:46:23 == ===
[@) version 12.01.2016 19:15:27 WX

& | oprit 1KB 1201.201619:15:27 PWEIWKNAGE

« i r[] e [ 3

0Bof0Bin0of5 0Bof28Binlof? 6 hidden
& sFre3 0:11:54

For the next step of installation, you need an access to the console of the
UC Application Backend Server. Either you can use a remote access with
SSH Protocol or you work on the UC Application Backend Server itself.

You can use the application putty in Windows environment. After the
connection is established with the user (e.g. “sysad”), change to folder
“tools” (formerly copied). In the folder you will find two shell scripts with the
name createserviceLonglLivedStatement_be.sh and
createServiceStatment_fe.sh.

1. First you must change the mode of the first shell script to ,executable®.
(Command: chmod +x
~/GenerateLongLivedStatement/createLongLivedStatement_be.sh).

2. Then you have to generate the SymphoniaStatement.cfg file. With

/createLongLivedStatement_be.sh

you execute the shell script to generate SymphoniaStatement.cfg.

NOTE:

For Large or very Large deployment only:

Copy the GenerateLongLivedStatement folder to OpenScape UC
Application Frontend Server.

The output file SymphoniaStatement.cfg from UC Application Backend
Server must be copied to this directory, too.

For Small Deployment do the following steps on UC Application Backend
Server, for Large and very Large Deployment on selected UC Application
Frontend Server.
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The second script is needed for creating the LongLivedStatement.txt file.
Change the mode to executable and run the script.

chmod +x ~/GenerateLonglLivedStatement/createServiceStatement _fe.sh
/createServiceStatement fe.sh

After executing the script LongLivedStatement.txt will be created in the
same folder.

11.1.4.2 Getting the key
Copy the key from the UC Server the key was created on to OSC Server.

(5 tools - sysad @172.28.65 =]
Local Mark Files Commands Session Options Remote Help
[ &3 £3 Synchronize Bl o & & [Ef Queue - Transfer Settings Default - i
& sysad@172.2865.55 | New Session |
I System FEE e a2 %= tools < [E[E =~ M & FindFiles | T
£ [ 28 Download Eg | [ Edit 3 of [y Properties | £5 [ =
D\ /home/sysad/tools
Mame Size Type Changed Mame ’ Size Changed Rig
. CCMCache Dateiordner 12.09.2012 13:56:24 | & .. 24.02.2016 16:46:21 |
. ProgramData Dateiordner 12.09.2012 17:21:2 | || SymphoniaStatement.cfg 6 KB 24022016 16:53:06 -
. UserData Dateiordner 27.08.2013 10:10:5 | || KB 24.02.2016 16:54:0 |
. UserProfiles Dateiordner 27.08.2013 10:10:47 | || g 5 Open 4 ]
Users Dateiordner 24.09.2015 14:24:24 | |4 GenerateStatementjar ([ Edit R ]
| createServiceStatement f{  Egit with B ru
|| createServiceStatement.s B8 Download... s w,
|| crestel anglivedStatemes rwn
¢ Download and Delete... F&
|| commens-legging-1.1ja " . rw
4] commens-lang-2.5.jar 2 Dupiicate... Shift 25 2 -
|4] commons-lang-24jar |52 Move To.. Shift+F6 -
|4/ commens-configuration{ 3¢ Delete B g v
4| commens-cenfiguration &:I Rename F2 ]
|| commons-collections-3.3 ]
=4 Custorn Commands r
|l] commons-collections-3.2 P |
File Names 3
« [ P[]« [ Properties g »
0Bof0Bin0of3 1108 B of 2271 KB in1 of 14
Download selected remote file(s) to local directory ﬁ SFTP-3 0:12:24

The new file LongLivedStatement.txt must be copied from the UC Server
to the OSC Server. A menu opens by right-clicking the file.

When you select Copy a new window opens. The destination for the copy
process should be selected here and confirmed with Copy.

The file is transferred from the UC Server to the destination directory on the
OSC Server.

The WINSCP can be exited. Use the OK button to confirm you want to exit
from the program.

11.1.5 Saving keys in System Management

Open the previously copied LongLivedStatement.txt file additionally with
any editor. The content of the LongLivedStatement.txt file should be
copied into the field Long Lived Statement in System Management, in
section applications\ Concierge as described in section 6.3 Section
Applications.
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11.1.6 Check and activate UC function node

176

This should be checked in the PABX Link Connector’s Function Node List:

Go to System Management \ Tab Control Center. Highlight the PABX
Link Connector on the left; on the right pane change to
PABXLinkConnector’s Maintenance (tab on the bottom). Find the tab
Function Nodes List on the right upper area and open this.

¥ System Management - OpenScape Concierge

on  Tools Info

!!! System Monitor - Dokusystem

! ServerData@oscv4doku [Main]
. ConciergeProviderServiceMaster

. ConfigSyncServer

. ConnectBalancingServerPrimary

. ContactDataProvider
. ControlConfigDB

. ControlOscadmDB
. CPSWaorkerService

- ExternalCalendarConnector
B Externaicalendartiode

B Hipserver

B ticenseManagementServerPrimar

B ogTransferprocess
B PasxiinkConnector
B resxiinkodes
B realtimeserver

(] snmpagent
B e

~
PABXLinkConnector
Server: oscv4doku - Process ID: 4648 (Version: 40.0.0.51)
Pabxlink Connector States Pabxlink MNodes List  Function Nodes List
. ContactCenterNods MUENCHEN Link... Functionid Nodenumber Functiontype Siteid Port No... Standby Comment Wersion
. B2 001 Contact Center Node MUENCHEN 9014 . Contact Cen... 40.0.0.56
B o 001 ProviderService MUENCHEN 9022 B Master 40.0.1
- B8 001 Calendar Node MUENCHEN 9013 - Calendar Node  40.0.0.75
. B3 001 UC Server Node MUENCHEN 9012 . Uc Node 40.0.0.0
< >
" -
o 78 Execution @ Maintenance Diagnostics

€
8 Installation Designer | &I control Center
o dErve @ okl

#®  manager - logg

Installation data updated by server. 17.44:54 | [N

The following parameters should be configured there:

Table: Parameters UC Node

Field Description Value

FunctionID Unique ID of the function node | B9
(BO — BF)

Node Number | Number of node 001

If this is also entered
in the ucconfig.ini file

SitelD Site ID assigned to the LOCO001
function node (Master Side ID)

TCP/IP Port Port number that connects the | 9012
function node to the
connector.

Comment Description of the function UC Node
node

Version Version of UC System

Ipaddress IP address of UC System

Once successfully concluded, the PABX Link Connector recognizes the new
node and the node is activated after a short while.

If the function node is not activated, the PABXLinkConnector should be
restarted under the tab Execution (tab on bottom)

Once the function node has been activated (LED is green), the UC Service
can likewise be started.
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11.1.6.1 Creating a new OpenScape UC user

& st

- Contacks

»  Contact Settings

Devices

Office Codes.

[ Prefices

I voice Subscribers

»  Media Server

e Presence & TH
43 Media server
2 Address Translation Contexts

A, Conferences
% Teams

% visibility Groups
»  Connections

For Concierge accessing the UC presence service, a user account is
required. In a standard small UC deployment a CMP administrator
account can be used.

NOTE: in small, large and very large UC deployments with OpenFire,
the administrator user can not be used in Concierge to get UC

users status. It is mandatory to create an additional UC account

for connection purpose with ONS and respective profile and
resource.

NOTE:
In all kinds of deployments an additional UC account can be used instead
of the CMP administrator account.

A new user account can to be used. This UC user must have a profile that
supports UC functionality. An ONS number is not required. The credentials
of that new user are then inserted in System Management in the fields
Admin User and Admin Password as visible in section 6.3 Section
Applications.

NOTE:
The user needs to have an IM address, that usually is composed of the
<UC login name>@<XMPP.domain>, e.g. concierge@A.unify.net

@ Address Translation St. Routing I

The following displays how to create a new OpenScape UC user for the UC
node to access OpenScape UC (next screenshots will show a user already
created as example).

nt Platform Doman: system

User . adimirisirator @system | Setings | Heb | Logout

User Management | | Fault Management | | Performance Management | | Accounting % ez ol
OpenScape SBC | Unified Communications | CMP Device Management
& Unified Communications Accounts - B

@ List of all Unified Communications accounts wihin selected domain

Fiter: for (ogrimame ] | Search | [Ciear | | | Show Selected (0) | [ Showan |
(o | [Edt | [ Delete |
<0 | TremsPage: (200 ]| A1:996 | s |

Ll A e =—=== ——Sas. =~ = — == === .
—l i envituserdl UC User 01 Env 34 +554181023332 »
O & envitasen2 UC User D2 Eny 34 +554181023333 »
0 & enviusenz UC User 03 Env 34 +554181023334 »
O & envitissind UC Uger D4 Erv 34 4554181023335 »
[l &  enviduserns UIC Uiser D5 Erw 34 4554181023335 »
0 & envssaseron UC User D1 Enw 35 +554181023342 » I
O & UC iser 02 Enw 35 +554181023343 »
O & UC User D3 Env 35 +55451023344 »
O & U User 04 Erw 35 +554181023345 »
[0 & envasuseros LT User D5 Env 35 4554181023346 >
O & envi6usernt U Liser 01 Enw 36 +554181023352 ’
[0 & envibusen UC User D2 Erws 36 4554131023353 »
0O & UC User 03Env 36 +554191023354 »
[ & envisamerns UC User D4 En 36 +554181023355 »
O & env3busers UC User 05 Env 36 +554181023356 »
J ‘ env37.user0l UC User D1 Env 37 +554131023362 »
O & envifuser2 UC User 02 Env 37 +554181023363 ’
O & envirusens UC User D3 Env 37 +554151013364 >
O & ser04 UC User D4 Env 37 +554181023265 »
0 @& envarusens U Liser 05 Enw 37 +55415 1023366 »
O & envasusenl UC User 01Env 38 +554181023372 »
o s
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Press the Add button.

@ Edit User — Mozilla Firefox - m} =
@ | & httpsyironman.marvel.sen.com.br/management/portal/Applications/Operation UC/Users/Ed [E] === £ g S—
& Edit User - env35.user01 ? I
@ modfy exstng user - graved-out items are read-only (password options avalzble onfy when changng the password)
| General Password/PIN Contact Information Profiles Resources External TDs Visibility Groups
Lisar infarmation
Login name 35 umerD
Doman
Display Hame UIC User D1 Env 35 y 1]
Home time zone (UTC-3:00) Sae Paule o]
Default language Porfugues= (Brazl) o
Address Translation Context home w
User lacked O
Configure Login Name and Display Name.
A31003S2250M1021076A9
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@ EdrtUser — Mazilla Firefox e ] S l
@ B bttpsyfironmanimarvelsen.com.bemanagement portal/Applications Operation U< Users/ed [l ) wl =
a rd
& Edit User - env35.userll L, |
€ Madfy exsting Lser - grayed-cutisams are read-coly {password oabions avsiable enky when changing te passsard)
General || Password(PTN | Contack Tnformation Profiles Resources External s Wisihiliby Groups
Logn Fassword Telzohary FIN Sths
[Charge Lo Fasswnnd
Hew Lagin passsond Traranan m
Lagin password {corfirs) FRARRREE *j
M Logn passvword never expres
L1 s has b e o s at et bogin
{Change Teiephony FIN
Few Tekeghony PIN b1 ]
Tebephuony PIN (zonfrm) D
Tidephwry FIN rever expires
Lmer has ta change telephany PIN at na st lagin
[“save | [ cancel

Configure and confirm the password.
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o
d @ Edit User — Mozilla Firefox

& Edit User - env35.userdl

General Passwrd IPTH Cantact Tnfnemation | Prafiles

Liser contact informason

Gendar: M -

Sabstabon: M

Tilke:

Fret nama: UC Urer 01

Middie name:

Last name: Erv 35

E-mail fdress 1 ery33. Lssr L Bmarvel. senocom b

E-mai Address 3

™ Addrece “erve 3. umer 01 8marvel, pen com
Eusiness phons 11 554181033347

Buminzss phone 2

Home Phone:

Male Phore:

Facx numhaer:

Motice:

Desopton:

@ B stpsydronmanmanvel senocombemanagament/portafApplications/Coeration U Users/Ed B s, o

I rModfy existing ussr - grayed-cutitems are read-only {password options avaiizhle onky when changing the password)

4
External TS wicihility Groiips
Sane Cancel

L IaTa [T

For receiving the presence information in a Very Large Deployment the IM

address needs to be configured.
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9 & o

tpayfironman.marvel sen.com.bemanagement/portalfApplications/ Operation UL Users/E

@ Edit User — Mozilla Firefox

| & Edituser - env3suseril

General Passvand | PTH
fus=r profies

o Prge: R ] | 418

Profibe nanme

O &7 Premum
O & swndand
O @l sssenma
O &Y Professol
O mb Team
3 AF Team Admnicrator
(3 & Team with ¥oremsons
O @F webaTc

Contact Tnformation

Praofiles | Resources

Application
Efd-Codat
Efa-Cockipt
OperScape UC App
Openfrape UC Ao
openSoape L App
OpenScape LC 200
OpenScape UC App
opensrape UC App

Y ModFy existing Lser - grayed-cut isams are read-orly (password options avaiishle enby vher: changing the peasmord)

== ] 4

iB - @ =

?

External T Wisihility Groups
Copy.
Assigied b user

]
O
]
O
=
O
O
O

Cancel

Add a profile that has the permission presence activated.
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11.2 Circuit Node

11.3 Skype Node

182

NOTE:
Please check the permissions of the chosen profile by clicking on the
profile hyperlink (in this example, “Team” — see next screenshot).

i

@ Show Profile Mazilla Firsfiox s [m]

*

B £ bttpsyfronman marvel sen.com be/management pertalfApplications,Cpeeaticny [E] ===
&4 Show Profile - Team

)

1 Show profie - grayed-out itbems are read-onky

| Hame | Team

Domian svshem

Ppplcaton

Permissions
Czable Desvice Ll Maragesent via Chenl
O | Essentia
Local Cal Recording
Mobis Chenit
- Prolesional
Ad-hoe Conferance

TR

& Meet-me Conference
Cpen Confersece
Wb Collabuoralion
WebRTT Lser
= Vo Porkal - Basic Funchorslioy
Calendar Aooess
Conferance Actess
[ialing wia Contacts
=l Malbay docmss bl

For Concierge accessing the Circuit server, an OAuth 2.0 app credentials
(bot user) in your Circuit domain such as eu.yourcirucuit.com is required.

The user subscription request can be done via the link:
http://developers.circuit.com under step 3 “Go Live’— “Register your
application”.

The response on the user subscription request will include the Client ID and
Secret Code information.

For Concierge accessing the Skype for Business server, a trusted
application name and port are required.

The information can be retrieved from Skype for Business administration
website under Topology / Trusted Application tab.

@ Skype for Business Server

— STATUS  SERVER APPLICATION  SIMPLE URL ~ TRUSTED APPLICATION

Users

Topology ®?
IM and Presence .
(i Refresh
Persistent Chat MName a  Ppool Part
Voice Routing urmniapplicationvoxucmaconne...  appl.matrixvox 16001
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The User Agent string (of application endpoint) must be provided by the
Skype administrator, especially if client policies are used.

In addition to access the Skype for Business list of users, the computer(s)
hosting OSC main or standby service needs to be member of
»,RTCUniversalReadOnlyAdmins® group.

=2 Active Directory Users and Computers
File Action View Help
e 2m £0| X iz BEm 3N TER

I Active Directory Users and Com|| Name Type Description
b Saved Queries w Computer
4 34 sip.coelab s Computer
b (=1 Buittin X :
Computers Properties L’_-
2 Demain Controllers - - ~
| ForeignSecurityPrincipaly| | | General | Operating System | Member Of | Delegation | Location | Managed By | Diskin
Managed Service Accoul|
Users

v v v v

Member of:

Name Active Directory Domain Sarvices Fold|

| Domain Computers sip.coe lab/Users. |

Iz w
Add Remove |

Primary group. Domain Computers

5 - There is no need to change Primary group Unless
Set Pimary Goup_| you have Macintosh dients or POSX-complart
Spolcations

o | [ o |

NOTE:

As part of the Skype for Business replication additional Microsoft SQL
Server service and agent (RTCLOCAL) are required (installed and
running)!

11.4 Teams Node

For Concierge Integration with Microsoft Teams and to show the Microsoft
Teams user state presence in Concierge client Ul it is necessary an
application registered with specific configurations and permissions on Azure
Portal.

After the application registration, you can get the information (Client ID,
Tenant ID, administrator account, and password) to configure the Microsoft
Teams integration in the Concierge System Management tool.
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# Essentials

Display name : conciergeTest
Application (client) ID
Object ID AR AR R R AR A AR
Directory (tenant) ID | R

Supported account types : Multiple organizations

NOTE: The Microsoft Teams service account used for the application must
have the multi-factor authentication deactivated.

NOTE: The Application Registration on the Azure portal must have:

* The following delegated permissions (with granted admin consent) are
necessary for the Application in the ** API permissions area:
Presence.Read, Presence.Read.All, User.Read, User.Read.All,
User.ReadBasic.All;

*» The property 'allowPublicClients' must be as 'true' in the Manifest area;

» The Supported account types configuration must be as 'Multiple
Organizations'.

NOTE: for more information about how to register a Microsoft Teams
application in Microsoft Azure Portal you can consult the respective
Microsoft Graph API documentation.

11.4.1 Teams Node MFA

When using Multi-Factor Authentication (MFA) on Azure, it is mandatory to
use the Client Secret flow. In this scenario, the standard User +
Password cannot be authenticated. To authenticate using this method, it
is necessary to use the Client ID + Tenant ID + Client Secret.

To configure the Client Secret on Azure, follow the steps:
1. Generate the Secret:

e Go to App Registrations > Certificates & Secrets > New Client
Secret.

¢ Click Add to generate your Client Secret.

e Important: This secret can only be copied one
time immediately after creation. Ensure you save this data safely.

e Configure APl Permissions:

e Go to APl Permissions and select Add a permission.
e Select the Microsoft Graph option.

e Select Application permission as the permission type.

e Add the necessary permissions to use Teams on
Concierge: User.Read.All and Presence.Read.All.
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e e ]

Home > App ConciergeTestTear
ConciergeTestTeams | Certificates & secrets = X
arch A Got feedback?
B Oveniew - N
& Cpickstirt Credeniials enable confidential applications to identify themselves io the authentication sevice when receiving tokens st a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia
o tion assistant
X Diagnose and solve problems
v Manage @ Application registration certificstes, secrets and federated credentisls s below.
B Branding & properties
Certificates (0) Client secrets (1) Federated credentials (0)
D Authentication Preview) —_—
Cortificates & secrets “M——f— A secret stiing that the application uses 1o prove its identity when requesting a token. Alsa can be referted to as application pssword
!I' Token configurati
11l Token configuration
o A peimissions
Descripion. Expires Value Secret ID
@ Expose an APl
B Approles
- .

2. Configure APl Permissions:
¢ Go to APl Permissions and select Add a permission.
o Select the Microsoft Graph option.
e Select Application permission as the permission type.

e Add the necessary permissions to use Teams on
Concierge: User .Read.All and Presence.Read.All.

s e R I o e

Home > App ConciergeTe
ConciergeTestTeams | Certificates & secrets = X
arch A Got feedback?
B Oweniew - .
& Cpickstirt Credeniials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credentia
# Integration assistant

¥ Diagnose and solve problems
i @ Application registration cerificates, screts and federaled credentials can be found in the tabs below,
v Manage

B2 Branding & properties

Certificates (0)  Client secrets (1) Federated credentials (0}
2 Authentication (Preview) ——

string

he application uses to prove its idh

i 1 Y hen requesting a token. Afsa can ba referred to a5 application password.

Token configuration

= API permissions

Expires Value Secret 1D

i S e I =

@& Expose an API

SRR ORI O Search resources, services, and docs (G+/)

. Sk . Request API permissions
- ConciergeTestTeams | AP| permissi
Select an API ‘
i O Refresh | A" G \perosoft APls  APIs my organization uses My APls
B cw a their own behalf af  —
Commanly used Micrasoft APls
& Quickstart
# Inegration assistant B The M
X Diagnose and solve problems
v Manage Configured permiss
[ Branding & praperties Applicatians are authers
include ol the permissic
D Authentication (Preview)
p— . + Add a permission () Azure Rights Management "
Certificates & secrets [+ By D Dynamics CRM
11! Token configuration API/ Permissions nam Alow validated users to read and write Aceess the capabilities of CRM business
5 APl permissions s Microsoft Graph
& Expose an APl ~
App roles Pres
o Presence Resd (= r_] Office 365 Management APis P Fower Automate
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Request APl permissions X

CAll APIs
ﬁ Microsoft Graph
4 https://graph.microsoft com/ Docs f
What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the
signed-in user.

Application permissions ‘——

Your application runs as a background service or daemon without a
signed-in user

NOTE: Remember that after adding Application permissions in Azure, a
global administrator must click "Grant admin consent for [Your
Organization]" for the permissions to become active.

11.5 Unify Office Node

186

For Concierge Integration with Unify Office and to show the Unify Office user
state presence in Concierge client Ul it is necessary an application
registered with specific configurations and permissions on RingCentral
Developers Website (https://developers.ringcentral.com/).

After the application registration, you can get the information (Client ID,
Secret ID, user and password) to configure the Unify Office presence
integration in the Concierge System Management tool.

Client ID SOOI L Oriline Porta

NOTE: The Application Registration on RingCentral must have:

e The following: Read Presences, Read Accounts;

e Password-Based auth flow;

NOTE: for more information about how to register a RingCentral
Application can consult the respective RingCentral documentation
(https://developers.ringcentral.com/api-reference/using-the-api).
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